3anonHeHune hanna
napamMeTpoB N MHBEHTAPA

WNHdopMauuvs, npuBeaeHHas Ha AaHHOW CTpaHuLLE, ABAsSeTCsA pa3paboTKonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca obuumnaaibHOW peKkoMeHaaLumnen BeHaopa.

OdwmumnanbHasa AOKYMEHTaLUNS Mo AaHHOMY pa3aeny npueegeHa B OHNaNH-CpaBKe Ha
MPOAYKT:
https://support.kaspersky.com/help/XDR/2.0/ru-RU/271992.htm

https://support.kaspersky.com/help/XDR/2.0/ru-RU/249240.htm

BBeoeHue

B SMP ons ycTaHOBKM HeobX04MMO 3anofiHUTL 2 hansia ¢ KoHpUrypaumen: param.yaml n
inventory.yaml . [lepBbIi (a1 oTBEYaEeT 3a HAaCTPOMKY N pa3BepTbiBaHMe SMP, a BTopon - 3a
pa3sepTbiBaHne KUMA.

Huxe npuBeneM npumMepbl KOHMUIypaUMOHHbIX (aifoB O/ YCTAHOBKW, a Takxe Haubonee
nonyssipHble CLLeHapum nepeorpenesieHns CTaHOAPTHbIX MapaMeTPOB YCTAaHOBKM.

[TpuMepsbl hansioB NnapamMeTpoB

Single node

Huxe npuseneH npumep danna param.yaml OS89 OAHOHOAOBOW WHCTaansdumm SMP ¢
KOMMEHTapUsaMM N CoOBETaMK Mo 3anoJIHEHUIO.

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr


https://support.kaspersky.com/help/XDR/2.0/ru-RU/271992.htm
https://support.kaspersky.com/help/XDR/2.0/ru-RU/249240.htm

nodes:
- desc: cdt-1
type: primary-worker
host: 10.80.23.42 # Heobxogumo yka3aTb IP agpec ueneBoro yCTpoWcTBa
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KOToporo HyneT MPOM3BOAUTLCHA YCTaHOBKA

key: /root/.ssh/id rsa # MyTb K ssh-kni4yy nonb3oBaTtens

parameters:
- name: psql _dsn
source:
# Heob6xoomMo 3anofiHUTb CTPOKY nopkmw4veHusa K BL: user db - uma nonb3oBaTtens, password db -
naponb,
# (ecnu nmaponb COOEpPXWUT crneucuMmBoNbl ux Heobxopgumo npuBecTu Kk URI kopupoBke)
# host db - appec y3na c B[ (pna Single node 3TO apepcC yKa3aHHbIA B napamMeTpe Bblwe, port db -
nopt B
# (no ymonuyaHuw 5432)
value: "postgres://<user db>:<password db>@<host db>:<port db>"
- name: ingress ip
source:
value: 10.80.23.182 # 3ape3epBupoBaHHbl IP apgpec
- name: ssh pk
source:
path: /root/.ssh/id rsa # 3HauyeHue [ONXHO COBNafaTbh C YKa3aHHbIM Bbllle 3HayeHueM key
- name: admin_ password
source:
value: "AdminKit2015!" # MNaponb png poctyna K uMHTepdency, oT 8 po 256 CMMBOSIOB
# ponxeH copepxatb OykBbl, UMOPL M Ccnew. CUMBOJSIbI
- name: inventory
source:
value: "/home/user/inventory.yml" # MyTb K ¢anny WHBEHTaps AN YCTAHOBKW KOMMOHEHTOB
KUMA, pns yctaHoBku ToNnbko KEDR
# ykaxute /dev/null
- name: license
source:
value: "/home/user/license.key" # MNyTb kK ¢anny knoya nuueHsun KUMA
- name: smp_domain

source:



value: "smp.local" # YkaxuTe OOMeEH On4 KOMMOHeHTOB SMP
- name: pki host list
source:

value: "admsrv api console kuma monitoring updater agentserver"

# Mo yMonuyaHuio pa3Mep ToMa ana agpa - 4 I'6 npu low resources = true
# ECnn XO0TUTE U3MEHUTb 3TO 3HAYEeHWE PACKOMMEHTUpPYWTe BfI0OK NapaMeTpoB HUXE

# U ykaxute TpebyeMoe 3HayeHwue

# - name: core request low resources
source:
# value: "100Gi"

# Hauano 6noka, KOTOPbLIA HE HYXHO WU3MEHATb
- name: low_resources
source:
value: "true"
- name: default class replica count
source:
value: "1"
- name: openbao ha mode
source:
value: "false"
- name: openbao_standalone
source:

value: "true"

Multi node

Huwxe npuBeneH npumep Ganna param.yaml A48 MHOMOHOOOBOW WHCTannsaumm SMP ¢
KOMMEHTapUsaMKM 1 COBETAMW MO 3aMNOJIHEHNUIO.

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr

nodes:

# ofHa HofJa KOHTposfepa



- desc: cdt-primaryl
type: primary
host: 10.80.23.42 # IP-agpec Hopmbl KOHTposnnepa. [aHHbM apgpec,
# a Takke BCe afpec NpuBEeOeHHble HUXe, [OMKHb ObiITb U3 OOHOW MOACETM
access:
ssh:
user: root # lonb3oBaTenb, OT WMEHM KOTOpPOro GygeT NpPou3BOAMTLCHA YCTaHOBKa
key: /root/.ssh/id rsa # MNyTb K ssh-kni4yy nonb3oBaTtens
# Tpu paboume Hopbl
- desc: cdt-wl
type: worker
host: 10.80.23.141 # IP-appec 1l-om pabouyen Hopgbl
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KoToporo HymeT MPoOM3BOOUTLCHA YyCTaHOBKA
key: /root/.ssh/id rsa # NyTb K ssh-kniw4yy nonb3oBaTens
- desc: cdt-w2
type: worker
host: 10.80.23.45 # IP-apgpec 2-ou paboyen Hopdbl
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KoToporo HymeT MPoOM3BOAUTLCHA yCTaHOBKA
key: /root/.ssh/id rsa # MNyTb K ssh-kniw4yy nonb3oBaTens
- desc: cdt-w3
type: worker
host: 10.80.23.30 # IP-apgpec 3-en paboyer Hopbl
access:
ssh:
user: root # lMonb3oBaTenb, OT WMEHM KOTOpPOro GymeT NpPou3BOAMTLCHA YCTaHOBKA
key: /root/.ssh/id rsa # MNyTb K ssh-knw4yy nonb3oBaTens

kind: admsrv # [aHHbM napaMeTp HeobxoouMo yka3aTb Ans opHoW nwboi paboyein Hopdpl

parameters:

# HeobxoouMo 3anofHWTb CTPOKY nopknw4veHusa K BI: user db - uma nonb3oBaTtens, password db -
napornsb,

# (ecnu naponb cogepxuT CrneucumBosibl X Heobxomumo npusecTu K URI kogupoBke)

# host db - apgpec y3na c B (mna Single node 3To apepc yka3aHHbi B napaMeTpe Bbiwe, port db -
nopt b

# (no ymonuyaHuw 5432)

- name: psql _dsn



source:
value: "postgres://<user_db>:<password db>@<host db>:<port db>"
- name: ingress ip
source:
value: 10.80.23.182 # 3ape3epBupoBaHHbil IP appec
- name: ssh pk
source:
path: /root/.ssh/id rsa # 3HayeHue [ONXHO COBMafjaTb C YKa3aHHbIM Bbile 3HavyeHueM key
- name: admin_password
source:
value: "AdminKit2015!" # Maponb Ons poctyna K uHTeppency, ot 8 po 256 cumBonoB
# ponxeH copepxatb OykBbl, UMOPbL M Cnel. CUMBOJSIbI
- name: core_disk request
source:
value: 512Gi # YkaxuTe pa3Mep ToMa sAfpa
- name: inventory
source:
value: "/home/user/inventory.yml" # MyTb K ¢anny WHBEHTaps 4N YCTAHOBKW KOMMOHEHTOB
KUMA
- name: license
source:
value: "/home/user/license.key" # MyTb K ¢anny knw4a nuueHsnn KUMA
- name: smp domain
source:
value: "smp.local" # YkaxuTe OoMeH On4 KOMMOHeHTOB SMP
- name: pki host list
source:

value: "admsrv api console kuma monitoring updater agentserver"

[MpMepsbl hansioB MHBEHTApPS

All in one

Hun>xe npmneeneH npumep damna inventory.yaml gns all in one nHctannaumm KUMA B pamkax SMP
C KOMMEHTapUsaMN U CoBETaMM Mo 3aMnoJIHEHMIO.

all:

vars:



deploy example services: false
ansible connection: local # He u3MeHATb
ansible user: nonroot # He M3MeHATH
kuma:
vars:
ansible connection: ssh
ansible user: root # ykaxuTe uWMs nonb3oBaTens, OT WMeHW KOToporo OypeT MpPoM3BOAUTbLCS
yCcTaHoBKa

# B cnyvyae, ecnu nonb3oBaTefib He root, pPacKOMMEHTUPYHTE CTPOKKU HUxe

# ansible become: true
# ansible become method: sudo
children:
kuma utils:
hosts:

kuma.example.com: # ykaxute FQDN cepsepa pns komnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa gna komnoHeHToB KUMA
kuma_collector:
hosts:
kuma.example.com: # ykaxute FQDN cepBepa pns komnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna KoMnoHeHToB KUMA
kuma correlator:
hosts:
kuma.example.com: # ykaxute FQDN cepsepa pna komrnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna koMmrnoHeHToB KUMA
kuma storage:
hosts:
kuma.example.com: # ykaxuTe FQDN cepsepa pns komMnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa gna kKomnoHeHToB KUMA
shard: 1
replica: 1

keeper: 1

Distributed

Hu>xe npmneeneH npumep anna inventory.yaml ang distributed nHctannaumm KUMA B pamkax
SMP ¢ KOMMeHTapusaMy 1 COBETaMM MO 3aMNoJIHEHUIO.

all:
vars:

deploy example services: false



ansible connection: local # He u3MeHATb

ansible user: nonroot # He M3MeHATH

kuma:

vars:

ansible connection: ssh

ansible user:

yCTaHOBKa

root # ykaxute uMMsa nonb3oBaTens, OT WMEHW KOToporo OypeT Mpou3BOAMUTbLCS

# B cnyvyae, ecnu nosnb3oBaTeNnb He root, paCKOMMeHTMpyﬁTe CTPOKU HUXe

# ansible become: true
# ansible become method: sudo
children:
kuma utils:
hosts:

kuma-utils.example.com: # ykaxute FQDN cepBepa pns kKoMnoHeHToB KUMA

ansible host: 0.0.0.0 # ykaxute IP cepsepa pna KoMrnoHeHToB KUMA

kuma_collector:

hosts:

kuma-collector.example.com: # ykaxute FQDN cepBepa pns konnektopa KUMA

ansible host: 0.0.0.0 # ykaxute IP cepBepa pna konnektopa KUMA

kuma_ correlator:

hosts:

kuma-correlator.example.com: # ykaxute FQDN cepBepa pna koppenstopa KUMA

ansible host: 0.0.0.0 # ykaxute IP cepsepa pna koppensatopa KUMA

kuma_storage:

hosts:

kuma-storage-1l.example.com: # ykaxute FQDN cepBepa mpns xpaHunuwa KUMA

ansible host: 0.0.0.0 # ykaxute IP cepsepa pna xpanunuwa KUMA

shard:

replica: 1

keeper:

1

kuma-storage-2.example.com: # ykaxute FQDN cepBepa gns xpaHunuwa KUMA

ansible host: 0.0.0.0 # ykaxute IP cepsepa pna xpaHnunuwa KUMA

shard:

replica: 2

keeper:

2

kuma-storage-3.example.com: # ykaxute FQDN cepsepa ons xpaHunuwa KUMA

ansible host: 0.0.0.0 # ykaxute IP cepsepa pna xpauunuwa KUMA

shard: 2

replica: 1

keeper:

3



kuma-storage-4.example.com: # ykaxute FQDN cepsepa ons xpaHunuwa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pona xpanunuwa KUMA
shard: 2

replica: 2

YKa3blBalTe B (pailsie WHBEHTaApsi TOJIbKO Heobxoammoe KOJMYeCcTBO HOA KOJIJIEKTOPOB,
KOPPEeNsaTOPOB 1 XpPaHUNLL,.

CueHapunm N3MeHEeHUs NapaMeTpoB

3mMeHeHne OOMeHHbLIX NMeH Mo YMOJIHaHWIO

Mo YMOJTHaHNIO NCMNOJIb3YOTCA cneanytowme nMmeHa: kuma, admsrv, api, monitoring, console. Ecnn
Mo Kakom-nmbo npuYnHe Bbl XOTUTE UX U3MEHUTD, C/IeAYNTE NHCTPYKLUUN HUXKE.

kuma

HobasbTe B hann param.yaml cnegywowmnm 610K, roe kuma-new - HOBOE AOMeHHOe MMA gns kuma.
Mpumep:

- name: kuma_host
source:

value: "kuma-new"

A Takxe B 6710ke pki_host list M3MeHWUTE kuma Ha HOBOE OOMEHHOE MMS. Mpumep:

- name: pki host list
source:

value: "admsrv api console kuma-new monitoring"

apl
Hob6asbTe B hann param.yaml cnegytowmn 650K, roe api-new - HOBOE LOMEHHOE MMSA ONA api.

Mpumep:

- name: api_host
source:

value: "api-new"

A Takxe B 6710Kke pki_host list M3MeHWUTE api Ha HOBOE AOMeHHoe ums. MNMpumep:



- name: pki host list
source:

value: "admsrv api-new console kuma monitoring"

monitoring

HNobaBbTe B hann param.yaml cnenyowmnin 610K, rge monitoring-new - HOBOE JOMEHHOE UMS ONs
monitoring. Mpumep:

- name: monitoring host
source:

value: "monitoring-new"

A Takxxe B 6510Ke pki host list M3MeHWTE monitoring Ha HOBOE OOMEHHOE NMS. I'Ipl/lMep:

- name: pki host list
source:

value: "admsrv api console kuma monitoring-new"

admsrv

Hob6asbTe B hann param.yaml cnegytowmin 610K, roe ksc-new - HOBOE LOMeHHOoe mMmsa ons ksc.
Mpumep:

- name: ksc_host
source:

value: "ksc-new"

A Takxxe B bsioKe pki host list m3MeHWUTE ksc Ha HOBOE OOMEHHOEe NMS. anMep:

- name: pki host list
source:

value: "ksc-new api console kuma monitoring"

console

HobasbTe B hann param.yaml cnepywowme 610Kn, roe console-new - HOBOE AOMEHHOE UMSA ONSA
console. MNMpumep:

- name: nwc_host
source:

value: "console-new"



- name: flow host
source:
value: "console-new"
- name: hydra host
source:
value: "console-new"
- name: login host
source:
value: "console-new"
- name: console host
source:
value: "console-new"
- name: gateway host
source:

value: "console-new"

A Takxxe B 6510Ke pki host list M3MeHWUTE console Ha HOBOE OOMEHHOE NMA. I'Ipl/lMep:

- name: pki host list
source:

value: "admsrv api console-new kuma monitoring"

Hu>xe pacnonoxxeH npumep daiia MHBEHTapPsA CO BCEMU N3MEHEHHbIMU LOMEHHbIMU UMEHaMWU

Mpumep danna UHBEHTapA C nepeonpenesieHHbIMM UMeHaMu

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr

nodes:
- desc: cdt-1
type: primary-worker
host: 10.80.23.42
access:
ssh:

user: user



key: /home/user/.ssh/id rsa
parameters:
- name: psql dsn
source:
value: "postgres://postgres:postgres@l0.80.23.40:5432"
- name: ingress ip
source:
value: 10.80.23.182
- name: ssh pk
source:
path: /root/.ssh/id rsa
- name: admin_password
source:
value: "AdminKit2015!"
- name: inventory
source:
value: "/home/user/inventory.yml"
- name: license
source:
value: "/home/user/license.key"
- name: smp_domain
source:
value: "smp.local"
- name: core request low resources
source:
value: "100Gi"

# Hayano 6noka C M3MeHeHWe [OMEHHbIX WMEH

name: pki host list
source:
value: "admsrv-new api-new console-new kuma-new monitoring-new"
- name: kuma_host
source:
value: "kuma-new"
- name: admsrv_host
source:
value: "admsrv-new"
- name: api host
source:

value: "api-new"



- name: monitoring_ host
source:
value: "monitoring-new"
- name: nwc_host
source:
value: "console-new"
- name: flow host
source:
value: "console-new"
- name: hydra host
source:
value: "console-new"
- name: login host
source:
value: "console-new"
- name: console host
source:
value: "console-new"
- name: gateway host
source:
value: "console-new"

# KoHeu 6f0Ka C M3MEHEHWe [OMEHHbIX UMEH

# Havano 65n0Ka, KOTOpbIA HE HYXHO WU3MEHSTb
- name: low resources
source:
value: "true"
- name: default class replica count
source:
value: "1"
- name: openbao ha mode
source:
value: "false"
- name: openbao standalone
source:

value: "true"

N3meHeHne cepTuunkatTa web-kKoHconn



Ons n3meHeHns cepTuguKaToB NyOANYHbIX CNyX6b cywecTByeT 2 crocoba: yKasaHue KOHEeYHbIX
cepTudunkKaToB, MO0 NPOMEXYTOYHbLIX A1 reHepaunnm cepTudmnKaToB cCaMor KOHCONbIO. B obonx
cnyyYasax B NapamMeTp HeobxoAmmMo npepnoctaBuTb cepTudgukat B ¢dopmate PEM n
He3alnpPOBaHHbLIN 3aKPbITbIN KO,

BaxxHO! YKa3aTb NOJSb30BaTENbCKUA CepTUPMKAT AN BHELWHUX CNyXO BO3MOXXHO TOJIbKO
00 rnepBoHavyaIbHOM YCTaHOBKN!

Mcnonb3oBaHMe NPOMEXXYTOYHOro cepTudukaTa

HobaBbTe crnepylowme napameTpbl B ann yCTaHOBKMW, rae /path/cert.pem - MOAHBLIM NYyTb K
MPOMEXYTOYHOMY CepTuurkaTy C He3alWwndPpoBaHHLIM 3aKpbITbIM KJlo4OM B ¢opmaTte PEM. Ha
OCHOBE [aHHOro ceptudmnkaTa KoHCoNbo ByayT creHepupoBaHbl cepTUdumKaTbl Ana nyban4HbIX
cnyx®6.

- name: intermediate enabled
source:
value: "true"
- name: intermediate bundle
source:

value: "/path/cert.pem"

Ncnonb3oBaHMe KOHEe4YHOoro CepTI/ICbI/IKaTa

HobaBbTe cnepywouime napamMmeTpbl B dalal yCTaHOBKWU, rae /console/cert.pem, /admsrv/cert.pem,
/api/cert.pem - NYTU K CeTUPUKaTaM C He3alndpoBaHHbIMN 3aKpbITbIMU KJOYaMn B dopmaTe
PEM pnsa koHconm SMP, KSC n APl cooTBETCTBEHHO.

- name: intermediate enabled
source:
value: "false"
- name: console bundle
source:
value: "/console/cert.pem"
- name: admsrv_bundle
source:
value: "/admsrv/cert.pem"
- name: api bundle
source:

value: "/api/cert.pem"



I3MeHeHMe NapaMeTPOoB Mocjie YCTaHOBKM

N3MeHeHMe HEKOTOPLIX MapaMeTPOB BO3MOXXHO U MOC/ie YCTaHOBKN CUCTEMbI, HanpuMmep,
[OMEHHbIX UMeH nnu IP-agpecoB. HM)xe paccMOTPUM AaHHbIN NpoLecc.

1. NepenTn B gupeKkToputo, rae pacnosaraetca kdt

2. BbIMONHSIEM 3KCMOPT TEKYLLUNX NapaMeTPOoB:

./kdt ec -e new param.yaml

3. BHOCMM HeobxoauMble n3MeHeHUs B halial U NpUMeEHsIeM NMapaMeTpbl, rae /path/new param.yaml
- NOJHbIV NYTb K paHee 3KCNOPTUPOBAHHOMY U U3MEHEeHHOMY halily KOHMUrypaLum

./kdt apply -i /path/new param.yaml

BHuMaHume! NpuMeHeHe NapaMeTpoB MOXKET 3aHMMaTb 6osiee 10-20 MUHYT!
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