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NHdopMaumns, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkon KoMaHabl pre-
sales u/unmn community KUMA un HE aBnsieTcsa ounumanbHOM peKkoMeHaaumnen BeHaopa.

OdmumranbHasa AOKYMeHTaLUus No gaHHOMY pa3faeny npuseaeHa B OHMaH-cnpaBke Ha
NPOAYKT:
https://support.kaspersky.com/help/XDR/2.0/ru-RU/271992.htm

https://support.kaspersky.com/help/XDR/2.0/ru-RU/249240.htm

e dadads

B SMP nns ycTaHOBKN HEOBXOAMMO 3aN0oNHUTL 2 halna ¢ KoHpUurypaumnen: param.yaml ”
inventory.yaml . [lepBbI (a1 oTBEYaET 3a HAaCTPOMKY N pa3BepTbiBaHMe SMP, a BTopon - 3a
pa3sepTbiBaHne KUMA.

Huxe npuBeneM npuMepbl KOHMUIypaUMOHHbIX (alifoB O/ YCTAHOBKW, a Takxe Haubonee
nonyssipHble CLLEHapUM nepeonpenesieHns CTaHOAPTHbLIX MNAapaMeTPOB YCTAaHOBKN.
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Single node

Huxe npuseneH npumep danna param.yaml A7 OAHOHOAOBOW MWHCTaandumm SMP ¢
KOMMEHTapusaMn n coBeTaMu rno 3anosIHeHUIO.

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr

nodes:


https://support.kaspersky.com/help/XDR/2.0/ru-RU/271992.htm
https://support.kaspersky.com/help/XDR/2.0/ru-RU/249240.htm

- desc: cdt-1
type: primary-worker
host: 10.80.23.42 # HeobxomuMo ykasaTb IP appec ueneBOoro ycTpoWcTBa
access:
ssh:
user: root # lMonb3oBaTenb, OT WMEHM KOTOpPOro GymeT NpPou3BOAMTLCHA YCTaHOBKA

key: /root/.ssh/id rsa # MNyTb K ssh-knw4yy nonb3oBaTens

parameters:
- name: psql dsn
source:
# HeobxoouMo 3anofnHWTb CTPOKY nopknw4veHusa K BL: user db - uma nonb3oBatens, password db -
napornb,
# (ecnu naponb COLEPXMUT cCrneucuMBONbl UX Heobxopgumo npuBecTu k URI komupoBke)
# host db - apgpec y3na c B (mna Single node 3To apjepc yka3aHHbi B napaMeTpe Bbiwe, port db -
nopt B[
# (no ymonuyaHuw 5432)
value: "postgres://<user_db>:<password db>@<host db>:<port db>"
- name: ingress_ip
source:
value: 10.80.23.182 # 3ape3epBupoBaHHbl IP appec
- name: ssh_pk
source:
path: /root/.ssh/id rsa # 3HayeHuMe [ONXHO COBMajaTb C YKa3aHHbIM Bbllle 3HayeHueMm key
- name: admin_password
source:
value: "AdminKit2015!" # MNaponb pns poctyna K uHTepdency, oT 8 po 256 CMMBOSIOB
# ponxeH copepxaTtb OYKBbl, LWOPb M Crel. CUMBOSbI
- name: inventory
source:
value: "/home/user/inventory.yml" # MNyTb K dainy MHBEHTaps OAf YCTAHOBKW KOMMOHEHTOB
KUMA, pnsa yctaHoBku ToNbKO KEDR
# ykaxute /dev/null
- name: license
source:
value: "/home/user/license.key" # MyTb kK ¢anny knw4ya nuueHsnu KUMA
- name: smp_domain
source:
value: "smp.local" # YkaxuTe OOMeH Ond KOMNoHeHToB SMP

- name: pki host list



source:

value: "admsrv api console kuma monitoring updater agentserver"

# Mo yMonyaHwio pa3Mep ToMa fns sgpa - 4 6 npu low resources = true

+H*

Ecnu XoTUTe M3MEHUTb 3TO 3HAYEHMEe PacKOMMEeHTUpynUTe 670K NapaMeTpoB HUxe

H*

N ykaxuTte Tpebyemoe 3HauyeHue

# - name: core request low resources
# source:
# value: "100Gi"

# Hayano 6rnoka, KOTOpbIM HE HYXHO U3MEHATb
- name: low _resources
source:
value: "true"
- name: default class replica count
source:
value: "1"
- name: openbao _ha mode
source:
value: "false"
- name: openbao_standalone
source:

value: "true"

Multi node

Huwxe npuBeneH npumep Ganna param.yaml ANAS MHOMOHOOOBOW WHCTannsaumm SMP ¢
KOMMEHTapusaMu 1 coBeTaMu ro 3anoJIHEHUIO.

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr

nodes:
# ofHa HoOa KoHTposnnepa
- desc: cdt-primaryl

type: primary



host: 10.80.23.42 # IP-agpec Hombl KOHTponnepa. [aHHbIA appec,
# a Takke BCe agpecC NpuMBEOEeHHble HUXe, [OOMXHbl ObiTb M3 OOHOW nopceTwu
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KoToporo HymeT MPOM3BOAUTLCHA yCTaHOBKA
key: /root/.ssh/id rsa # MNyTb K ssh-kniw4yy nonb3oBaTens
# Tpu paboume Hopgbl
- desc: cdt-wl
type: worker
host: 10.80.23.141 # IP-agpec 1-on pabouer Hombl
access:
ssh:
user: root # lMonb3oBaTenb, OT WMEHM KOTOporo GygeT NpPou3BOAMTLCHA YCTaHOBKa
key: /root/.ssh/id rsa # MyTb K ssh-kni4yy nonb3oBaTtens
- desc: cdt-w2
type: worker
host: 10.80.23.45 # IP-appec 2-on pabo4yen Hopbl
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KoToporo HymeT MPOM3BOAUTLCHA YyCTaHOBKA
key: /root/.ssh/id rsa # MNyTb K ssh-kniyy nonb3oBaTtens
- desc: cdt-w3
type: worker
host: 10.80.23.30 # IP-apgpec 3-en pabouyen Hopbl
access:
ssh:
user: root # Monb3oBaTenb, OT WMeHW KoToporo HymeT MPOM3BOAUTLCHA yCTaHOBKA
key: /root/.ssh/id rsa # MNyTb K ssh-kniw4yy nonb3oBaTens

kind: admsrv # [aHHbIM napameTp HeobxogMMO yKa3aTb ONs ofHon nwbon paboyen Hoppl

parameters:
# HeobxoamuMo 3anofHUTb CTPOKY nopknw4veHna K B[: user db - uma nonb3oBaTtens, password db -
naponb,
# (ecnu napofb COOEPXMT cCneucumBonibl MX Heobxogumo npuBecTu K URI kKogupoBke)
# host db - appec y3na c B[ (pna Single node 3TO apepcC yKa3aHHbIA B napaMeTpe Bblwe, port db -
nopt b
# (no yMonuyaHuw 5432)
- name: psql dsn
source:

value: "postgres://<user db>:<password db>@<host db>:<port db>"



- name: ingress _ip
source:
value: 10.80.23.182 # 3ape3epBupoBaHHbIl IP apgpec
- name: ssh pk
source:
path: /root/.ssh/id rsa # 3HayeHuMe [ONXHO cOBMajaTb C YKa3aHHbIM Bbille 3HayeHueMm key
- name: admin_password
source:
value: "AdminKit2015!" # Maponb Ons poctyna K MHTepency, oT 8 po 256 cumBONOB
# ponxeH copepxaTb OYKBbl, LWOPb M Crel. CUMBOIbI
- name: core disk request
source:
value: 512Gi # YkaxuTe pa3Mmep ToMa ffpa
- name: inventory
source:
value: "/home/user/inventory.yml" # MyTb K ¢anny WHBEHTaps AN YCTAHOBKW KOMMOHEHTOB
KUMA
- name: license
source:
value: "/home/user/license.key" # MNyTb kK ¢anny knoya nuueHsun KUMA
- name: smp_domain
source:
value: "smp.local" # YkaxuTe OOMeH Ond KoOMnoHeHToB SMP
- name: pki host list
source:

value: "admsrv api console kuma monitoring updater agentserver"

P07 0000070 000070707077

All in one

Hun>xe npmnBeneH npumep damna inventory.yaml ans all in one nHctannaumm KUMA B pamkax SMP
C KOMMEHTapUSAMUN N COBETaMM MO 3aMN0JIHEHMIO.

all:
vars:
deploy example services: false
ansible connection: local # He u3MeHATb

ansible user: nonroot # He M3MeHATH



kuma:
vars:
ansible connection: ssh
ansible user: root # ykaxuTe MM nosib3oBaTens, OT WMeHW KoToporo BypeT npou3BOAUTLCA
yCTaHOBKa

# B cnyyae, ecnu nonb3oBaTeNlb He root, PacKOMMEHTUPYNTE CTPOKU HUxe

# ansible become: true
# ansible become method: sudo
children:
kuma utils:
hosts:

kuma.example.com: # ykaxute FQDN cepBepa pns kKomnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna KoMrnoHeHToB KUMA
kuma_collector:
hosts:
kuma.example.com: # ykaxuTe FQDN cepsepa pns koMnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa gna kKomnoHeHToB KUMA
kuma_correlator:
hosts:
kuma.example.com: # ykaxute FQDN cepsepa pns koMmnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna KoMrnoHeHToB KUMA
kuma_ storage:
hosts:
kuma.example.com: # ykaxute FQDN cepBepa pns komnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pona koMrnoHeHToB KUMA
shard: 1
replica: 1

keeper: 1

Distributed

Hun>xe npmneeneH npmumep damna inventory.yaml ang distributed nHctanndaumn KUMA B pamkax
SMP ¢ KOMMEHTapUaAMM U COBETAMMN MO 3aMN0JIHEHUIO.

all:
vars:
deploy example services: false
ansible connection: local # He u3MeHATb
ansible user: nonroot # He M3MeHATH

kuma:



vars:
ansible connection: ssh
ansible user: root # ykaxuTe uMs nofib30BaTens, OT WMEHU KoToporo 6ymeT NMPoOU3BOAMTHLCS
yCTaHOBKa

# B cnyyae, ecnu nonb3oBaTeflb He root, pPacKkOMMEHTUPYUTe CTPOKMU HUXe

# ansible become: true
# ansible become method: sudo
children:
kuma utils:
hosts:

kuma-utils.example.com: # ykaxute FQDN cepBepa nns koMmnoHeHToB KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna KoMrnoHeHToB KUMA
kuma_collector:
hosts:
kuma-collector.example.com: # ykaxute FQDN cepBepa gns konnektopa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepBepa pna konnektopa KUMA
kuma_correlator:
hosts:
kuma-correlator.example.com: # ykaxute FQDN cepsepa gns koppenstopa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pna koppensatopa KUMA
kuma storage:
hosts:
kuma-storage-1l.example.com: # ykaxute FQDN cepBepa ons xpaHunuwa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pona xpauunuwa KUMA
shard: 1
replica: 1
keeper: 1
kuma-storage-2.example.com: # ykaxute FQDN cepBepa ons xpaHunuwa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pgna xpaHunuua KUMA
shard: 1
replica: 2
keeper: 2
kuma-storage-3.example.com: # ykaxute FQDN cepBepa mons xpaHunuwa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa pgna xpaHunuuwa KUMA
shard: 2
replica: 1
keeper: 3
kuma-storage-4.example.com: # ykaxute FQDN cepBepa gns xpaHunuwa KUMA
ansible host: 0.0.0.0 # ykaxute IP cepsepa gna xpaHunuuwa KUMA
shard: 2



replica: 2

YKa3biBanTe B (panmne wWHBEHTaps TOJIbKO Heobxoommoe KOJIMYeCTBO HOQL KOJIJIEKTOPOB,
KOPPENATOPOB N XPaHUINLL.
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Mo ymMO4aHUIO NCNOJNIb3YIOTCA cnenylouwme nmeHa: kuma, admsrv, api, monitoring, console. Ecnm
No Kakom-nmbo Npu4mnHe Bbl XOTUTE NX USMEHUTb, CNeQYNTE NHCTPYKLMN HMXKE.

kuma
HNobasbTe B hann param.yaml cnegywowmnm 610K, roe kuma-new - HOBOE AOMeHHOEe MMA Ans kuma.

Mpumep:

- name: kuma_host
source:

value: "kuma-new"

A Takxe B 6710Kke pki_host list M3MeHWUTE kuma Ha HOBOE OOMEHHOE MMS. Mpumep:

- name: pki host list
source:

value: "admsrv api console kuma-new monitoring"

apl
NobasbTe B hann param.yaml cnepytowmin 650K, roe api-new - HOBOE LOMEHHOE MMSA ONsa api.

Mpumep:

- name: api host
source:

value: "api-new"

A Takxxe B 6510Ke pki host list M3MeHWUTE api Ha HOBOE OOMEHHOE NMA. I'IleMep:

- name: pki host list
source:

value: "admsrv api-new console kuma monitoring"

monitoring



HNobasbTe B hann param.yaml cnegyowmnin 610K, roe monitoring-new - HOBOE LOMEHHOE UMSA O
monitoring. Mpumep:

- name: monitoring host
source:

value: "monitoring-new"

A Takxxe B b6rioke pki host list M3MeHWUTE monitoring Ha HOBOE OOMEHHOE NMS. Flpleep:

- name: pki host list
source:

value: "admsrv api console kuma monitoring-new"

admsrv

HOobaBbTe B (harn param.yaml cneaywowmin 610K, roe ksc-new - HOBOe AOMeHHoe mMms ans ksc.
Mpumep:

- name: ksc_host
source:

value: "ksc-new"

A Takxxe B 6510Ke pki host list m3MeHWUTE ksc Ha HOBOE OOMEHHOEe NMS. an/IMepZ

- name: pki host list
source:

value: "ksc-new api console kuma monitoring"

console

HobaBbTe B damn param.yaml cnenytouwire 610kn, roe console-new - HOBOE AOMEHHOE UMSA ONS
console. MNMpumep:

- name: nwc host
source:
value: "console-new"
- name: flow host
source:
value: "console-new"
- name: hydra host
source:

value: "console-new"



- name: login host
source:
value: "console-new"
- name: console host
source:
value: "console-new"
- name: gateway host
source:

value: "console-new"

A Takxxe B 6510Ke pki host list M3MeHWUTE console Ha HOBOE OOMEHHOE NMA. I'IpV|Mep:

- name: pki host list
source:

value: "admsrv api console-new kuma monitoring"

Hu>xe pacnonoxxeH npumep daiia MHBEHTapsA CO BCEMU N3MEHEHHbIMU OMEHHbIMU UMEHaMWU

Mpumep dbanna nHBEeHTaps C nepeonpeneseHHbiIMU UMeHaMu

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap

project: xdr

nodes:
- desc: cdt-1
type: primary-worker
host: 10.80.23.42
access:
ssh:
user: user
key: /home/user/.ssh/id rsa
parameters:
- name: psql _dsn
source:
value: "postgres://postgres:postgres@l0.80.23.40:5432"

- name: ingress ip



source:
value: 10.80.23.182
- name: ssh pk
source:
path: /root/.ssh/id rsa
- name: admin_password
source:
value: "AdminKit2015!"
- name: inventory
source:
value: "/home/user/inventory.yml"
- name: license
source:
value: "/home/user/license.key"
- name: smp_domain
source:
value: "smp.local"
- name: core request low resources
source:
value: "100Gi"
Hayano 6noka € W3MeHeHWe [OMEHHbIX WUMeH
- name: pki host list
source:
value: "admsrv-new api-new console-new kuma-new monitoring-new"
- name: kuma_ host
source:
value: "kuma-new"
- name: admsrv_host
source:
value: "admsrv-new"
- name: api host
source:
value: "api-new"
- name: monitoring host
source:
value: "monitoring-new"
- name: nwc_host
source:

value: "console-new"



- name: flow host
source:
value: "console-new"
- name: hydra host
source:
value: "console-new"
- name: login host
source:
value: "console-new"
- name: console host
source:
value: "console-new"
- name: gateway host
source:
value: "console-new"

# KoHel 650Ka C M3MEHEHWE [OMEHHbIX UMEH

# Havano 610Ka, KOTOpPbIA HE HYXHO W3MEHSTb
- name: low_resources
source:
value: "true"
- name: default class replica count
source:
value: "1"
- name: openbao ha mode
source:
value: "false"
- name: openbao standalone
source:

value: "true"

P00 ??70°???7?777? web-??7?77?7?7?

Onsa n3meHeHns cepTugukaToB NybanYHbIX cny>Xb cywectByeT 2 crnocoba: ykasaHne KOHEeYHbIX
cepTndunkaToB, MO0 NPOMEXYTOYHbLIX 18 reHepaunm cepTudmnKaToB CaMonm KOHCONbIO. B obonx
cnydyasx B NapaMeTp HeobxoauMmo npenocTtaBuTb cepTudmkat B dopmate PEM  n
He3alWndpPOBaHHLIN 3aKPbITbIA KHOY.



Ba)xHO! YKa3aTb MoJib30BaTE/IbCKUN CEPTUDUKAT AN BHELHMX CITY>XO BO3MOXXHO TOJIbKO
00 NepBoHa4YasibHOM YCTaHOBKMU!

DPPPPVVDVVVPD?D PPV VVVPVV?VP? 7?9?70 7?7?77?7?77

HobaBbTe cnepylowme napameTpbl B annl yCTaHOBKMW, rae /path/cert.pem - MOAHbIM NYyTb K
MPOMEXXYTO4YHOMY cepTudmrkaTy C He3alwungpoBaHHbIM 3aKpbiTbiM KJOYOM B popmaTe PEM. Ha
OCHOBE [aHHOIro cepTudmnKaTa KOHCOJbIo ByayT creHepupoBaHbl cepTUdUKaTbl AN NMyOaNYHbIX
cnyx6.

- name: intermediate enabled
source:
value: "true"
- name: intermediate bundle
source:

value: "/path/cert.pem"

DPPPPVVVVVPVD PPV PPV ???7?77?77

HobaBbTe crnepylouwme napamMmeTpbl B dalal yCTaHOBKWU, rae /console/cert.pem, /admsrv/cert.pem,
/api/cert.pem - NyTU K ceTUuUKaTaM C He3awMPpPOBaHHbLIMN 3aKPbITbIMX KJKOYaMu B opMaTe
PEM pns koHconm SMP, KSC n APl cooTBETCTBEHHO.

- name: intermediate enabled
source:
value: "false"
- name: console bundle
source:
value: "/console/cert.pem"
- name: admsrv_bundle
source:
value: "/admsrv/cert.pem"
- name: api bundle
source:

value: "/api/cert.pem"

PPV DPVPVVVVV? PPV VP?????7?77?77

i3MeHeHVe HEKOTOPLIX NapaMeTPOB BO3MOXXHO 1 MOC/AE YCTaHOBKU CUCTEMbI, HanpuMep,
LOMEHHbIX UMeH unu IP-agpecos. Huxxe paccMOTPUM AaHHbIA nNpoLuecc.

1. NepenTn B gupekToputo, rae pacnosaraetca kdt



2. BbINONHSIEM 3KCMOPT TEKYLLUUX MapaMeTpoB:

./kdt ec -e new_param.yaml

3. BHOCMM HeobxoanMble n3MeHeHUs B halial U NpUMeEHsieM NMapaMeTpbl, rae /path/new param.yaml
- NOJHbIM NYTb K paHee 3KCNOPTUPOBAHHOMY U U3MEHEeHHOMY dalily KOHUrypaLumnm

./kdt apply -i /path/new param.yaml

BHuMaHune! NMpuMeHeHne NnapamMeTpoB MOXeT 3aHMaTb 6onee 10-20 MUHYT!
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