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OTka3oyctonumeoctb KUMA obecnedymBaeTcsa nyTem BHeapeHus aapa KUMA B knacTtep
Kubernetes, pa3BepHyThin ycTaHoBLIMKOM KUMA. B KayecTBe pacnpenenéHHoro 6J104Horo
XpaHunumuwa onsa Knacrtepa ncrnosbsyetca Longhorn. Cxema:
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Onsa yctaHoBkn KUMA B 0TKa30yCTONYMBOM UCAOJIHEHUN NCMOJb3YETCA YCTaHOBLWMK kuma-
ansible-installer-ha-2.1. X.tar.gz. KoHdurypauns knactepa Kubernetes 3apaeTcs B hanne
NHBEHTapsa kOs.inventory.yml . TpeboBaHMA K ycTponcTBam s yctaHoBkn KUMA B Kubernetes -

https://support.kaspersky.com/help/KUMA/3.0.2/ru-RU/217889.htm

MopTbl pocTtyna gnsa Kjacrepa sgpa
Tpacdmk KUMA core B 0TKa3oyCcTONYMBON KOHDUIrypaumn (Tpadurk, B KOTOPOM N UCTOYHUKOM U NoslyvaTenem
BbICTYMatoT BHelWHMe cepBucbl KUMA 3neck He paccmaTpuBaeTcs)

B Tabnnue ykazaHbl MHULMATOP COEANHEHMNSA (MCTOYHMK) N Ha3HaYeHne. HoMep NnopTa Ha NHULMATOPe MOXET BbITb
OnHaMnyeckmM. ObpaTHbI Tpark B paMmKax YCTaHOBJIEHHOIO COeAVNHEHNS He [0/KeH 6M10KMpoBaThLCS

NcTo4YHMK Ha3HaveHne [TopT Ha3Ha4yeHunA Twvin
BHewwHme cepBucbl KUMA banaHcMpoBLUVK Harpy3kun 7209 tcp
BHewwHme cepBucbl KUMA banaHcmpoBLUVK Harpy3ku 7210 tcp
BHewHme cepsuckl KUMA BanaHCcMpoBLUKK Harpy3kmn 7220 tcp
BHewHne cepsucbl KUMA BanaHcMpoBWIMK Harpyskmn 7222 tcp
BHewHune cepsucbl KUMA BanaHcmpoBWIMK Harpyskm 7223 tcp
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Ynpasnsiowmn ysen Ynpasnsowmn ysen 2380 tcp
Ynpasnsatowmin ysen Ynpasnsatowmin ysen 6443 tcp
Ynpasnsatowmn ysen Ynpasaswowmnn ysen 9443 tcp
Ynpasnaswowmnni ysen Ynpasnswowmnni ysen 10250 tcp
KoHCcob yripaBneHus banaHcnMpoBWIMK Harpyskm 6443 tcp
knactepom (CLI)

KoHcosib yripaBieHus Ynpasnswowmn ysen 6443 tcp

knactepom (CLI)

MUWHMMaNbHO KNlacTep LOJKEH BKJIIOYaThb:

e OZINH KOHTpPONEP (BblAENEHHbIN NN COBMELLEHHbIN C pabo4ynm y3siom);
e 04MH paboynn y3en (BblAeNEHHbIN, NN COBMELLEHHbIA C KOHTPOJI1EPOM);
e 0 n 6onee BblgesnieHHbIX pabo4vnx y3nos.

MuHMManbHasa KOHPUrypaumsa, Ha KOTOPYH MOXXHO NMPON3BECTU YCTAHOBKY - OAMWH
KOHTPOJIIEP, COBMELLEHHbIN C pabo4ynm y3soM. laHHas KoHpUrypaumsa He obecneymBaeT
OTKa30yCTONYMBOCTU COre N CAY)XUT AN LEMOHCTPALMN BO3SMOXKHOCTEN/MPOBEPKM
nporpaMmMHON cpeabl.

Ona peanmsaunm 0TKa3oyCTOMYMBOCTN HEOHBXOAUM BblAEIEHHbIA KOHTPOJIJIEP KacTepa U
MUHUMYM 2 pabouunx y3na. Ecnm KoOHTposinep Knactepa coaepxut paboyyto Harpysky n nog
(pod) c Core pa3MelLaeTcsa Ha HEM, TO €ro OTKJIIDYEHNE NPUBEOET K MOJIHOM NoTepe
noctyna K Core.

Ha BCcex KOMMOHEHTaxX siapa A0/KHO ObiThb eAnHOEe BPEMS, HACTPONTE Ha BCEX MalUMHaX
NTP

Ha KoHTponnepax knactepa AoJKeH 6biTb YyHUKaNbHbIM machine-id, 3TO 3Ha4YUT, 4TO He
PEKOMEHAYEeTCA KJIOHMPOBaHME MaLlLUNH C 3TOW pobio, TM60 HeobxoAMMOo n3MeHUTb ID Ha
MallMHax 00 YCTaHOBKN. BHMMaHue! [JonyCcTMMOCTb AaHHOM Onepaunmn O0JI>KEH
onpenensaTb aAMUHNCTPATOP XOCTa C Y4ETOM BO3MOXXHOI0 NCMOJIb30BaHMA machine-id

opyrumu cepsucamu! rm /etc/machine-id /var/lib/dbus/machine-id && dbus-uuidgen --
ensure=/etc/machine-id && dbus-uuidgen --ensure && reboot

1. B HawemM cny4ae Mbl byaem ncnosb3oBaTb ycTaHOBKY All-In-One xocT kuma-1.local, ognH
y3en KoHTpoJiiepa (xocT kuma-2.local) u gBa pabounx ysna (xocT kuma-3.local u kuma-

4.local), npumep panna nHeeHTap4: https://box.kaspersky.com/f/bf06497b5b004dc3ble5/



https://box.kaspersky.com/f/bf06497b5b004dc3b1e5/

3.

4.

5.

10.

11.

12.

13.

14.

Apyrve npumepsbl nHBeHTapen: https://box.kaspersky.com/d/b397490dc08048acb671/

Mpwn ycTaHOBKE C HyNa kuma_core nrHopmpyeTCs, ero 3anojIHEHME HY>KHO TOJIbKO
ONS nepeHoca paHee ycTaHoBIeHHOM Kopbl 6e3 HA B knacTep Kubernetes

T.e. kuma_core nosxeH 6bITb paBeH ogHOMY M3 kuma_worker, ecnm y Hac yxe
€CTb KyMa 1 Mbl Talmm ee B Kybep.

B pacnpeneneHHom ycTaHOBKe kuma B cekuum MHBeHTapsa kuma_core Hy>XKHO yKa3aTb
XOCT, KOTOPbIN eCTb B poaun worker (oauH 13 ABYX)

BAXKHOQO! [1nsa ycnewHom yCTaHOBKN AOJIXKHbI ObITb cobnogeHbl cnepywowme TpebosaHms:
e BCE MalUMHbI KNlacTepa A0/KHbl ObITb AobaBsieHbl B /etc/hosts ;

e YCTAHOBJIEHbI MAaKeTbl B COOTBETCTBUM C:

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/244399.htm;

e Ha Astra Linux Ha MawunHe 6anaHCMPOBLLNKA HYXKHO YCTAHOBUTL B AOMNOJIHEHNE
rnakeTy nginx ewe oanH naket libnginx-mod-stream

e B /var/lib/ [OJIXKHO 6bITb He MeHee 32GB cBoboaHOro MmecTa;

3Ha4vYeHne nepeMeHHbIX B MUHBEHTape ansible:

e low resources - MCMoJIb30BaTb MUHUMaJIbHbIE PECYPChl A1 Pa3BOpavYnBaHmNA?
OTcyTCcBYyeT no ymon4daHuto. (JocTtaToyHOo pecypcos: 2 CPU 4 RAM, HO npu 3TOM
co3paeTca TOM XxpaHeHua 4 6, 6e3 3Toro napameTpa ToM co3naeTca 512 I'6)

e 0519 YacTn nHBeHTapsa kuma_kOs n nepemeHHbIX ansible_host BaxHO yKa3biBaTb IP
agpeca

e kuma managed lb: false - €CQM UCMNOJIb3yeTCHd COBCTBEHHbIN (BanaHCUPOBLLMK
opraHm3sauun, He KUMA) 6anaHCMpoOBLLVK, Npun 3TOM yKa3aTb FQDN sToro
6anaHCMpOBLLVKa (A1 KOPPEKTHOro POPMMPOBAHUSA cepTUdMKaTa KOpb)

e no firewall actions: false - MHCTANIATOP ByOeT NbiITaTbCA OTKPbITb HEOOX0AMMbIE
nopTbl Ha M3 OaHHOrro xocTa

e OCTanbHble 3Ha4YeHUsA nepeMeHHbIX: https://support.kaspersky.ru/help/KUMA/3.4/ru-

RU/244406.htm

. Co3pmanTe pe3epBHYO KOMMIO PecypcoB 1 cepTuUdmrkKaToB, CM. COBETYIOLWN pa3aen B 3ToNn

MHCTPYKLUWUMN.

. PacnakynTe apxuB (onepauunun BbINOAHAOTCA Ha aape cuctembl KUMA): tar -xvf kuma-

ansible-installer- (BEPCUA) .tar.gz
MepenaonTte B pacnakoBaHHYIO Nanky: cd kuma-ansible-installer

. [JlobaBnTb hann nuueHsnm B nanky kuma-ansible-installer/roles/kuma/files n

nepemmeHoBaTb Ha license.key: cp NYTb [0 KIYA*.key roles/kuma/files/license.key

BbIMO/IHNTE KOMaHAy KOMMPoBaHMA WabnoHa (mpumep 3anofHeHHOro ganna B n. 0): cp
kOs.inventory.yml.template kOs.inventory.yml

BAXKHQ! PerncTp HannucaHma XoCTHENMOB B inventory [o/)xeH coBrnagaTh C BbIBOOOM
3Ha4YeHnda Ha XO0CTaX KOMaHAbl hostname -f

BAXKHOQ! XocTHenM npn KoMaHAe hostname -f OOJ/IKEH coAep>kaTb XOTHA O6bl 04HY TOYKY,
npumep: kuma.local

Bxoaum B OC n3-nog cynepnonb3oBaTens (root), ecnm 31o He 6bI10 CAenaHo paHee: sudo
=4l

3anycTuTe YCTaHOBKY: ./install.sh kOs.inventory.yml
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15. 3anguTe Ha Beb nHTepdenc sgpa KUMA rno ogHoMy 13 agpecos pabo4vmx y3a0B nan

6aslaHCMPOBLLMKA, HAaNpuMep, B HaleMm ciay4dae 370 - https://192.168.0.153:7220 Y4yeTHbIe
OaHHble ONs BXOA4a MO YMOMYaHMO: admin / mustB3Ch@ng3d!

16. Ons Ha4YanbHOro agMUHUCTPUPOBAHNA KacTepa BOCNOJIb3yNTeCb KOMaH4aMN 3TOro

pasanena.

B cnyyae, ecam npm yctaHoBke npou3sowlen cbon (HE obHOBNEHMW), Nepen nocaenytouen
YCTaHOBKOW pPEKOMEHOYETCS BbIMOMHUTL uninstall.sh n nepesarpy3uTb BCe y3/bl KacTepa.
Ecnu uninstall BbINOAHUTL HENL3S (MOET MUrPaLMA CYLLECTBYIOLWEN YCTAaHOBKW B KacTep),
TO nepepn NOBTOPHOM MOMbITKON YCTAaHOBKN HY>XHO BPYYHYIO BbINOJHUTL KOMaHAy sudo kOs
reset (ecnn ponrunm reset, To rm -rf /var/lib/kOs/containerd, 3atem kOs reset -d) Ha
BCeX y3/laX KJlacTepa 1 nepesarpy3nTb UX

[MepecTpoeHne Mmexay BopkepaMu B knactepe Kubernetes nponcxoauT ¢ TaMayToM ~ 5
MWH

OTKa30yCcTON4YMBOCTb BaNaHCNPOBLLVKOB, CM. TYT

Oonsa pa60Tb| C KNnaCTepoM MOXXHO UCMOJIb30BaTb KOMaHAbl U MHCTPYMEHTbLI OTCIOAa

Bupeo yctaHoBkU B KOHpurypauum AiO-1LB-1CP-2W TyT
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