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YCcTaHOBKA CNYXObl XpaHunuwia (ecnm storo
He NPOoM30LUJIO NPU YCTaHOBKe)

. 207777 22227227772 2272?227227 2722272 ? 222222, 22722 KUMA 22?? 22722772 222722272272, ?2?
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CBHOBMTE NEpaMETER MepesanycTUTs KonMposaTs HESHTHEHKSTOD CMOTPETE DasLens CEpOCHTE CEpTHDHKET YoanuTs

CraTtyc Tun 1 Cepenc Bepcua Teunaut MonHoe pomennoe MR IP-appec MopT API Bpema pasoThl
L ] XpaHvnnwe  [Example] Storage Main
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L ] Xpanwnmwe  [Example] St 16.0.240 Main kuma-1-3-1saleslab 10.68.85.12% 7230 2 MMHYThI 57 ceryHa,
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YCcTaHOBKAa KoJusileKTopa/KoppenaTtopa

e /opt/ kaspersky/ kunma/ kuma

chnod +x /opt/ kasper sky/ kuma/ kuma

touch /opt/kaspersky/ kuma/ LI CENSE

chown kuma: kuma - R /opt/ kasper sky/ kuma/ *
| opt / kasper sky/ kuma/ kurme | i cense

https://support.kaspersky.com/help/KUMA/2.1/ru-RU/222160.htm



https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/ms-dns#bkmrk-%D0%A3%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B0-%D0%BA%D0%BE%D0%BB%D0%BB%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0
https://kb.kuma-community.ru/books/kuma-how-to/page/sxema-setevogo-vzaimodeistviia-kuma-arxitektura
https://support.kaspersky.com/help/KUMA/2.1/ru-RU/222160.htm

YcTaHoBKa xpaHunuwa KUMA

DPVPVVDIV? D PV VDVII??7777 kuma- ansi bl e-i nstal |l er

cp expand.inventory.ym .tenpl ate expand.inventory.ym

storage-1.example.com ??2?7?:

kuma:
vars:
ansi bl e_connection: ssh
ansi bl e_user: root
children:
kuma_col | ector:
kuma_correl ator:
kuma_st or age:
host s:
kuma- addi ti onal - st or age- 1. exanpl e. com

PPV PPV VP77, 27?7?7777 ?????77?7:

PYTHONPATH="$( pwd) / ansi bl e/ si t e- packages: ${ PYTHONPATH} " pyt hon3 ./ ansi bl e/ bi n/ ansi bl e- pl aybook -i
expand. inventory.ynl expand.inventory. pl aybook.ym

??? KUMA ?? 3.?:

PYTHONPATH="$( pwd) / ansi bl e/ si t e- packages: ${ PYTHONPATH} " pyt hon3 ./ansi bl e/ bi n/ ansi bl e- pl aybook -i
expand. i nventory.ynl expand. pl aybook. ym

??7?

./ expand. sh expand.inventory.ym


https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/podgotovka-os-pered-ustanovkoi-i-trebovaniia
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/podgotovka-os-pered-ustanovkoi-i-trebovaniia

cluster. playbook. ym , 2?7?77 2???7?7?7?7?7? ?2?2??7?7?7?7?7


https://box.kaspersky.com/d/6f90b674d46c4e04bb9f/

YcTaHOBKaA areHTta Linux

QPP P07 P VP07 P70 7?77?77 ? P????0-?7?7°77? ?7? 27?7777

https://support.kaspersky.ru/kuma/4.6/221396?page=help

CospaHue u Nnybnukaumsa cepBmca areHta

KonupoBaTb ugaeHtucgpukaTop.

PPV V7?7?77 D277 2 2?7?7? 7?7777, P00 ??7??7??777?7° 27777 ??7?77?77

QP77 PP 77?777 P77 D070 V2?77?7777 2?7?7777 ??7777


https://support.kaspersky.ru/kuma/4.6/217776?page=help
https://support.kaspersky.ru/kuma/4.6/221396?page=help

useradd -Ms /usr/bin/fal se kuma

4. PP P07 ?P???7??7?7? 27?77 2?77?77

nkdir -p /opt/kaspersky/kuma/ agent/ <l D>

Ansa KUMA < 4.0

6. 2?7?7777 2?77??7?7?7?2?7?7?7? kuma ?2?2?7?222?7?7?7? 2?7?2?2?7?7?7??7?

7. 2277777 27777 27 2277272277727 227?22 kuma

chmod +x /opt/ kasper sky/ kuma/ kuma_agent

8. 2?07?77 2?7?7777 ????7?7?77??7

/ opt / kasper sky/ kuma/ kume_agent 1icense

/ opt / kasper sky/ kuma/ kuma_agent agent --core https://<KUVA- FQDN>: 7210 --id <ID> --wd
/ opt / kasper sky/ kuma/ agent / <I D>

227 227272297 2222222272 22222222222727 22272222727 222722 Cirl + C

/ opt / kasper sky/ kuma/ kuma_agent agent --core https://<KUVA- FQDN>: 7210 --id <ID> --wd
/ opt / kasper sky/ kuma/ agent / <| D>



Ana KUMA >= 4.0

cp agent /opt/kaspersky/ kuma/ ; nv /opt/kaspersky/ kumae/agent /opt/kaspersky/ kuma/ kuma_agent

B. 2?7?7777 ??2?7?7?7?7?7?7?2?7?77 Kuma ?2?22?272?27?2?7 ?2?2????7??77?7?

T. 20?77?77 77?77 ?? 77?77?7777 ??7277?7? kuma agent

chrod +x /opt/ kasper sky/ kuma/ kunma_agent

8. 2?07?7777 2?77?7777 ??7??7?7?7?7?77

/ opt / kasper sky/ kuma/ kuma_agent |icense

PPV PP????7?7?7?7?7 ??7??7?7? Ctrl + C

Q. 27777777 2777 2 272777777 2727777 277777

[Unit]

Descri pti on=KUVA Agent Sysl og
StartLimtlnterval Sec=1

Af t er =net wor k. t ar get

[ Servi ce]

Type=notify

Rest art =al ways

Rest art Prevent Exi t St at us=99
Ti meout Sec=300

Rest art Sec=5

Wat chdogSec=60

User =kunma
G oup=kuna

ExecSt art Pre=+-chown kuna: kuma / opt/ kasper sky/ kuma/ kuna_agent
ExecSt art Pre=+-chown - R kuma: kurma / opt / kasper sky/ kuna/ agent / <I D>
ExecSt art =/ opt / kasper sky/ kuma/ kuma_agent agent --core https://<KUVA- FQDN>: 7210 --id <ID> --wd



/ opt / kasper sky/ kuma/ agent / <I D>/
LimtFSI ZE=infinity
LimtCPU=infinity
LimtAS=infinity

Li mi t NOFI LE=64000

Li m t NPROC=64000

Li m t MEMLOCK=i nfinity
TasksMax=i nfinity

TasksAccount i ng=f al se

[Install]
Want edBy=nul ti - user .t ar get

11, 2727222727277 22777227777 2777

12. 22?72?2727 2?7?7777 2?7????7?7??7?7

systenct!| daenon-rel oad

13, 22?2?7777 ??7??7?7°? 2?7777

systentt|l start kunma-agent-<ID>. service

14. ?2??77??7??7 7?7?7777 ?????7?7?77?7?

systentt!l enabl e kuma-agent-<I D>. service

1. 2?27?7277 ?2?777?7?7?77° 2?7777

systentt| status kuma-agent-<|D>. service

2. P77 P77 2?77?77

journalctl -f -u kuna-agent-<ID>. service

3. P77 7?77?77 27?77?77

tail -f /opt/kaspersky/kuma/ agent/<I D>/ og/ agent



sudo systenctl

stop kunme-agent-<| D>

2. 7707777777 P77 2?77?77

sudo systenctl

sudo systenct|

sudo systenctl

di sabl e kuma- agent -<| D>

daenon-r el oad

reset-failed



YcTaHOBKa areHTa B pexuMme guopn (Diode)
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Wma nona Tun

user CTpOKa

password CTpOHa

token CTpOHa

urls MaccHe CTPOK

publickey CTpOHa

privatekey CTpOKa

pfx CTpOKa, cofepiallan base64 sakoampoBaHHOE

copep#umoe pfx

pfxPassword CTpOHa
securityLevel CTpOKa
community CTpOKa
authProtocol CTpOHa
privacyProtocol CTpOKa
privacyPassword CTpOKa
certificate CTPOHE, codepallan base64 sakoAMpoBaHHOE
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Copepmumoe pfx dhaiina, 3akoaMpoeaHHoe B basedd. Ha linux nonyuute basebd kogupoery dakna
MOMHO NPK MOMOLLM KOMEHIbI
base64 -w0 src > dst

Maponb oT pfx

Mcnons3ayetca g snmp3. BoamoxHble 3HaueHnA: NoAuthMNoPriv, AuthMoPriv, AuthPriv
Mcnonb3ayetca B snmpl
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base64 -w0 src > dst
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Linux

kuma. exe agent --cfg <path to config file>

kunma. exe agent --cfg <???? 2 27222222222277222 2?7222 222777> --wd <?22? ? 2277777722, 227 27777 27722227777

299727 272272722272272722 227227, 2777 27 272272772727 2777 2222, 27727 22772 222272277 ? 2277227277272, 277 272227722777

kuma. exe agent --cfg <path to config file> --user <user to start service as> --install

P77 7??7?7?77?7?7 ’)’)’)’)’))’ kuma. exe ?27?727?7?7?7?727?7°7?7 ? P77 ??7?7??7?7?7?7?7? ( Program



YpnaneHue

kuma. exe agent --cfg <path to config file> --uninstall

?7?7?

chown -R kuma: kuma /col lector_file/
chown -R kuma: kuma /col lector_file/result_file.txt

Co3paHune TOYKN Ha3HaYeHus

OcHOBHBIE napamMmeTpbl [ononHWTENBHEIE napameTpbl

Touka HazHaYeHns

Co3naTh V
Hazeanue® toFile

CocTosHKne ()

Tun file v
URL* ®

Jeollector_file/result_file txt



Co3paHune ToYKN Ha3Ha4YeHnd

OCHOBHLBIE napamMmeTpil [ononHWTENEHBIE Na pPamMeTpkl
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E KoHCTpyKTOD <> Kog

N~ + NofasuTe yonoswe ~+ [OoBasute rpynny



MaccoBoe ooHoBneHue KUMA areHTOB

$servers = @"serverl.domain.local", "server2.domain.local")

$l ocal Fil ePath = "C:\ Tenp\ kuma. exe"

B N R L L L L L R L L L L L R L L L L L L R L L L L R L L L A L L R L L L L L L L L L R L L L L P L L L L L L B L L L R Tt

$renoteFi | ePath = "C$\ Program Fi | es\ Kasper sky Lab\ KUVA\ kuna. exe"

PPV 7?7?77 ??7?7?777:


https://box.kaspersky.com/f/3494739491e64bdd91ad/

