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C nomouwbio REST API [KUMA 3.4+]

Co3paHue pe3epBHOM KONuUMU


https://support.kaspersky.com/help/KUMA/4.0/ru-RU/222208.htm
https://support.kaspersky.ru/kuma/4.0/217973
https://support.kaspersky.ru/kuma/4.2/316014

B KumA Public API (v. 3):
https://support.kaspersky.com/help/KUMA/4.0/common/RestAPI/3/swagger_dist/dist/index.html



https://support.kaspersky.com/help/KUMA/4.0/common/RestAPI/3/swagger_dist/dist/index.html
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PPV P77 27?7777

curl -k -H "Authorization: Bearer ?????_7????????????" -H "accept: binary" -o /opt/backup.tar.gz https://<lP-

DeviceAction = "Core backup created"
SourceUserID = "<user-login>"

BoccTtaHoBneHue u3 pe3epBHoﬁ Konuum

curl -k --request POST 'https://<IP-?2?2?2??/ FQDN- ???2???? KUMA>: 7223/ api / v3/ system restore' --header

"Aut horization: Bearer <token> -H 'accept: */*'" -H'Content-Type: binary' --data-binary '@ opt/backup.tar.gz'


https://kb.kuma-community.ru/uploads/images/gallery/2026-08/eJIimage.png

2997 22722727 2222727 2272222772 22227 2 2272222722 222272 2222 KUMA, 272222722722 ?

??777?7 KUMA.
o 2777777 2227272772272 0277272727277 2 27777777 ? 272727777 272727772

Pecy,

Cepsuchbl (2]

west | Cepuot

Unified Monitoring and

Analysis Platform + AoBasurs v C OBHoBUTS NapameTps  Mepeiity k coBbrmus () CMoTpeTs akTUBHbie MCTsl () CMOTPETS KOHTEKCTHSIE TabniLibI H core-1
52 e S Crarye v Tun v Cepanc v Bepcws v Tewant v Monoe gomenHoe s v IP-agpec v MoprAPl ' Bpems pabotsl Cospan
® B Anpo coel @ 420259 Main n [ 7210 30 aua5uacalémn..  17.062024130403
B3 Nanenn monuTopuHra O Konuposatb npeHTndunkatop
) Cavats wypHan
@ Az & *yp
@ Cravars aamn
@ Vumpeno D Cosnars pesepsryio koo ()

O Mepesanyctus
T= Axtusol

fil Orvern

£ Pecypco 1

% CyberTrace

NMone3Hble CCbIJIKU

presales/workspace/kaspersky-products-apis-ru/request/23340929-bd766c26-c34b-467¢e-a28a-
4ff65ac05328

ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-974b96b4-0876-449c-
9001-9912783f6acc



https://kb.kuma-community.ru/uploads/images/gallery/2026-08/image510.png
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-bd766c26-c34b-467e-a28a-4ff65ac05328
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-bd766c26-c34b-467e-a28a-4ff65ac05328
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-bd766c26-c34b-467e-a28a-4ff65ac05328
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-974b96b4-0876-449c-9001-9912783f6acc
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-974b96b4-0876-449c-9001-9912783f6acc
https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/request/23340929-974b96b4-0876-449c-9001-9912783f6acc

Pe3epBHasa Konua (NnokKaJsibHaA) cobbITUMA U3
XpaHuauwa

C noMouwbio BCTpoeHHoro knueHTa clickhouse B8 KUMA

. ? KUMA 4.0 ???77? ? 27?7?77 CH - /opt/kaspersky/kuma/storage/<ID
Storage>/deps/clickhouse/bin/client.sh

CoxpaHeHue JaHHbIX

| opt/ kasper sky/ kuma/ cl i ckhouse/ bin/client.sh -d kuna --multiline --query "SELECT * FROM events_| ocal _v2 WHERE
t oDat e(f ronlni xTi nestanp64M | i (Ti mestanp)) = toDate('2024-07-16") FORMAT CSVWthNanes;" > click_events.csv

/ opt/ kasper sky/ kuma/ cl i ckhouse/bin/client.sh -d kuna --multiline --query "SELECT * FROM events_| ocal _v2 WHERE
t oDat e(f ronlni xTi nestanp64M | i (Ti mestanp)) = toDate('2024-07-16") FORVAT CSVWthNanes;" | gzip -9 -c >
click_events.csv.gz

sudo apt install pigz # Debian/Ubuntu
sudo yuminstall pigz # RHEL/ CentCS

| opt / kasper sky/ kuma/ st or age/ c1114ebb- 45e8- 461c- a576- 3a222dbf e3b2/ deps/ cl i ckhouse/ bi n/client.sh \
-d kuna \
--multiline\
--query "SELECT * FROM events_| ocal _v2 \
WHERE t oDat e(fronni xTi mest anp64M | | i (Ti nestanp)) = toDate('2025-08-13") \
FORVAT CSVWt hNares; " \
| pigz > click_events.csv.gz

/ opt / kasper sky/ kuma/ st or age/ c1114ebb- 45e8- 461c- a576- 3a222dbf e3b2/ deps/ cl i ckhouse/ bi n/client.sh \
-d kuna \
--multiline \
--query "SELECT * FROM events_local _v2 \
VWHERE t oDat e( fromni xTi nest anp64M | |i (Ti nestanp)) = toDate(' 2025-08-13") \



FORVAT CSVW t hNanes; " \
| zstd -TO -15 -v -0 click_events.csv. zst

/ opt / kasper sky/ kuma/ cl i ckhouse/bin/client.sh -d kuna --nmultiline --query "SELECT * FROM events_| ocal _v2 WHERE
t oDat eTi me(fronmni xTi mestanp64M | 1i (Ti mestanp)) > toDateTi ne(' 2024-07-16 10: 00: 00') AND

t oDat eTi me(fronni xTi mestanp64M |11 (Ti mestanp)) < toDateTi ne(' 2024-07-16 11:00: 00') FORMAT CSVW t hNares; " |
gzip -9 -c > click_events.csv.gz

3arpy3ka maHHbIX B XpaHunauie

DPVPVVDVIVVVD PVVPDV? D PPVVDVV?VV?? 27?7777 gz| p - dk click events.csv. gz

27927 22722272727 27?2227 TenantlD 227 2272272722 22722727 2 2227227227272 2227?22, 2?2777 ?

PP????7?7??7?7?7? 7?7?77 CS\ 7?2?7777 77?7 77?7?77 ??7?? 7?7777 27?7?7777 (CSV

sed -i 's/746c6045-b929- 4edd- 8ele- 84ebe4all880/ 911c6045-b929- 4edd- 8ele- 84ebedall911l/g" click_events. csv

/ opt / kasper sky/ kuma/ cl i ckhouse/ bin/client.sh -d kuna --nmultiline --query "INSERT | NTO events_| ocal _v2 FORNVAT
CSV' < /root/click_events.csv

. 2 CSV 272772 2?7 277777 2777 277777 27777 27772 27777 277777 Code: 27,

DB: : Par si ngException: Cannot parse input: expected ',' before: '"\n\n':

C ytunutomn clickhouse-backup

227 22222777 227777227 222227 22277 2227777222727772 2727277222  clickhouse-backup.

tar -xvf clickhouse-backup-Iinux-and64.tar.gz

PPV PPV 27?7?7777 27?77?77

chnod +x clickhouse-backup


https://github.com/Altinity/clickhouse-backup/releases/latest
https://github.com/Altinity/clickhouse-backup

5 _manag

nano click_backup_config.ymn

PPV ???77?7?777:

general :

log_l evel: error
# Uncomment below i f needed
# renpte_storage: sftp

cli ckhouse:
host: kunam-ai o.sal es. | ab
port: 9000
user nanme: defaul t
password: "" # Use “null® or a valid password if required

H o H R OH OH R R R H H R

secure: true

tls_key: "/opt/kaspersky/kuna/clickhouse/certificates/key. pent
tls_cert: "/opt/kaspersky/ kuma/clickhouse/certificates/cert.pent
tls_ca: "/opt/kaspersky/ kune/clickhouse/certificates/ca-cert.pent

ski p_t abl es:
- system*
- | NFORVATI ON_SCHEMA. *
- information_schena. *
- _tenporary_and_external _tables.*

Unconment and configure the SFTP section if needed

sftp:
address: "172.30.56.216"
port: 22

usernane: "sftpuser”
password: "password"

key:

path: "clickhouse-backup"
conpression_format: gzip
conpression_level: 1
concurrency: 1

debug: fal se
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./ clickhouse-backup list -c click_backup_config.yn

CobbiTHs

T: SELECT+*+FROM: "events +ORDER-BY:Timestamp:DESC:LIMIT-256

Code: 432, DE:Exception: Unknown codec family code: BS:

Beoero: 666

./ clickhouse-backup del ete | ocal 2024-04-08T11-07-24 -c click_backup_config.yn

PPV P77 P77 27?77?77

./ clickhouse-backup clean -c click_backup_config.yn
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<backups>
<allowed_path>/tmp/test backup/</allowed path>
[NepeonpeneneHne NnapamMmeTpoB @ {ﬂjagﬁ:;;;w&w\ ftmp/test backup/</allowed path
ClickHouse
~
<backups>

<al | owed_pat h>/t np/ t est _backup/ </ al | owed_pat h>
</ backups>

CepsBuchl

OcTaHoBUTL CEPBMC M 3anyCTHUTEL €ro

CHOBa
+ [Oo6asute cepeuc 3 OBHOBUTL C 0OBHoBUTE NapaveTpbl D) Hepﬁanycmm 3 Cépocw
Cratyc v Tun @ v Cepsuc v  Bepcus v TeHaHT
L KpaHunuuie [OOTB] Storage 30319 Main

Kak npoBepuTb, YTO U3SMEHEHUA NPUMEHUJIUCH


https://kb.kuma-community.ru/uploads/images/gallery/2024-04/tOLimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2024-04/EnNimage.png

[root@kuma-alo backup.tar.gzl# cat /opt/kaspersky/kuma/clickhouse/cfg/config.d/override.xm
<yandex=>
<backups>

<allowed_path>/tmp/test_backup/</allowed_path>
</backups>
</yandex>[root@kuma-aio backup.tar.gz]# |}

BbiNnoJIHEHUe apXUBUPOBaHUS

SELECT partition, nane, partition_id

FROM system parts

WHERE t abl e=' events_| ocal _v2'

AND NOT posi tionCasel nsensitive(partition, audit')>0
ORDER BY partition DESC

ons unanpau,uu no natTe MO>XXHO BOCMOJib30BaTbCA CJieaylOWUM 3anpocomMm

SELECT partition, nane, partition_id

FROM system parts

WHERE substring(partition,2,8) = "'20240406'

AND t abl e=' events_| ocal _v2'

AND NOT positionCasel nsensitive(partition,'audit')>0

??7?7?

BACKUP TABLE kuna. events_| ocal _v2

PARTI TI ON | D ' 0405a4ae764614f 2283652209b390809"

TO File('/tnp/test_backup/ 20250221_0405a4ae764614f 2283652209b390809. zi p' )
SETTI NGS conpression_nethod = 'lznma', conpression_|evel =3
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OnucaHue napamMeTpoB

PPV 7?7?7777 2?7?7777 ?? _zip

Query 1d: c77348ef-3895-4aa9-b75c-d5a30412220e

1d status
dh2ba745-7ad0-4099-827a-dbb88aab264¢ BACKUP_CREATED

29977 2222222777 2222222727 2222272 22222 272777 227777 ? 2?22?2722 system.backups

SELECT * FROM system backups ORDER BY start_tine \G

Row 4:

1d: d52ba745-7ad0-4099-827a-db688aab2649

name : File('/tmp/test backup/20250221 0405ad4ae76461412283652209b390809.z1p")
status: BACKUP_CREATED

start _tume: 2025-02-21 10:56:36
end time: 2025-02-21 10:56:36
num_f1iles: 14

total size: 36553

num_entries:
uncompressed size: 3
compressed size:
files _read:

bytes read:

SELECT * FROM syst em backups WHERE id = ' d52ba745- 7ad0- 4099- 827a- db688aa62649' \ G
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BbinoJsiHeHUe BOCCTAaHOBJIEHUA

RESTORE TABLE kuma. events_| ocal _v2

PARTI TI ON | D ' 0405a4ae764614f 2283652209b390809"

FROM Fi |l e(' /tnp/test_backup/ 20250221_0405a4ae764614f 2283652209b390809. zi p')
SETTI NGS al | ow_non_enpty_tabl es=true

Query 1d: aad21585-a248-489b-aed42-87a129194887

1d status
d7758d2f-59c1-4650-afba-c1c288402bf5 RESTORED
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Ecnu 63Kan coaep>XUT HeCKOJIbKO NapTULmMmn

RESTORE TABLE kune. events_| ocal _v2

PARTI TI ONS (20240405, ' alf bde7a- 76d3- 4bbc- a769- 82126b41b56f" ,' "),

(20240406, ' f aeede7a- 76d3- 4bbc- a769- 82126b41e453' ,' ")

FROM Fi l e(' /tnmp/ t est _backup/ 20240406_04f b255c7659adf d1d43ed2dd0646b10. zi p')
SETTI NGS al | ow_non_enpty_tabl es=true

RESTORE ALL
FROM Fi l e(' /tnp/test_backup/ 20240406_04f b255c7659adf d1d43ed2dd0646b10. zi p' )
SETTI NGS al | ow_non_enpty_t abl es=true

SELECT * FROM system backups ORDER BY start_tine \G

d7758d2f-59c1-4650-afba-c1c288402bf5
File('/tmp/test backup/20240406 04fb255c7659%9adfd1d43ed2dd0646b10.tar.gz"')
RESTORED

start tume: 2024-04-12 09:48:24
end time: 2024-04-12 09:48:24
num_files: 1271

total size: 38906350
num_entries: 300
uncompressed size: 1972
compressed size: 1972
files read: 1271
bytes read: 38906350

2
>

SELECT * FROM system backups WHERE id = ' d7758d2f-59c1-4650- af ba- c1¢288402bf5' \ G

Mone3Hble CCbIJIKMU
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ClickHouse Backup and Restore: https://clickhouse.com/docs/en/operations/backup



https://clickhouse.com/docs/en/operations/backup

