3anpocbkl B KUMA (npumepsbl)

Onuncanne gpyHkunn ClickHouse agns paboTbl ¢ 3anpocamu:

https://clickhouse.com/docs/ru/sql-reference/functions/

3anpoc n3 nHtepdenca npobpaceiBaetca B bl ¢ nobaBneHneM rpaHuL, BPEMEHHOIO

npoMeXXyTKa 1 BbIbpaHHbIX TEHAHTOB, MPUMEP: ... AND (Timestamp >= 1715689595208 AND
Timestamp <= 1715689895208) AND (TenantID IN (‘alfbde7a-76d3-4bbc-a769-82126b41b56f')) ORDER BY ...

https://www.youtube.com/embed/FnIT2hh ACk?si=ktOOgrB Q7rBL5wm

ba3oBble 3anpochl

Tunbel cobbiTun B KUMA

CobbiTHs

F: ‘ SELECT # FROM "evenis ™ WHERE Type = | DeviceProduct = 'Windows' ORDER BY Times

Timestamp Mone cofsiTua
DeviceProduct DeviceEventCategory TransportProtocol Mone coberws
Ii:i s - i - -
. . o |1 Tun cobbiTwa: "Base
Windows Microsoft-Windows-5Security-Audit 3 T ~
3 Tun -
Windows Microsoft-Windows-Security-Auditf4  Tun T
5 Tun cobbiThA: °

[MoaocyeT coObITUIA MO MOJIO

SELECT count(ID) as count_num, DeviceVendor

FROM “events”


https://www.youtube.com/embed/FnlT2hh_ACk?si=ktOOgrB_Q7rBL5wm
https://clickhouse.com/docs/ru/sql-reference/functions/

GROUP BY DeviceVendor
ORDER BY count_num DESC LIMIT 250

CobbiTus 03 Heotnoansrs v || fa 24wcca
T: SELECT count(ID) as count_num, DeviceVendor FROM "events  GROUP BY DeviceVendor ORDER BY count_num DESC LIMIT 258

DeviceVendor count_num

Unix 935808

Kasoersky 137424

Microsoft 112296

BbinosiIHEHME MaTeMaTu4yeckmnx onepaunm
N CpaBHEHUW

SELECT DeviceProduct, SourceUserName, round(sum(BytesIn)/1024, 2) as KiloBytes
FROM "events’

WHERE BytesIin > '0' OR BytesOut > '0'

GROUP by SourceUserName, DeviceProduct

ORDER BY KiloBytes DESC LIMIT 250

NHorpa 60nbLIy0 NPON3BOANTENBHOCTD AAeT YCN0BME CO CKOBKamm WHERE (Bytesin > '0' OR
BytesOut > '0')

[Tonck cobbITUM NO NOACTPOKE
(perncrtpo3saBucnmbin) c ycnosmem 1

SELECT *

FROM "events®

WHERE DeviceHostName like '%serv%' AND DeviceProduct = 'Windows'
ORDER BY Timestamp DESC LIMIT 250

CobbiTHa 3 Heomosnsts w | | 15w 15 mumyT v
T: SELECT * FROM "events  WHERE DeviceHostName like '%serv%’ AND DeviceProduct = 'Windows' ORDER BY Timestamp DESC LIMIT 258

DeviceProduct DeviceHostName SourceUserName Timestamp 4 TenantID DeviceVendor DestinationAddress  DestinationUserNa... Name

Windows winservi9.sales.lab 06122022 10:52:20 Main Microsoft MALWAREPROTECTIO...

Windows winservi9 sales lab winzerv195 06122022 10:51:40 Main Microsoft administrators. A security-enabled loc.

Windows winserv19.sales.lab winserv195 06.122022 10:51:40 Main Microsoft administrators A security-enabled loc...



[Tonck cobbITUM NO NOACTPOKE
pernctpoHE3aBnCcnMbIN

SELECT *

FROM “events’

WHERE DeviceEventCategory ilike '%auditing%' AND DeviceProduct = 'Windows'
ORDER BY Timestamp DESC LIMIT 250

CobbiTva 4 Heofrosnars v | | fu dusc v || B tpzrinae [Emmov =
T= | SELECT * FROM "events WHERE DeviceEventCategory ilike '%auditing%' AND DeviceProduct = 'Windows' ORDER BY Timestamp DESC LIMIT 256 Q
DeviceProduct  DeviceEventCategory SourceUserName Timestamp & TenantlD DeviceVendor DestinationAddress  DestinationUserNa.. Name [o]
Windows boris-tes 06122022 10:3815 Main cucrema An accoun

Windows boris-test$ 06122022 10:3815 Main Microsoft cucrema An accoun

[TonckK no ncxogHoMy cobbiTuto

SELECT *

FROM “events’

WHERE Raw ilike '%technique%'
ORDER BY Timestamp DESC LIMIT 250

I
CobbiTua S A @ WMHbopmaumsa o cobbiTUM X
T= | SELECT + FROM "events' WHERE Raw ilike 'Stechnigue:’ ORDER BY Timestamp DESC LIMIT 258
UcxoaHoe cobbiThe m
TenantID Timestamp 4 Name DeviceProduct DeviceVendor DestinationAddress <Event xmlns="http://schemas.microsoft.com/win/2004/08/events/event’ >

<System=<Provider Name='Microsoft-Windows-Sysmon' Guid='{5778385f-c22a-

Main 30.10.2023 17:40:01 Network connection detected Windows Microsoft 10.68.85.130 43¢0-bf4c-065698F fbd9} " /><EventID>3</EventID=<Version=5</Version=
<Level>4</Level><Task>3</Task><Opcode~8</0pcode>

Main 30.10.2023 17:39:59 Newvork connection detected Windows Microsoft 1eB0:00:0:dddl9:f270:5 <Keywords>8x8068086000600000</Keywords><TimeCreated SystemTime='2623-18-
38T14:39:59.56839352' /><EventRecordID>1056001</EventRecordID=<Correlation/>

Main 30.10.2023 17.3647 File created Windows Microsaft <Execution ProcessID="13572' ThreadID='13752" /><ChannelsMicrosoft-Windows-

Sysmon/Operational</Channel><Computer>Boris-Test .sales. lab</Computer>
,'Sys:enr<Event[\ata><Daza

T1571, technique_name=Non-Standard Port</Datas

Main 30102023 17:38:36 Network connection detectad Windows Microsoft 106885168 <Security Us
Name="RuleNa

Main 30.10.2023 17.38:34 Network connection detected Windows Microsoft 1280:0.0:0:29c0:26b8:10. etz Name= 0 14:86:32 425 /Date><Dats
Name='ProcessGuid'>{117eae48-20b6-6362-100-000086000560} < /Datas<Data
Amio A 1A ANAT 47.TTAR Amrmmendd inesoE A Name='ProcessId’>1488</Data><Data

OUNCK CODbIT MO HECKOJIbKUM
3Ha4YeHnaMm, sMecTto OR MOXXHO
ncrnosib3osaTthb IN

SELECT *
FROM “events”



WHERE DeviceEventClassID IN ('BROKER_USERLOGGEDOUT', 'BROKER_USERLOGGEDIN')
AND DeviceProduct = 'Horizon'

ORDER BY Timestamp DESC LIMIT 250

Events 3 Norefresh ~ Sm 5 minutes

T: SELECT * FROM "events” WHERE DeviceEventClassID IM ('BROKER_USERLOGGEDOUT','BROKER_USERLOGGEDIN') AND DeviceProduct = 'Horizon' ORDER BY Timestamp DESC LIMIT 250

Timestamp DeviceReceiptTime Name DeviceVendor DeviceProduct DeviceEventClass|D DestinationHostNa...  FilePath
2023-05-12 10:33:43 2023-03-1210:33:43 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:33:28 2023-05-12 10:33:23 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:33:.09 2023-05-12 10:33:04 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:32.54 2023-05-12 10:32:54 Broker VMiWare Horizon BROKER_USERLOGGEDGUT

[Tonck cobbiTUM MO NoaceTwn

SELECT *

FROM "events’

WHERE inSubnet(DeviceAddress, '10.68.85.70/32")
ORDER BY Timestamp DESC LIMIT 250

CobbiThA O Heotrosmrs ¥ | | 15w 15wy

T: SELECT * FROM “events’ WHERE inSubnet(DeviceAddress, '18.68.85.78/32°) ORDER BY Timestamp DESC LIMIT 258

DeviceVendor DeviceAddress Timestamp 4 Name DeviceProduct Tenant|D DestinationAddress  DestinationUserNa...
Kaspersky 10.68.85.70 02122022 17:09:43 Process EDR Msin
Kasoersky 10.68.85.70 02122022 17:09:43 Process ECR Main
Kasoersky 10.68.85.70 02122022 17:05:37 File change ECR Main

[Tonck cobbITU NO OTCYTCTBYOLWLEMY
NnoJito

SELECT *

FROM "events’

WHERE empty(DeviceEventClassID) AND Raw ilike '%backdoor_user%'
ORDER BY Timestamp DESC LIMIT 250



SELECT:*-FROM- "events’ -WHERE-empty{DeviceEventClassID) -AND-Raw-ilike

‘#backdoor_user¥' -ORDER:BY-Timestamp:-I

O KonupoeaTs

TenantlD Main
Timestamp 13.08.2024 11:50:39:174
[REV
EndTime 13.08.2024 12:20:38:000
TenantlD v Timestamp 4 v DeviceHostName v DeviceEventClas  DeviceAddress 19214680178
Main 13.08.2024 11:50:39:174 ru DeviceHostName ru
Main 13.08.2024 11:50:39:174 ru DeviesProcsssiD 2644150
. DeviceProcessMame useradd
Main 13.08.2024 11:500:33:173 ru
DeviceReceiptTime 13.08.2024 11:50:39:174
Main 13.08.2024 11:50:33:173 ru
DeviceTimeZone +03:00
Main 13.08.2024 11:5(0:33:173 ru
DeviceVendor Uniix
SELECT *
FROM “events’
WHERE match(DestinationUserName, '“\w+\-\d\$$")
ORDER BY Timestamp DESC LIMIT 250
006b|TV|;| He obHoenaTh v 1o MocnegHue 24y W
1 SELECT * FROM “events’ WHERE match(DestinationUsezName, '“\w+\-\d\$$') ORDER BY Timestamp DESC LIMIT 250
TSV
limestamp 4 v Name ~ DeviceProduct ~  DeviceVendor v DestinationUserName v DeviceEve
23.10.2024 16:24:31:736 An accountwas successfully logged on. Windows Microsoft pc-2% 4624
23.10.2024 16:24:31:736 An account was logged off. Windows Microsaft pec-2% 4634
23.10.2024 16:24:28:735 An account was successfully logged on. Windows Microsaft pc-5% 4624
23.10.2024 16:24:28:735 An accountwas logged off. Windows Microsoft pc-5% 4634
23.10.2024 146:23:53:578 An accountwas successfully logged on. Windows Microsaft pc-4% 4424

[TpoBepka pab

OboraweHmne cobbiTn AKTUBAMIN

OTbl oboraweHuns



SELECT *

FROM "events’

WHERE (DeviceAssetID !'= " OR SourceAssetID != " OR DestinationAssetID != ")
ORDER BY Timestamp DESC LIMIT 250

OboraweHune cobbiTunm c LDAP

SELECT *

FROM "events’

WHERE (SourceAccountID != " OR DestinationAccountID !=")
ORDER BY Timestamp DESC LIMIT 250

OboraweHune cobbiTnn oaHHbIMN 13 TI

SELECT *

FROM "events’

WHERE NOT TI=""

ORDER BY Timestamp DESC LIMIT 250

PaboTa c Extra nonem

[Monck cobbiTnin No nosat Extra
cogep kalime KioH

SELECT *
FROM “events®
WHERE visitParamHas(Extra, 'memUsage')

ORDER BY Timestamp DESC LIMIT 250



Raw {fcpul™0 cpu2™0, cpud™0 cpud ™0, diskBlock™
4096, diskSize” 26036703, diskUsage"819442
5. memBlock 63536, membize™ 65519, memSi
zeKB 4193260, memUsage" 61367, sysMam
e”"dc-0lsales lab sysUeTime 371326915 n

Extra diskBlock: 4096
diskZize: 260356703
disklJsage: 8194425
memBlock 63336
memsize: 65519
e e

a4

memUsage: 61367

[Monck cobbiTnM No nonat Extra

coaepxawme KJY C ornpenesieHHbIM
3Ha4eHNeM

SELECT *

FROM “events®

WHERE visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250

SELECT *

FROM "events’

WHERE JSONExtractString(Extra, 'memUsage') = '61367"
ORDER BY Timestamp DESC LIMIT 250

Type Base

Raw {epul™0 cpu™l, cpu3 ™0 cpud ™0, diskBlock™
4096, disk5ize™ 26036703 disklsage™ 810442
3. memBlock™65536, memSize 65519, mem5i
zeKB 4193260, memUsage™ 61367 sysMam
e "de-0lsales lab . sysUpTime 371323918 n

Extra dizkBlock: 4096
diskSize: 26056703
sklsage: 8194425
memBlock: 65536

memsize: 65519



https://kb.kuma-community.ru/uploads/images/gallery/2023-08/y7Pimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/lhSimage.png

[Monck cobbiTnm No nontw Extra HE
comepxalyme Ky c onpenesneHHbIM
3Ha4dYeHnem

SELECT *

FROM "events’

WHERE visitParamHas(Extra, 'memUsage')

AND NOT visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250

Type Base

Raw {fcpul™1 cpu2™ 1 cpu3™1 cpud 0, diskBloc
k40586, diskSize 26056703, disklUsage"819
4885 memBlock 83536, membSize”6551
8. memSizekB 4192260, memlsage" 6169
3. sysMame™"dc-01lsales lab’ sysUsTime"371
362433)

Extra diskBlock: 4096
diskSize: 206056703
diskUsage: 8194885
memBlock: 83536
memsize: 63519

e s B A Q6

PaboTa co BpeMeHeM

Timestamp no ymon4daHuto B popmaTte epoch time 4ucna ¢ mmnucekyHgamum (UnixTimestamp)

Cnucok Tanmm 30H: https://en.wikipedia.org/wiki/List of tz database time zones

CobbiTud 3 Heobrosnats v 1o 24uaca v || B Xoswwnmwe [Exam v | | we=
T= || sewect Timestamp, DeviceProduct, Name, Message FROM “events WHERE DeviceProduct = 'EDR’ ORDER BY Timestam| p DESC LIMIT 25@ Q
I'n . DeviceProduct Name Message
1670227006886

rrrrrrrrr Network cc 1
05122022 10:56:46 EDR Process Process C:\Windos stems3;

05122022 10:56:43  EDR Connection Network connection from 10,68 85130 t0 10.68 65.50:3128


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/cWjimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/qvUimage.png
https://en.wikipedia.org/wiki/List_of_tz_database_time_zones

3aaHne TaM30HbI

SELECT Timestamp, fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow') as NormTime,
DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR!'

ORDER BY Timestamp DESC LIMIT 250

CobbiTua £3 Heotrosmars v | | 1a 24usca v || B Xosmwwe: [Bam_v
= i SELECT Timestamp, fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow’) as NormTime, DeviceProduct, Mame, Message FROM “events’ WHERE DeviceProduct = 'EDR’ ORDER BY Timestamp DESC LIMIT 258 Qi

NormTime Timestamp 4 DeviceProduct Name Message

2022-12-05 10:59:58.917 05.12 2022 10:59:58 EDR Connection Network connection from 10.68.85137 to 184.51.233.240:80

2022-12-05 10:59:38.917 05.12.2022 10:59:58 EDR Process Process C:\Windows\SysWOW6E4\chco.com on

2022-12-05 10:59:58.917 05.12 2022 10:59:58 EDR Seript run via shell Script event_script_bat_KSC bat was run from command snell on

YKa3aHue ceoero popmaTta BpeMeHu

SELECT Timestamp, formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S') as
NormTime,

DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR'

ORDER BY Timestamp DESC LIMIT 250

CobbiTHA 3 Heothosname v | | 1o 24waca v Xoarmnuwe: [Exam.. v
T= | SELECT Timestamp, formatDateTime(fromUnixTimestamp6dMilli(Timestamp), '%d-%m-%Y %H:%M:%S') Q i A
as NormTime, DeviceProduct, Name, Message FROM events’ WHERE DeviceProduct = 'EDR’ ORDER BY Timestamp DESC LIMIT 258
NormTime Timestamp 4 DeviceProduct Name Message &
05.12.2022 11:05:59 EDR Process Process C:\Windows\System32\rundli32 exe on
035-12-2022 08:05:59 05122022 11:05:59 EDR Registry change Registry value \REGISTRY\USER\5-1-5-21-781213047-594974509-2262175553-1766_Classes\Local Settings\Software\Mic
05-12-2022 080559 05.12.2022 11:05:59 EDR Registry change Registry value \REGISTRY\USERIS-1-5-21-781213047-504974509-226 21755531766\ SOFTWARE\ Microsoft| Windows|Cur

CBon popmaT BpeEMEHU C TaNM30HOW

SELECT Timestamp,

formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,

DeviceProduct, Name, Message

FROM “events”


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/rHRimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/u8bimage.png

WHERE DeviceProduct = 'EDR'
ORDER BY Timestamp DESC LIMIT 250

CobbiTus 03 Heobuosmars v | | in 24usea v | B e [Bam v
T= || SELECT Timestamp, formatDateTimel(fromUnixTimestamps4Milli(Timestamp), '%d-%m-%Y %H:%M:%5', 'Europe/Moscow’|) Q 4 B
as NormTime, DeviceProduct, Name, Message FROM "events WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 250
NormTime Timestamp 4 DeviceProduct Name Message fo]
05712—202 05. LZZDZZ EDR Connection MNetwork connection from 10.68.85.11 10 10.68 85.2:49668
05-12-2022 11:.07:58 05122022 11.07:58 EDR Process Process C:\Users\rodonov\ApeData\Local\Microsoft\OneDrive! 19.043.0304.0013_2\FileCoAuth.exe on
05-12-2022 11:.07:.37 05122022 11.07:37 EDR Process Process C\Windows\SysWOWE4\wbem\WmiPrvSE.exe on
CobbITNS B "pa60L|ee BpeMFI" c9 o 18
SELECT Timestamp,
formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,
DeviceProduct, Name, Message
FROM “events”
WHERE DeviceProduct = 'EDR' AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) >= 9
AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) < 18
ORDER BY Timestamp ASC LIMIT 250
C°6b|-|-";| 3% Heogrosnats v in 021220220000:00-0312. ~ || B2 Xeswumiwe: [Exam.v
T= || SELECT Timestamp, formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%¥ %H:%M:%S', 'Europe/Moscow’) as NormTime,DeviceProduct, Name, Message FROM "events' WHERE DeviceProduct = 'EDR' AND Q E
toHour (fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow’)) »= 9 AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) < 18 ORDER BY Timestamp ASC LIMIT 25@
Beeros 25118
NormTime Timestamp t DeviceProduct Name Message o]
02-12-2022 09:00:00 02.12.2022 09:00:00 EDR Process Process C:\Windows\SysWOW64\chco.com on
02-12-2022 09:00:01 02122022 09:00:01 EDR Process Process C:\Program Files (x88)\Kaspersky Lab\Kaspersky Security Center'kiserver.exe on

[MoaocyeT cobbiTna No PuAbTPY 3a nepuona
BYepawHero aHa ¢ 00 no 04 yacoB C
rpynnmnpoBkon no SourceAddress

SELECT count(ID) as Count_Num, SourceAddress, groupArray(fromUnixTimestamp64Milli(Timestamp)) as
time_stm

FROM "events’

WHERE DeviceEventClassID = '4624' AND DeviceProduct = '"Windows'


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/YNHimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/w7Jimage.png

AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000
AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 4 HOUR)*1000
GROUP BY SourceAddress LIMIT 250

CobbiTus £ Heotwosnars v | | 151 010520230000C0-1605. v Xparuniwe: (00T v

all

= || SELECT-count(ID)-as-Count_Num, -SourceAddress, - groupArray (fronUnixTinestamp64Milli(Tinestamp)) -as-time_stm+FROM: " events’ -WHERE DeviceEventClassID-=-'4624" - AND-DeviceProduct =« Windows' - AND-Timestamp- || ‘Q || il
»=-toUnixTimestamp(toStartOfDay((now()---INTERVAL-1-DAY)))+1088-AND - Timestamp- <=-toUnixTimestamp(toStart0fDay((now()---INTERVAL-1-DAY))-+-INTERVAL-4-HOUR) 1088 GROUP-BY- SourceAddress - LINIT- 258

Count_Num SourceAddress time_stm

202 [2023-05-14 00-01-08 729,2023-05-14 00:01:23 750.2023-03-14 00-02:50 596, 2023-05-14 00:02-50.957.,2023-05-14 00:02:50 557.2023-05- 14 00:03:15.10072023-05-14 00:07:04 727 2023-05-14 00-07:36.786. 2023-05-14 00:
89 10688564 [2023-05-14 00-01-08 728,2023-05-14 00:01:08 728.2023-03-14 00-01:08 728, 2023-05-14 00:01-08 725, 2023-05-14 00:01:34 772.2023-05- 14 00:07:02 72672023-05-14 00:07:02. 726 2023-05-14 00-:07:02. 727, 2023-05-14 00:
24 106885124 ['2023-05-14 00-06:38 670, 2023-05-14 00:21:38 550, 2023-05-14 00:36:38 820, 2023-05-14 00:51-35.021,2023-05-14 01:06:39 167.2023-05-14 01-21:36 30672023-05-14 01:35:19.546.2023-05-14 01:35:19.546,2023-05-14 01.

45 106885150 [2023-05-14 00-11:15 271,2023-05-14 00:26:15 160, 2023-05-14 00:27:23 386, 2023-05-14 00:41-14 534,2023-05-14 00:56:14 £65.2023-05-14 01:02:01 41472023-05-14 01:02:01 41472023-05-14 01:02:01 414,2023-05-14 01.

[loacyeT YHUKabHbIX afApecoB
noceturtesien kb.kuma-community.ru

SELECT count(DISTINCT SourceAddress) as uniqSrclP

FROM "events®

WHERE Code = '200' AND DeviceCustomString2 != '-' AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

T: SELECT count(DISTINCT SourceAddress) as uniqSrcIP FROM “events’ WHERE Code = 208" AND DeviceCustomString2 != '-' AND DestinationServiceName = ‘apache_access’ AND DeviceCustomStringd = "GET' AND
DestinationHostName = "kb' AND not inSubnet(SourceAddress, '91.183.66.8/247)

unigSrclP DeviceCustomStri SourceAddress

16

MO>KHO MCMOJIb30BaTb aHaNOrMyHyto 6osee BbICTPYO QYHKLMIO:

SELECT unig(SourceAddress) as uniqSrclP

FROM "events®

WHERE Code = '200' AND DeviceCustomString2 !='-' AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

[loocyeT YHUKasIbHbIX afpecoB
noceturtesien kb.kuma-community.ru no


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/Ye0image.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-10/psGimage.png

OHAM

SELECT count(DISTINCT SourceAddress) as “metric’,
formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y', 'Europe/Moscow') as value
FROM "events’

WHERE Code = '200' AND DeviceCustomString2 !='-" AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

GROUP BY value

Events 3 Norefresh v | | 11d 2023-10-2200:0000- 2023 v Storage: [00TBI Se.. v
T= | SELECT count(DISTINCT SourceAddress) as ‘metric’, formatDateTime(fromUnixTimestampb4Milli(Timestamp), '%d-im-%¥', 'Europe/Moscow') as value FROM “events' WHERE Code = '260' AND DeviceCustomstringz | Q| i

!= "-' AND DestinationServiceName = 'apache_access’' AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb' AND net inSubnet(SourceAddress, '91.183.66.8/24') GROUP BY value

metric value

147 26-10-2023
140 27-10-2023
115 24-10-2023
103 25-10-2023
120 31-10-2023
166 30-10-2023
39 28-10-2023
3 29-10-2023
145 23-10-2023
22 22-10-2023
115 01-11-2023

[loocyeT cpegHero Kosnm4yecna
nepenaHHbiXx 6banT nocetnutenen kb.kuma-
community.ru no ncto4yHuky IP c 00:00 no
08:00

SELECT avg(tolnt32(BytesOut)), SourceAddress

FROM "events®

WHERE BytesOut!= 0 AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000
AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)*1000
GROUP BY SourceAddress DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/np2image.png

Events £ Norsfresh 2d  2023-11-22000000-2023-. v | G2 Storsge STOR

T= | SELECT avg(toInt32(BytesOut)), SourceAddress FROM “events WHERE BytesOut!= 8 AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY}))*1880 AND Timestamp <= toUnixTimestamp Qe
(toStart0fDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)*1608 GROUP BY SourceAddress DESC LIMIT 258

avgltoInt32(BytesOut)) SourceAddress
126 1

143655 207, 53
9499 666666666666 185 350
58497.565217391304 89.14 2
4398375 461 148
91397.61538461539 176. 33
3874 213 3221

OTobpakeHne KonnyecTBa nepenaHHbIX U
NPUHATBLIX 6BaNT NO BHYTPEHHUM agpecam
bonee 116

SELECT StartTime , EndTime , SourceAddress AS "SOURSE ADDRESS", DestinationPort AS "TO PORT",
ApplicationProtocol AS “APPLICATION", DeviceCustomStringl AS "RULE", formatReadableSize(Bytesin) AS
"SENT", formatReadableSize(BytesOut) AS "RECEIVED", formatReadableSize(FlexNumberl) AS "TOTAL’
FROM "events®

WHERE FlexNumberl > 1000000000

GROUP BY StartTime, EndTime, SourceAddress, DestinationPort, ApplicationProtocol, DeviceCustomStringl,
BytesIn, BytesOut, FlexNumberl

ORDER BY "EndTime™ DESC LIMIT 250

StartTime EndTime SOURSE ADDRESS TOPORT APPLICATION RULE SENT  RECEIVED TOTAL

JKCTpPa 3anpochl
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CKnenka no BpeMeHun NoaKa4YeHnn
noJsib30oBaTeJIen C O4HOro ajgpeca u Ha
oaunH VPN cepsep

SELECT SourceUserName, SourceAddress, SourceHostName, groupArray(FlexStringl) as time
FROM “events”
WHERE SourceProcessName = 'Create session'

GROUP BY SourceUserName, SourceAddress, SourceHostName LIMIT 10

Events % Norefresh v | | 2d 2022-12-05000000-2022. v &
T= | SELECT SourceUserName, Sourceaddress, SourceHostName, groupArray(FlexStringl) as time FROM ‘events’ where SourceProcessName = 'Create session’ GROUP BY SourceUserName, SourceAddress,

SourceHostName LIMIT 18

SourceAddress SourceHostName SourceUserName time

SSLVPN-CLO2-02 06:46:5714:28:02.1119:19

SSLVPN-CLOZ2-01 06:50:49

SSLVPN-CLOZ2-01 035:00:47.05:02:07

SSLVPN-CLO2-01 15:50:38.18:42:09.12:08:12

Cknenka pas3JinyHbiX agpecos
NoOKJIIOYEHUN OT OOAHOIO NMoJib30BaTend
Ha VPN cepBepe

OnepaTtop HAVING poctyneH c Bepcun KUMA 3.0

SELECT unig(SourceAddress) as "KonnyecTtBo yHUKanbHbIX agpecos"”, DestinationUserName as "Wms
nosb3oBaTens", groupUnigArray(SourceAddress) as "Cnucok agpecos"

FROM "events®

WHERE DeviceProduct = 'Ngate' AND Name = 'Create session'

GROUP BY "Mmsa nonb3osaTensa"

HAVING "Konn4yecTBo yHUKaNbHbIX agpecos” > 1

ORDER BY "KonunyecTBo yHUKanbHbIX agpecoB"” DESC

LIMIT 10
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Konu4ecTso yHUKaNbHLIX 3aApecos Wms none3osarens Cnucok agpecos
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Obpe3ka OOMEHOB 00 BTOPOro YPOBHSA U
yCJI0BME C HECKOJIbKMMM 3arnpocami

SELECT count(ID) as cnt, cutToFirstSignificantSubdomain(DestinationHostName) as dstH
FROM "events’

WHERE DeviceCustomStringl = 'Q' AND DestinationProcessName = 'DNS'

AND DeviceCustomString5 IN (‘A’, 'AAAA', 'HTTPS')

GROUP BY dstH

ORDER BY cnt DESC LIMIT 50

Events £ Norefresh v 1d  2022-12-15123115-2022-1.. v | | B Storage: [OOTE] Storagew | eee

T= | SELECT count(ID) as cnt, cutToFilrstSignificantSubdomain(DestinationHostName) as dstH FROM “events’ WHERE DeviceCustomStringl = "0’ AND DestinationProcessName = 'DNS' AND DeviceCustomStrings TN (‘A" | Q|
, "AMAA", 'HTTPS') GROUP BY dstH ORDER BY cnt DESC LIMIT 58

ent dstH

272038 EEROCAL
244771 oy
229016 mailru

205223 chysevercom br

[pynnnpoBKa coObITUW MO KaTeropuun ms3
Tl (Regex)

SELECT count(ID) as cnt, extract(Tl, '.+category\"\:\"([~"]+).+') as category
FROM “events’
WHERE TI ="
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GROUP BY category

ORDER BY cnt DESC

Events

cnt

HanTm v BbiBeCTn BCe 6ba3oBblie cobbiTng

category

botnet_cnc

proxy

tor_node

T= | SELECT count(ID) as cnt, extract(TI, '.+category\'\:\"([*"]+).+') as category FROM "events’ WHERE TI !='

Ie ]
L%

Mo refresh v

' GROUP BY category ORDER BY cnt DESC

15m 15 minutes

KOHKPETHOro KoppenaunoHHoro cobbitmns

no ero ID

SELECT *

FROM “events”
WHERE ID IN (
SELECT arrayJoin(splitByChar(',', replaceRegexpAll(JSON_QUERY(BaseEvents, '$[*1.ID"), "\[|\]|"| ', '"))) as TestID

FROM “events’

WHERE (Type = 3) AND (ID = '25e4eae3-ad6d-4114-b99e-019de3574d16")

Events »

Alert investigation: [Test] Old bases

T: SELECT * FROM "events” ORDER BY Timestamp DESC LIMIT 256

Use of SQL functions is limited when in drilldown mede. For details see Online Help

Link to alert

Timestamp 4
2023-02-0617:15:21
2023-02-06 17:15:17
2023-02-06 10:40:57

2023-02-06 10:40:56

Name

[Test] Old bases

[Test] Old bases

DestinationAddress

103245242

103245242

10.32.55.67

10.32.55.67

DestinationHostNa. ..

kasoerskyoc.

kasoerskyoc.

kasperskypc

kasperskypc.

Message

Bassl aaHHbIX X0CTa HE

Bass nanHbix xoCTa HE

=
-

D

Related to alert »

<

Mo refresh  w

Gfecc2c7-6104-4fad-bbfd-cbal52811470

be4052c-6b55-46ad-9724-440c64388751

2%eaBB80b-4712-43d6-ab00-2515928ef025

4e7ff3cd-145e-4896-b005-f16d01b1e280

120d :Z
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PaboTa ¢ KACTOMHbIMU MOJTIAMU

(SA. NA.)

HanTum BXxoXXaeHue 35ieMeHTa No noJto

Mownck NMPONCKOOWT MO TOYHOMY COBlMadeHNIO C 3JIEMEHTOM

SELECT *
FROM "events’
WHERE has(SA.user_groups, 'system:serviceaccounts')

ORDER BY Timestamp DESC LIMIT 250

COGbITI/IFI He cBroenate

SELECT * FROM “events’ WHERE has(SA.user_groups, 'system:serviceaccounts') ORDER BY Timestamp DESC LIMIT 250

1n Mocney

(R
DeviceProduct v  DeviceCustomStringl v  SA.user_groups
Kubernetes crd projectealico.orgfvl system:serviceaccounts,system:serviceaccounts:kube-system system:authenticated
Kubernetes / system:serviceaccounts,system:serviceaccounts:kube-system system:authenticated
Kubernetes crd.projectealico.org/vl system:serviceaccounts,system:serviceaccounts:kube-system system:authenticated
Kubernstes / system:serviceaccounts,system:serviceaccounts kube-system system:authenticated
Kubernstes crd_projectealico.org/vl system:serviceaccounts,system:serviceaccounts kube-system system:authenticated

HanTtwn BXxo)xaoeHune rno noacTtpoke
31eMeHTa no noJsto (roe 6onee 2
3HAa4YeHUN B MaccuBe)

C4eT B MaccMBe Ha4YMHaAETCH C HyJS



SELECT *
FROM “events®
WHERE length(arrayFilter(x -> x LIKE '%serviceaccounts%', SA.user_groups)) > 1

ORDER BY Timestamp DESC LIMIT 250

006b|TMﬂ He oBHoBNATL w 1g | TMocnegHue 24y

SELECT * FROM “events’ WHERE length(arzayFilter(x -> x LIKE '%serviceaccounts®', SA.user_gzoups)) > 1 ORDER BY Timestamp DESC LIMIT 250

Haxmute Ctrl + Enter,

¥ Tsv
DeviceProduct ~  DeviceCustomStringl ~  SA.user_groups v
Kubernetes crd.projectealico.org/vl system:serviceaccounts,system:serviceaccountskube-system.system:authenticated
Kubernetes crd projectealico.org/vl system:serviceaccounts,system:serviceaccounts kube-system system:authenticated
Kubernetes / system:serviceaccounts,system:serviceaccountskube-system,system:authenticated
Kubernetes crd.projectealico.org/vl system:serviceaccounts,system:serviceaccountskube-system.system:authenticated
Kubernetes crd projectealico.org/vl system:serviceaccounts,system:serviceaccounts kube-system system:authenticated
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