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Ipyrue napameTpbl KIMKa 4158 ONTUMM3ALMN 3aMpoCoB:

https://clickhouse.com/docs/operations/settings/query-complexity

ONNTeNbHOCTb BbIMOJIHEHMS 3aMNpoca MOXXHO MOCMOTPEThL NMpu HaxkaTum F12 (pexxnm
pa3paboTymka) B 6pay3epe Chrome nocne Ha)KaTusa KHOMKWN NMoucka:

@ DevTools - 10.68.85.126:7 at-huntingZsearch=%78%225q|%22%3A%22SELECT +* - FROM = %6 0eventsis60 - ORDER = BY+ Timestamp-~DESC + LIMIT~250%22%2C% 22period 3622563 A% TB%2 2relative%22%3A4%22n0w-1d%22% 7D%70 = o X
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ECnn n3BeCTHbl KOHKPEeTHbIe MoJisg 4J19 NOUCKa, TO MOXXHO MUCMO0J1b30BaTb bonee I'J'Iy6OKI/II7I MONCK
no cobbiTnaAM. CTapaVITECTb HE ncnosnb3oBaTb NOUCK MO BCEM MOJIAM:

SELECT *


https://clickhouse.com/docs/operations/settings/query-complexity

Mpu nonckax He yBennymeanmTe LIMIT no ymondaHuio 6onee 4em 10000, BCe AaHHbIE MO MOUCKY
bydhepunsnpytoTca B bpaysepe.
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Mpumep 1:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM “events®

WHERE DeviceProduct = 'Windows'

AND NOT endsWith(SourceUserName,'$') AND SourceUserName != 'vasya'

AND (startsWith(SourceUserName, 'adm-') OR startsWith(DestinationUserName, 'adm '))
AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet (SourceAddress,
'192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

ONTUMN3NPOBAHHbLIN 3aMpoc:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM “events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE 'adm-%' OR DestinationUserName LIKE 'adm %')

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress,
'192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

Nnmn MoXxHO Ta)ke nonpoboBaTb 0TKasaTbCsA OT PyHKUMM inSubnet:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM “events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE 'adm-%' OR DestinationUserName LIKE 'adm %')

AND NOT (SourceAddress LIKE '10.10.10.%' OR SourceAddress LIKE '192.168.%.%"')

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

MpuHuWn:

e YMeHblUeHMe KonyecTBa ycioBuin: ObbeanHanTe yCaoBuUs, rge 3To BO3MOXXHO, 4TObbI
COKpPaTUTb KOJINYECTBO OMepaLuvi.



e icnonb3oBaHme nogsanpocos unm CTE: Ecam Habop AaHHbIX BObLLOK, pacCMOTPUTE
BO3MOXXHOCTb MCMOJIb30BaHUA MoA3anpocoB nam obwmx TabanyHbix BeipakeHuin (CTE),
4T06bI pa3buTb 3anpoc Ha 6onee menkne, bonee ynpasasemMble HYacTu.

e N36eraHune cyHkuUnn B NnpegnoxxeHmnn WHERE: Takue cyHKuUmMN, kak endsWith, startsWith
n inSubnet, MOryT 6bITb Y3KUMKU MeCTaMN NPOU3BOANTENBLHOCTU. EC/IN BO3MOXXHO,
nonpobynTe nepenncaTb YCJI0BUA UCPABHUTb CKOPOCTb BbIMOJIHEHUS.

e OyHKUMsa ORDER BY To)xe Harpys3o4Has.
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Y ClickHouse ecTb cuctemMHble Tabnnubl (https://clickhouse.com/docs/en/operations/system-tables).

OpHa wmn3 Hux - query log (https://clickhouse.com/docs/en/operations/system-tables/query log),

COAEPXUT MHTEPECHYIO MH(OPMALMIO O 3aMpoCcax.

Y106bl 06paTMTbCA K AaHHbIM Tabnnuamm MOXHO Mcnosb3oBaTb KAMeHT ClickHouse, KoTopbIn
pacnonaraeTcsa No NyTn /opt/kaspersky/kuma/clickhouse/bin/client.sh

Mo>xxHO 3axoaunTb B KoHcosnb ClickHouse ¢ momowbio OaHHOMO KJMEHTa, a TakXXe BbIMNOJHATb
3anpocbl Yepe3 apryMeHTbl KJMEHTA, a TakXe (opMupoBaTb 3anpocbl ¢ nomoulbio curl. B
nprMMepax Huxe byaeT pacCMOTPEH MMEHHO NepBbI crocob.

A N o o i o o o S N S S S Y S S SN f4
i dddddddd

B npumepe HM)Xe npencTassieH 3anNpoC C COPTUPOBKOW MO ASINTENbHOCTWU BbIMOJIHEHUSA 3aMNpPOCOB
3a KOHKPETHbIN AeHb

SELECT *

FROM system.query log

WHERE query kind = 'Select' AND current database = 'kuma' AND type = 'QueryFinish' AND
event date = '2024-01-22'

AND query duration ms != 0

ORDER BY query duration ms DESC LIMIT 10


https://clickhouse.com/docs/en/operations/system-tables
https://clickhouse.com/docs/en/operations/system-tables/query_log
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SELECT
Jquery start time,[]
query,
dguery duration ms,
formatReadableSize(memory usage)
FROM system.query log
WHERE current database = 'kuma' AND query kind != 'Insert' AND type = 'QueryFinish'
ORDER BY memory usage DESC
LIMIT 10 \G;
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SELECT *

FROM system.query log

WHERE type IN ('ExceptionWhileProcessing', 'ExceptionBeforeStart') AND current database =
"kuma'

LIMIT 10 \G;
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