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Lpyrmne napamMeTpbl KAMKa a4 oNTUMMU3aLLMM 3anpPOoOCoB:

https://clickhouse.com/docs/operations/settings/query-complexity
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Ecnn n3BecTHbl KOHKPETHbIE MoAS 4SS MOUCKA, TO MOXXHO UCMNOJIb30BaTb Honee rnybokuii nonck
no cobbiTnam. Ctapantectb HE ncnonb3oBaTb NMOMCK MO BCEM MOJIAM:

SELECT *

Mpu nonckax He yBennymeanTe LIMIT no ymonyanuio 6onee 4em 10000, BCe AaHHbIE MO MOUCKY
bydhepusnpytoTca B bpay3epe.

[MTpMepbl ONTUMN3ALIMN MOUCKOBbIX
3arpocoB

Mpumep 1:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM “events®

WHERE DeviceProduct = 'Windows'

AND NOT endsWith(SourceUserName,'$') AND SourceUserName != 'vasya'

AND (startsWith(SourceUserName, 'adm-') OR startsWith(DestinationUserName, 'adm '))
AND NOT inSubnet (SourceAddress, '10.10.10.150/24') AND NOT inSubnet (SourceAddress,
'192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

ONTUMN3NPOBAHHLIN 3arMpoc:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM “events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE 'adm-%' OR DestinationUserName LIKE 'adm %')

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress,
'192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

Nnn moxxHO Taxke monpoboBaTb 0TKa3aTbCa OT pyHKUMK inSubnet:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID
FROM “events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'



AND (SourceUserName LIKE 'adm-%' OR DestinationUserName LIKE ‘'adm %')

AND NOT (SourceAddress LIKE '10.10.10.%' OR SourceAddress LIKE '192.168.%.%')

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

MpuHuwWn:

YMeHbLUeHMe KomyecTBa ycnoBuin: ObbeanHAaNnTe YCNOBUS, rOe 3TO BO3MOXXHO, Y4TObbI

COKpPaTUTb KOJIMYECTBO onepauunn.

e icnonb3oBaHme noa3anpocoB unu CTE: Ecnm Habop AaHHbIX 60MbLLOK, paCCMOTPUTE
BO3MO>XHOCTb MCMOJIb30BaHUSA MOA3aNpPOCoB Uan obLwmx TabnnyHbix BoipakeHunin (CTE),
4T0bbI Pa3bunTb 3anpoc Ha 6onee Menkne, bonee ynpasasemMble YacTu.

e N36eraHue pyHkumn B npeanoxeHmnn WHERE: Takne dyHkumm, kak endsWith, startsWith
n inSubnet, MOryT BbITb Y3KMMK MeCTaMn NPOU3BOANTENbHOCTU. EC/IN BO3MOXXHO,
nonpobynTe nepenncaTb YCI0BUA NCPABHUTb CKOPOCTb BbIMOJIHEHUS.

e OyHKUNMA ORDER BY To)Xe Harpy3o4Has.

3anpocbl K CUCTEMHBIM Tabnnuam

Y ClickHouse ecTb cucteMHble Tabnuubl (https://clickhouse.com/docs/en/operations/system-tables).

OpHa un3 Hux - query_log (https://clickhouse.com/docs/en/operations/system-tables/query log),
COLAEPXKUT MHTEPECHYIO MHOPMaLIMIO O 3anpocax.

Y106bl 06paTnThLCA K AaHHbIM Tabnanmuamm MOXXHO ucnosib3oBaTb KAMeHT ClickHouse, koTopbii
pacnonaraeTcs No NyTn /opt/kaspersky/kuma/clickhouse/bin/client.sh

Mo)XHO 3axoauTb B KoHcosib ClickHouse C nOMOLWbLIO AAHHOIMO KJ/IMEHTA, @ TakK)Xe BbIMOJIHATL

3anpocbl 4Yepe3 apryMeHTbl KAWEHTa, a TakXe (OopMMpoBaTb 3anpocbl C nomouwibio curl. B
npumepax Huwxe bygeT pacCMOTPEH UMEHHO NEPBbIN Crocob.

BbiBOO 3ampocoB C COPTUPOBKOM MO
OJINTEeNbHOCTU

B npumepe HM)Xe npencTasBsieH 3anNpoC C COPTUPOBKOW MO OJINTENIbHOCTU BbIMOJIHEHUSA 3aMNpPOCOB
3a KOHKPETHbIN AeHb

SELECT *

FROM system.query log


https://clickhouse.com/docs/en/operations/system-tables
https://clickhouse.com/docs/en/operations/system-tables/query_log

WHERE query kind = 'Select' AND current database = 'kuma' AND type = 'QueryFinish' AND
event date = '2024-01-22'
AND query duration ms != 0

ORDER BY query duration ms DESC LIMIT 10

BbiBOO 3ampocoB C COPTUPOBKOM MO
NCMNOJIb30OBAHHOW MaMATU

SELECT
(Jquery start time,[]
query,
fdquery duration ms,
formatReadableSize(memory usage)
FROM system.query log
WHERE current database = 'kuma' AND query kind != 'Insert' AND type = 'QueryFinish'
ORDER BY memory usage DESC
LIMIT 10 \G;

BblBO4 3aMpoCoB, 3aBepPLUNBLLNXCSH
oinbkom

SELECT *

FROM system.query log

WHERE type IN ('ExceptionWhileProcessing', 'ExceptionBeforeStart') AND current database =
"kuma'

LIMIT 10 \G;
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