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Ecnv n3BecTHbl KOHKPETHbIE MoAs 4SS MOUCKA, TO MOXXHO UCMNOJIb30BaThb Honee raybokuii nonck
no cobbiTnam. Ctapantectb HE ncnonb3oBaTb NOMCK MO BCEM MOJIAM:



SELECT *

Mpu nonckax He yBennymeanTe LIMIT no ymonyanuio 6onee 4em 10000, BCe AaHHbIE MO MOUCKY
OydepunsnpytoTca B bpaysepe.

MNpuMepbl ONTUMU3ALUK MOUCKOBBIX
3aMpocoB

Mpumep 1:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND NOT endsWith(SourceUserName,'$') AND SourceUserName != 'vasya'

AND (startsWith(SourceUserName,'adm-') OR startsWith(DestinationUserName, 'adm_'))

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

OI'ITI/IMI/I3I/IpOBaHHbII‘/JI 3anpoc:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events’

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

Nnmn MoXkHO Ta)ke nonpoboBaTb 0TKasaTbCs OT PyHKUMM inSubnet:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT (SourceAddress LIKE '10.10.10.%" OR SourceAddress LIKE '192.168.%.%")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

MpuHumnn:



e YMeHbLUEeHME KOMYecTBa yCcoBuin: ObbeanHanTe ycaoBus, rge 3To BO3MOXXHO, Y4TObbI
COKPaTUTb KOJIMYECTBO ornepauunn.

e icnonb3oBaHme noasanpocos unu CTE: Ecam Habop AaHHbIX 60/bLLOK, pacCMOTPUTE
BO3MO>XHOCTb MCMOJIb30BaHUSA MOA3aNpPOCOB UM o6Lwmx TabnnyHbix BoipakeHunin (CTE),
4yT0bbI pa3buTb 3anpoc Ha 6onee menkne, bonee ynpassageMble HacTu.

e N3beraHue pyHkumn B npeanoxeHmnn WHERE: Takne dyHkumnm, kak endsWith, startsWith
n inSubnet, MoryT 6bITb Y3KMMK MecTaMu NMPON3BOANTENbHOCTU. EC/In BO3MOXXHO,
nonpobynTe nepenncaTb YCJ0BUA UCPABHUTb CKOPOCTb BbIMOJIHEHUS.

3anpochbl K CUCTEMHbIM Tabnnuam

Y ClickHouse ecTb cuctemHble Tabnunubl (https://clickhouse.com/docs/en/operations/system-tables).

OpHa un3 Hux - query_log (https://clickhouse.com/docs/en/operations/system-tables/query log),
COOEPXXNT NHTEPECHYIO NH(OPMALILIO O 3ampocax.

Y106bl 06paTnThCA K AaHHbIM Tabnanmuamm MOXXHO ucnosib3oBaTb KAMeHT ClickHouse, kKoTopbii
pacnonaraeTcs No nNnyTun /opt/kaspersky/kuma/clickhouse/bin/client.sh

Mo>xHO 3axoamTb B KoHcosib ClickHouse ¢ momoubio OaHHOrO KJIMEeHTa, a TaKXXe BbIMOJIHATL
3anpocbl 4yepe3 apryMeHTbl KJMEHTa, a TakXe (opmMupoBaTb 3anpocbl € nomouwibio curl. B
npuMepax HMXXe byaeT paccMoOTpeH UMEeHHO nepBbIn cnocob.

BbiBOO 3ampocoB C COPTUPOBKOM MO
OJINTEeNbHOCTU

B npumMepe HUXKe npencTaBsieH 3anpoc C COPTUPOBKONM MO AJIMTENIbHOCTU BbIMOJIHEHWSA 3aMpPOCOB
3a KOHKPETHbIN OeHb

SELECT *

FROM system.query_log

WHERE query_kind = 'Select' AND current_database = 'kuma' AND type = 'QueryFinish' AND event_date =
'2024-01-22"

AND query_duration_ms !'=10

ORDER BY query_duration_ms DESC LIMIT 10


https://clickhouse.com/docs/en/operations/system-tables
https://clickhouse.com/docs/en/operations/system-tables/query_log

BbiBOO 3anpocoB C COPTUPOBKOWU
NCMNOJIb30BAHHOW NMaMaTu

SELECT
Hguery_start_time,[]
query,
(guery_duration_ms,
formatReadableSize(memory_usage)
FROM system.query_log
WHERE current_database = 'kuma' AND query_kind != 'Insert' AND type = 'QueryFinish’
ORDER BY memory_usage DESC
LIMIT 10 \G;

BblBO 3aMpoCoB, 3aBepPLUNBLLNXCSH
onbkow

SELECT *

FROM system.query_log

WHERE type IN (‘ExceptionWhileProcessing', 'ExceptionBeforeStart') AND current_database = 'kuma’
LIMIT 10\G;
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