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ONNTenbHOCTb BbIMOJIHEHWS 3aMpoca MOXKHO NMOCMOTPETb NpU HaxxaTum F12 (pexum
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Mpwu co3zpaHnm 3anpocoB Bcerna aBHO BbibpanTe HeOOX0AUMbIN TEHAHT C HY>KHbIMU COBLITUAMMU:

TeHaHThI

Kaspersky )
Unified Monitoring and | Mowck...
Analysis Platform _

(C) BuibpaTe Boe

4 BmbpaHo TenaHTos: 2 L) Coverage Test

() Community-Pack-EN+MITRE

g2 MaHens moHMTOpMHra % Community-Pack-RU+MITRE

£\ Aneproi () Community-Pack-RU

Ecnn n3BecTHbl KOHKPETHbIE MO OJ151 MOUCKA, TO MOXKHO UCMOJIb30BaTk 6onee rnybokun nonck
rno cobbiTnam. CtapanTtectb HE ncnosb3oBaTbh MOUCK MO BCEM MOJISIM:



SELECT *

Mpu nonckax He yBennymeanTe LIMIT no ymonyanuio 6onee 4em 10000, BCe AaHHbIE MO MOUCKY
OydepunsnpytoTca B bpaysepe.

MNpuMepbl ONTUMU3ALUK MOUCKOBBIX
3aMpocoB

Mpumep 1:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND NOT endsWith(SourceUserName,'$') AND SourceUserName != 'vasya'

AND (startsWith(SourceUserName,'adm-') OR startsWith(DestinationUserName, 'adm_'))

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

OI'ITI/IMI/I3I/IpOBaHHbII‘/JI 3anpoc:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events’

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

Nnmn MoXkHO Ta)ke nonpoboBaTb 0TKasaTbCs OT PyHKUMM inSubnet:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT (SourceAddress LIKE '10.10.10.%" OR SourceAddress LIKE '192.168.%.%")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

MpuHumnn:



e YMeHbLUEeHME KOMYecTBa yCcoBuin: ObbeanHanTe ycaoBus, rge 3To BO3MOXXHO, Y4TObbI
COKpPaTUTb KOJIMYECTBO onepauunn.

e icnonb3oBaHme noasanpocos unu CTE: Ecam Habop AaHHbIX 60/bLLOK, pacCMOTPUTE
BO3MO>XHOCTb MCMOJIb30BaHUSA MOA3aNpPOCOB UM o6Lwmx TabnnyHbix BoipakeHunin (CTE),
4T06bI Pa3bnTb 3anpoc Ha bonee menkune, bonee ynpasnsemble 4acTu.

e N3beraHue pyHkumn B npeanoxeHmnn WHERE: Takne dyHkumnm, kak endsWith, startsWith
n inSubnet, MOryT BbITb Y3KMMKU MeCTaMN NPOU3BOANTENIBHOCTU. EC/IN BO3MOXXHO,
nonpobynTe nepenncaTb YCJ0BUA UCPABHUTb CKOPOCTb BbIMOJIHEHUS.
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