Co3paHume 3anpocoB
B KUMA (CookBook)

dTakuin "CookBook" no pasnun4yHbiM nHTEpecHbIM 3anpocam B KUMA




3anpocbkl B KUMA (npumepsbl)

Onwucanune dpyHkumn ClickHouse ons paboTbl € 3anpocamu:

https://clickhouse.com/docs/ru/sql-reference/functions/

3anpoc n3 nHtepdenca npobpaceviBaetca B b1 ¢ nobaBneHnemM rpaHuL, BPEMEHHOIO

npoMeXXyTKa 1 BbIOpaHHbIX TEHAHTOB, MPUMeEpP: ... AND (Timestamp >= 1715689595208 AND
Timestamp <= 1715689895208) AND (TenantID IN (‘alfbde7a-76d3-4bbc-a769-82126b41b56f')) ORDER BY ...

https://www.youtube.com/embed/FnIT2hh ACk?si=kt0O0grB Q7rBL5wm

ba3oBble 3anpochkl

Tunbel cobbiTun B KUMA

CobbiTus

F: ‘ SELECT * FROM "events’ WHERE Type = | DeviceProduct ‘'Windows' ORDER BY Times

Timestamp Mone cofsiTua
DeviceProduct DeviceEventCategory TransportProtocol Tlone cofuTus
iii s - i - -
. . oo |1 Tun cofbiTwa: "Base
Windows Microsoft-Windows-5Security-Audit 3 Tun cobwtua: "Ass
3 Tun CoBuT
Windows Microsoft-Windows-5Security-Audity 4  Ten cofeimua: "Audit
5 Tun cofbTwA: "Monitoring™

[MogcyeT coObITUIA MO MOJIO

SELECT count(ID) as count_num, DeviceVendor

FROM “events’


https://www.youtube.com/embed/FnlT2hh_ACk?si=ktOOgrB_Q7rBL5wm
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/D8jimage.png
https://clickhouse.com/docs/ru/sql-reference/functions/

GROUP BY DeviceVendor
ORDER BY count_num DESC LIMIT 250

CobbITuA O3 Heofnosners v | ln Z4uscs v
T: SELECT count(ID) as count_num, DeviceVendor FROM “events  GROUP BY DeviceVendor ORDER BY count_num DESC LIMIT 258

DeviceVendor count_num

Unix 935809

Kaspers! ky 137494

Microsoft 112296

BbinosiIHEHME MaTeMaTU4YeCcKmnx onepaunmn
N CpaBHEHUN

SELECT DeviceProduct, SourceUserName, round(sum(BytesIn)/1024, 2) as KiloBytes
FROM “events’

WHERE BytesIn > '0' OR BytesOut > '0'

GROUP by SourceUserName, DeviceProduct

ORDER BY KiloBytes DESC LIMIT 250

NHorpa 60sbLuyto NpON3BOANTESNIbHOCTL AaeT YCaoBue co CKobkaMm WHERE (Bytesin > '0' OR
BytesOut > '0')

[Tonck cobbITUM NO NOACTPOKE
(perncTtposaBuCcnUMbIn) c ycnosuem

SELECT *

FROM "events’

WHERE DeviceHostName like '%serv%' AND DeviceProduct = 'Windows'
ORDER BY Timestamp DESC LIMIT 250

Cob6biTnsa 4 Heorosnats w | | 15w 15 mumyT v
T: SELECT # FROM "events ™ WHERE DeviceHostName like '%servi' AND DeviceProduct = 'Windows' ORDER BY Timestamp DESC LIMIT 250

DeviceProduct DeviceHostName SourceUserName Timestamp 4 TenantlD DeviceVendor DestinationAddress  DestinationUserNa.. Name

Windows winservi9saleslab 06122022 10:52:20 Main Microsoft MALWAREPRCTECTIO...

Windows winservi9 sales lab winserv18% 0612 2022 10:51:40 Main Microsoft administrators A security-enabled loc

Windows winzervi9 sales lab winzerv195 06122022 10-51:40 Main Microsoft sdministrators A security-enabled loc


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/RcAimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/wH8image.png

[Tonck cobbITUM NO NOACTPOKE
pernctpoHE3aBnCcnMbIN

SELECT *

FROM “events’

WHERE DeviceEventCategory ilike '%auditing%' AND DeviceProduct = 'Windows'
ORDER BY Timestamp DESC LIMIT 250

CobbiTusa 4 Heobromnsts v | | 4 lusc v || B Xpsrumnwe [Exemo v | e
T= | SELECT * FROM "events® WHERE DeviceEventCategory ilike '%auditing%’ AND DeviceProduct = 'Windows' ORDER BY Timestamp DESC LIMIT 250 Q o B
DeviceProduct DeviceEventCategory SourceUserName Timestamp 4 TenantlD DeviceVendor DestinationAddress  DestinationUserNa... Name fo)
Windows Microsoft-Windows boris-test$ 06122022 10:58:15 Main Microsoft cucTema An account was succe
Windows ecurity-Auditing boris-test$ 06122022 10:58:15 Main Microsoft cucTema An account was succe

[TonckK Mo NcxogHoOMy CoObITUIO

SELECT *

FROM "events’

WHERE Raw ilike '%technique%'
ORDER BY Timestamp DESC LIMIT 250

CobbiTua S A @ UMHdopmauma o cobeiTm X

= || SELECT * FROM ‘events’ WHERE Raw ilike '%technique%’' ORDER BY Timestamp DESC LIMIT 250

WcxogHoe cobbiTre [ul]
TenantlD Timestamp § Name DeviceProduct DeviceVendor DestinationAddress <Event xmlns="http://schemas.microsoft.com/win/2084/68/events/event >

<Systems<Provider Name='Microsoft-Windows-Sysmon' Guid='{5778385f-c22a-
Main 30.10.2023 17:40:01 Network connection detected Windows Microsoft 1068.85.130 43¢8-bf4c-06756987 fbd0} " /><EventID>3</EventID=<Version>5</Version>

<Levels4</Level<Tasks3</Tasks<Opcode>8</Opcode>

Main 30.10.2023 17:39:59 Network connection detected Windows Microsoft £e80:0.0.0:6dd8f2705 <Keywords>0xE000900000000090< Keywords><TineCreated SystemTime='2023-10-
38T14:39:50.56639357" /> <EventRecordID=1856861< /EventRecordIDs<Correlation/>
><Channel-Microsoft-Windows-

Main 30102023 173847 File crested Windows Microsoft <Execution ProcessID="13572° ThreadlD="13752"/
Sysmon/Operational</Channel=<Computer=Boris-Test .sales.lab</Computers

Mzin 30.10.202317:38:36 Netwark connection detected Windows Microsoft 106885168 <Security U </System-<EventData-<Data
Name=' RuleN T1571, technigue_name=Non-Standard Porte/Data>
Main 30.10.2023 173634 Netwark connection detected Windows Microsaft £e80:0:0:0:29c0:2666:0 <bata Name= 30 14:36:33.425</Data><Data

Name='ProcessGuid’ >{117eae48-29b8-6362-1700-000000006500
Name='ProcessId’~1488</Data><Data

[T 2N 4nannz 1T IR Mesisimels cnmnnsrine darncead Whidrne [UT— 1nseosa

[Tonck cobbIT MO HECKOJIbKNM
3Ha4YeHnsaMm, sMecTto OR MOXXHO
ncnonb3soBaThb IN

SELECT *
FROM “events’


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/W5Eimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-10/T2Ximage.png

WHERE DeviceEventClassID IN ('BROKER_USERLOGGEDOUT', 'BROKER_USERLOGGEDIN')
AND DeviceProduct = 'Horizon'

ORDER BY Timestamp DESC LIMIT 250

EVentS L3 MNorefresh w 5m 5 minutes

T: SELECT + FROM "events WHERE DeviceEventClassID IN ('BROKER_USERLOGGEDOUT','BROKER_USERLOGGEDIN') AND DeviceProduct = 'Horizon' ORDER BY Timestamp DESC LIMIT 25@

Timestamp 4 DeviceReceiptTime Name DeviceVendor DeviceProduct DeviceEventClassID DestinationHostNa...  FilePath
2023-05-1210:33:43 2023-05-12 10:33:43 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:33:28 2023-05-12 10:33:23 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:33:09 2023-05-12 10:33:04 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:32.54 2023-05-12 10:32:54 Broker VMWare Horizon BROKER_USERLOGGEDOUT

[Tonck cobbiTUM MO NoaceTwn

SELECT *

FROM events’

WHERE inSubnet(DeviceAddress, '10.68.85.70/32")
ORDER BY Timestamp DESC LIMIT 250

CobbiTus £33 Heobwosnsrs v | | 15w 15wyt

T: SELECT * FROM "events WHERE inSubnet(DeviceAddress, '18.68.85.78/32') ORDER BY Timestamp DESC LIMIT 258

DeviceVendor DeviceAddress Timestamp 4 Name DeviceProduct TenantlD DestinationAddress  DestinationUserNa...
Kaspersky 1068.8570 02122022 17:09:43 Process EDR Main
Kaspersky 1068.8570 02122022 17:09:43 Process EDR Main
Kaspersky 10688570 02122022 17:09:37 File change EDR Main

[ToncK coBbbITUN MO OTCYTCTBYOLLEMY
NoJIto

SELECT *

FROM "events’

WHERE empty(DeviceEventClassID) AND Raw ilike '%backdoor_user%'
ORDER BY Timestamp DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/jKLimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/uGjimage.png

SELECT - *-FROM- "events  -WHERE-empty(DeviceEventClassID)-AND-Raw-ilike- '#backdoor_user%' -ORDER-BY-Timestamp-I
O Kenwpoeats

TenantlD Main
Timestamp 13.08.2024 11:50:39:174
[GREV
EndTime 13.08.2024 12:20:38:000
TenantlD ~  Timestamp J v DeviceHostName ~ DeviceEventClas DeviceAddress 19214680178
Main 13.08.2024 11:50:39:174 ru DeviceHostName ru
Main 13.08.2024 11:50:39:174 ru DeviceProcess|D 2644130
DeviceProcessName useradd
Main 13.08.2024 11:50:33:173 ru
DeviceReceiptTime 13.08.2024 11:50:39:174
Main 13.08.2024 11°:50:33:173 ru
DeviceTimeZone +03:00
Main 13.08.2024 11:50:33:173 ru
DeviceVendor Uniix

[TpoBepkKa paboTbl oboraweHus

OboraweHmne cobbiTn AKTUBAMIN

SELECT *

FROM "events’

WHERE (DeviceAssetID !'=" OR SourceAssetID != " OR DestinationAssetID != ")
ORDER BY Timestamp DESC LIMIT 250

OboraweHune cobbiTnn ¢ LDAP

SELECT *

FROM "events®

WHERE (SourceAccountID != " OR DestinationAccountID !=")
ORDER BY Timestamp DESC LIMIT 250

OboraweHne cobbiTnm gaHHbIMU U3 TI

SELECT *
FROM “events’
WHERE NOT TI=""


https://kb.kuma-community.ru/uploads/images/gallery/2024-08/Vveimage.png

ORDER BY Timestamp DESC LIMIT 250

PaboTa ¢ Extra nonem

[MTonck cobbiTM No noato Extra
cogep kallne KoY

SELECT *
FROM “events”
WHERE visitParamHas(Extra, 'memUsage')

ORDER BY Timestamp DESC LIMIT 250

Raw {opul™0 cpu2™0. cpus ™0 cpud ™0, diskBlock™
4096, diskSize” 26036703, dizklzage"815442
3, memBlock™65530, membSize 65519, memsi
zelB 4193260, memUsage™ 61367 sysMam
e "de-01sales.lab T sysUpTime 371326915} n

Extra dizkBlock: 4096
diskSize: 26056703
sage: 8104425
memBlock: 63536
memsize: 65519
e

[MTonck cobbiTM No nonto Extra
cogep kallue KJY c onpeneneHHbIM
3Ha4YeHunem

SELECT *

FROM "events’

WHERE visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/y7Pimage.png

SELECT *

FROM "events’

WHERE JSONExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250

Type Base

Raw {epul™0 cpu™l, cpu3 ™0 cpud ™0, diskBlock™
4096, disk5ize™ 26036703 disklsage™ 810442
3. memBlock™65536, memSize 65519, mem5i
zeKB 4193260, memUsage™ 61367 sysMam
e "de-0lsales lab . sysUpTime 371323918 n

Extra dizkBlock: 4096
skSize: 26056703
sage: 8194425
mBlock 63536
msize: 63519

[Monck cobbiTnm No nosat Extra HE

coaepxawme K4y C ornpenesieHHbIM
3Ha4eHWNeM

SELECT *

FROM "events’

WHERE visitParamHas(Extra, 'memUsage')

AND NOT visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/lhSimage.png

Type Base

Raw {epul™ 1 cpu2™ 1 cpud™ 1 cpud ™0, diskBloc
k4096, diskSize” 26036703, diskUsage™819
4883, memBlock 55336, memSize™6551
9 mem5izekKB 4193260, mermUsage"6169
3 sysMame™"dc-01sales.lab sysUpTime 371
362433}

Extra lock: 4096

ze: 26035670

age: 8194885

PaboTa co BpemeHeM

Timestamp no ymon4aHuto B popmaTe epoch time yncna ¢ munucekyHgamum (UnixTimestamp)

Cnuncok TanmMm 30H: https://en.wikipedia.org/wiki/List of tz database time zones

Co6biTus O Heofnomnsms v

in 2dusca v || B2 dosmvnuwe Exam v
T || SELECT Timestamp, DeviceProduct, Name, Message FROM ~events’ WHERE DeviceProduct = 'EDR’ ORDER BY Timestamp DESC LIMIT 250 Qe
D DeviceProduct Name Message
Connection Network connection from 10.68.85.145 10 10,68 85.135:5985
0512202210:36:46  EDR Process Process C:{Windows\System32\wermgr.exe on
0512202210:56:43  EDR Connection Network connection from 10.68.85.130 to 10.66.65.50:3128

3aJaHne TauM30HbI

SELECT Timestamp, fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow') as NormTime,
DeviceProduct, Name, Message

FROM “events’

WHERE DeviceProduct = 'EDR'

ORDER BY Timestamp DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/cWjimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/qvUimage.png
https://en.wikipedia.org/wiki/List_of_tz_database_time_zones

CobbiTua 3 Heotrosnams v || 1a 24uaca v | B xosmume Bem v

£ i SELECT Timestamp, fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow') as NormTime, DeviceProduct, Mame, Message FROM "events’ WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 258 Qi
NormTime Timestamp 4 DeviceProduct Name Message
2022-12-05 10:59:58.917 05.12 2022 10:59:58 EDR Connection Network connection from 10.68.85.137 to 184.51.233.240:80
2022-12-05 10:59:38.917 05.12.2022 10:59:58 EDR Process Process C:\Windows\SysWOW6E4\chco.com on
2022-12-05 10:59:58.917 05122022 10:59:58 EDR Seript run via shell Script event_scrint_bat_K5C bat was run from command snell on

YKa3aHue ceoero popmaTta BpeMeHu

SELECT Timestamp, formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S') as
NormTime,

DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR'

ORDER BY Timestamp DESC LIMIT 250

CobbITHA 3 Heobuosnsts v | | 1n 24uaca v Xparnnuue: [Exam..v | | se=

T= | SELECT Timestamp, formatDateTime(fromUnixTimestamp6dMilli(Timestamp), '%d-%m-%Y %H:%M:%S') Q i A
as NormTime, DeviceProduct, Name, Message FROM “events  WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 250

NormTime Timestamp 4 DeviceProduct Name Message &
05122022 11:05:59 EDR Process Process C:\WindowsSystem32\rundll32 exe on
05-12-2022 08:05:59 035122022 11-:05:3% EDR Registry change Registry value \REGISTRY\USER\S-1-5-21-781213047-594974505-2262175553-1766_Classes\Local Settings\Software\Mic.

05-12-2022 08:05:59 05122022 11:05:59 EDR Registry change Registry value \REGISTRY\USER\S: 21-781213047-594874509-2262175553-176615

CBon popmaT BpeMEHU C TaNM30HOW

SELECT Timestamp,

formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,

DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR'

ORDER BY Timestamp DESC LIMIT 250

CobbiTus 3 Heobuosnats v la 24usca v Xoarmniwe: [Bxam v | | =ee

T= || SELECT Timestamp, formatDateTimel(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%M:%S', 'Europe/Moscow'|) Q I B
as NormTime, DeviceProduct, Name, Message FROM “events WHERE DewiceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 250

NormTime Timestamp $ DeviceProduct Name Message fol
05.12.2022§1.08.01 EDR Connection Network connection from 10.68.85.11 to 10.68.85.2:49668
05-12-2022 11:07:58 035122022 11:07-58 EDR Process Process C\Users\rodonov\AppData\Local\Microsoft\OneDrive| 19 043 0304 0013_2\FileCoAuth exe on

05-12-2022 11:07:37 05122022 11:07:37 EDR Process Process C:'\Windows\SysWOW6E4\wbem\WmiPrvSE exe on


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/rHRimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/u8bimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/YNHimage.png

CobbiTna B "paboyee Bpema" ¢ 9 no 18

SELECT Timestamp,

formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,

DeviceProduct, Name, Message

FROM "events®

WHERE DeviceProduct = 'EDR' AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) >= 9
AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) < 18

ORDER BY Timestamp ASC LIMIT 250

C°6b|-|-";| 3 Heogrosnats v in 021220220000:00-0312. w || B Xeswumnwe: [Exam..v

T= || SELECT Timestamp, formatDateTime(fromUnixTimestampsdMilli(Timestamp), '%d-%m-%¥ %H:%M:%S', 'Europe/Moscow’) as NormTime,DeviceProduct, Name, Message FROM "events’ WHERE DeviceProduct = "EDR' AND Q E
toHour (fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow’)) == 9 AND toHour(fromUnixTimestamp6AMilli(Timestamp, 'Europe/Moscow')) < 18 ORDER BY Timestamp ASC LIMIT 25@

Beero: 25118

NormTime Timestamp t DeviceProduct Name Message o]

02-12-2022 02.00.00 02122022 09:00:00 EDR Process Process C:\Windows\SysWOW64\chca.com on

02-12-2022 02:00.01 02122022 09:00:01 EDR Process Process C:\Program Files (x88) \Kaspersky Lao\Kasoersky Security Center\klserverexs on

[MoaocyeT cobbITua No PuAbTPY 3a nepuon
BYepawHero aHa ¢ 00 no 04 yacoB C
rpynnmnpoBkoun no SourceAddress

SELECT count(ID) as Count_Num, SourceAddress, groupArray(fromUnixTimestamp64Milli(Timestamp)) as
time_stm

FROM “events’

WHERE DeviceEventClassID = '4624' AND DeviceProduct = '"Windows'

AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000

AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 4 HOUR)*1000

GROUP BY SourceAddress LIMIT 250

CobbiTus £ Heotwosnars v || 151 01052023000000-1605. v Xparuniwe: (00T v
T= || SELECT-count(ID)-as-Count_Num, -SourceAddress, -groupArray(fromUnixTinestamp64Milli(Timestanp)) -as-time_stm-FROM: events -WHERE -DeviceEventClassID-=-'4624" - AND-DeviceProduct =+ "Windons' - AND-Timestamp- || Q || Ju || [
>=-toUnixTimestamp(toStartofDay((now()- -+ INTERVAL:1-DAY)))+1888-AND - Timestamp: <= toUnixTimestamp( toStartofDay((now()---INTERVAL-1-DAY))-+-INTERVAL - 4-HOUR) 1888 - GROUP - BY - SourceAddress « LINIT- 258
Count_Num SourceAddress time_stm
202 12023-05-14 00:01:08 729/2023-05-14 00:01:23 750/2023-05- 14 00:02:50 996, 2023-05-14 00:02:50 897, 2023-05-14 00:02:50 867, 2023-05- 14 00:03:18 10072023-05- 14 00:07.04 727 2023-05-14 00-07:36 786, 2023-05-14 00
59 10688564 [2023-05-14 00:01:08 725/2023-05-14 00:01:08 728/2023-05- 14 00:01:08 728, 2023-05-14 00:01-058 729, 2023-05-14 00:01:34 772.2023-05- 14 00:07:02 726572023-05- 14 00:07.02. 7267 2023-05-14 00-07:02 727, 2023-05-14 00
24 106885124 [2023-05-14 00:06:38 670,2023-05-14 00:21:38 550/2023-05- 14 00:36:38 820, 2023-05-14 00'51:35 021,2023-05-14 01:06:39 167.2023-05- 14 01:21:35 30672023-05-14 01:3519 545:2023-05-14 01:35:19 546, 2023-05-14 01

45 106885150 [2023-05-14 00-11:15 271,2023-05-14 00:26:15 160, 2023-05-14 00:27:23 386, 2023-05-14 00:41-14 534,2023-05-14 00:56:14 £65.2023-05-14 01:02:01 41472023-05-14 01:02:01 41472023-05-14 01:02:01 414,2023-05-14 01.


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/w7Jimage.png
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[loocyeT YHUKaNbHbIX aapecosB
noceturtesien kb.kuma-community.ru

SELECT count(DISTINCT SourceAddress) as unigSrclP

FROM "events’
WHERE Code = '200"' AND DeviceCustomString2 !='-' AND DestinationServiceName = 'apache_access'

AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'
AND not inSubnet(SourceAddress, '91.103.66.0/24")

T: SELECT count(DISTINCT SourceAddress) as uniqSrcIP FROM ‘events’ WHERE Code = ‘288" AND DeviceCustomString2 '= '-' AND DestinationServiceName = ‘apache_access’ AND DeviceCustomString3 = "GET' AND
DestinationHostMame = "kb' AND not inSubnet(SourceAddress, '91.183.66.6/24")

unigsrclP DeviceCustomStri SourceAddress

15

MO>KHO MCMNOJIb30BaTb aHaNOrMyHyto 6osee BbICTPYO QYHKLMIO:

SELECT unig(SourceAddress) as uniqSrclP
FROM “events®
WHERE Code = '200' AND DeviceCustomString2 !='-" AND DestinationServiceName = 'apache_access'

AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'
AND not inSubnet(SourceAddress, '91.103.66.0/24")

[ToacyeT YHUKaJIbHbIX adpecoB
nocetutenen kb.kuma-community.ru no
OHAM

SELECT count(DISTINCT SourceAddress) as “metric’,
formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y', 'Europe/Moscow') as value
FROM "events®

WHERE Code = '200' AND DeviceCustomString2 !='-" AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

GROUP BY value


https://kb.kuma-community.ru/uploads/images/gallery/2023-10/psGimage.png

Events 3 Norsfresh v || 11d 2023-10-22000000-2023. v | B2 Swreger 100T3I Gt v

ot

T: SELECT count(DISTINCT SourceAddress) as ‘metric’, formatDateTime(fromUmixTimestamp64Milli(Timestamp), "%d-%m-%Y¥' & 'Europe/Moscow') as walue FROM “events' WHERE Code = '20@° AND DeviceCustomString2 Q 'Il
!= "-' AND DestinationServiceName = 'apache_access' AND DeviceCustomString3 = 'GET' AND DestinationHostMame = 'kb' AND net inSubnet(SourceAddress, '91.183.66.8/24') GROUP BY value

metric value

147 26-10-2023
140 27-10-2023
115 24-10-2023
103 25-10-2023
120 31-10-2023
166 30-10-2023
3 28-10-2023
33 29-10-2023
145 23-10-2023
22 22-10-2023
115 01-11-2023

[TloocyeT cpeagHero KoJinyecsa
nepenaHHbIX 6anT nocetTunTenenm kb.kuma-
community.ru no ncto4yHuky IP ¢ 00:00 no
08:00

SELECT avg(tolnt32(BytesOut)), SourceAddress

FROM "events®

WHERE BytesOut!= 0 AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000
AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)*1000
GROUP BY SourceAddress DESC LIMIT 250

Events % Norsfrash v || 24 2023-11-220000:00-2023-. v | | BB Storage: STOR v
T= | SELECT avg(toInt32(Bytesout)), SourceAddress FROM “events’ WHERE BytesOut!= @ AND Timestamp ~= toUnixTimestamp(toStart0fDay((now() - INTERVAL 1 DAY))]#1B86 AND Timestamp <= toUnixTimestamp Q b B

(toStart0fDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)*1888 GROUP BY SourceAddress DESC LIMIT 258

avgltoInt32(BytesOut)) SourceAddress
126 1

143655 207 53
9499 666666666566 185 350
58457.565217351304 89.4) 2
43983.75 45.1 148
91397.61538461539 176 33

5874 213 3221


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/np2image.png
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OTobpakeHne Konn4vecTBa nepegaHHbIX U
NPUHATBIX 6aNT NO BHYTPEHHUM agpecam
bonee 176

SELECT StartTime , EndTime , SourceAddress AS "SOURSE ADDRESS", DestinationPort AS *"TO PORT",
ApplicationProtocol AS "APPLICATION", DeviceCustomStringl AS "RULE", formatReadableSize(Bytesin) AS
"SENT", formatReadableSize(BytesOut) AS "RECEIVED", formatReadableSize(FlexNumberl) AS "TOTAL"
FROM "events®

WHERE FlexNumberl > 1000000000

GROUP BY StartTime, EndTime, SourceAddress, DestinationPort, ApplicationProtocol, DeviceCustomStringl,
BytesIn, BytesOut, FlexNumberl

ORDER BY "EndTime™ DESC LIMIT 250

) l
E
]
]
z
E
3
K]
b=
[«
g

StartTime EndTime SOURSE ADDRESS TO PORT APPLICATION RULE SENT RECEIVED TOTAL
2024-06-2509:14:54  2024-06-25 20:15:00 192.1: 3389 ms-rdp
2024-06-2516:02:48  2024-06-25 16:04:30 192.1. 5434 postgres

JKCTpPa 3anpochkl

108 GiB

CknienkKa no BpeMeHu NoaKal4YeHnin
nosib3oBaTesien C OAHOro agpeca n Ha
oaunH VPN cepBep

SELECT SourceUserName, SourceAddress, SourceHostName, groupArray(FlexStringl) as time
FROM “events”
WHERE SourceProcessName = 'Create session'

GROUP BY SourceUserName, SourceAddress, SourceHostName LIMIT 10
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Events {3 Norefresh v || 2d 2022-12-05000000-202. v | |E
T= SELECT SourceUserName, SourceAddress, SourceHostName, groupArray(FlexStringl) as time FROM ‘events’ where SourceProcessName - 'Create session’ GROUP BY SourceUserName, SourceAddress,
SourceHostName LIMIT 18

SourceAddress SourceHostName

SSLVPN-CLO2-02 06:-46:5714:268:02 111519

SELVPN-CLO2-01 06:50:49

SSLVPN-CLO2-01 05:00:47,05:.02:07

SSLVPN-CLO2-01 15:50:38.18:42:09,12.08:12

CkKJienKa pa3/inyHbiX agpecos
NoaKJIl0OYEeHNN OT O4HOIro NMoJib30oBaTend
Ha VPN cepBepe

Onepatop HAVING goctyneH c Bepcun KUMA 3.0

SELECT uniq(SourceAddress) as "Konn4ecTBo yHUKabHbIX agpecoB”, DestinationUserName as "/ims
nonb3oBaTensa", groupUnigArray(SourceAddress) as "Cnuncok agpecos”

FROM "events’

WHERE DeviceProduct = 'Ngate' AND Name = 'Create session'

GROUP BY "Mma nonb3oBaTensa"

HAVING "Ko/im4ecTBO yYHUKa/bHbIX agpecos” > 1

ORDER BY "KonnyecTBo yHUKabHbIX agpeco” DESC

LIMIT 10
Konu4ecTso yHUKaNbHLIX 3Apecos Wms none3oeartens Cnucok agpecos
; s e
5 ey
4 o5 ., | 5
4 CHIK 50 2 7
3 &V 176 S -

3 vALOV os2 .
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Obpe3ka OOMEHOB 00 BTOPOro YPOBHSA U
yCJI0BUE C HECKOJIbKUMM 3arnpocaMi

SELECT count(ID) as cnt, cutToFirstSignificantSubdomain(DestinationHostName) as dstH
FROM “events’

WHERE DeviceCustomStringl = 'Q"' AND DestinationProcessName = 'DNS'

AND DeviceCustomString5 IN ('A’, 'AAAA', 'HTTPS')

GROUP BY dstH

ORDER BY cnt DESC LIMIT 50

Events g Norefresh v 1d 2022-12-1512-3115-2022-1. w E Storage: [OOTB] Storagewv e

T= | SELECT count(ID) as cnt, cutToFilrstSignificantSubdomain(DestinationHostName) as dstH FROM “events’ WHERE DeviceCustomStringl = "0’ AND DestinationProcessName = 'DNS' AND DeviceCustomStrings IN (‘A" | Q| i
, "AAAA", 'HTTPS') GROUP BY dstH ORDER BY cnt DESC LIMIT 50

cnt dstH

272038 E—CCAL
244771 oy
229016 mailru

205223 skysevercom.br

[[pynnupoBKa cobbITN MO KaTeropmm mn3
Tl (Regex)

SELECT count(ID) as cnt, extract(Tl, '.+category\"\:\"(["~"]+).+') as category
FROM "events®

WHERE TI !="

GROUP BY category

ORDER BY cnt DESC

Events ¥ Norefresh v | | 15m 15 minutes ~
T= | SELECT count(ID) as cnt, extract(TI, '.+category\"\:\"([*"]+).+") as category FROM "events WHERE TI '='' GROUP BY category ORDER BY cnt DESC

cnt category

39 botnet_cnc

8 oy
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HanTm v BbiBeCTn BCe 6ba3oBblie cobbiTnA
KOHKPETHOro KoppenaunoHHoro cobbituns
no ero ID

SELECT *

FROM "events®

WHERE ID IN (
SELECT arrayJoin(splitByChar(',', replaceRegexpAll(JSON_QUERY(BaseEvents, '$[*].ID"), "\[|\]|"| ', '"))) as TestID
FROM "events’
WHERE (Type = 3) AND (ID = '25e4eae3-ad6d-4114-b99e-019de3574d16")

Events > O Relstedioalert v | £ Norefresh v | | 120d 2
Alert investigation: [Test] Old bases Sl — ~ EEE -

T: SELECT * FROM "events” ORDER BY Timestamp DESC LIMIT 256

Use of SQL functions is limited when in drilldown mede. For details see Online Help
Linkto alert Timestamp 4 Name DestinationAddress  DestinationHostNa... Message ID
2023-02-0617:15:21 [Test] Old bases 103245242 kasoerskyoc. Bassl aaHHbIX X0CTa HE Gfecc2c7-6104-4fad-bbfd-cbal52811470
2023-02-06 17:15:17 103245242 kasoerskyoc. be4052c-6b55-46ad-9724-440c64388751
2023-02-06 10:40:57 [Test] Old bases 10.32.55.67 kasperskypc Bassl aaHHbix x0T HE 3%eaB85b-4712-43d6-ab00-e6159a8ef025
2023-02-06 10:40:56 10.32.55.67 kasperskype. 4e7ff3cd-145e-4896-b005-f16d01b1e280

3anpochbl K CUCTEMHbIM Tabnunuam

Y ClickHouse ecTb cuctemHble Tabnunubl (https://clickhouse.com/docs/en/operations/system-tables).

OpHa wm3 Hux - query log (https://clickhouse.com/docs/en/operations/system-tables/query log),
COAEPXXUT MHTEPECHYIO MHOPMaLIMIO O 3anpocax.

Y106bl 06paTMTbCA K AaHHbIM Tabnnuamm MOXHO mMcnonb3oBaTb KAMeHT ClickHouse, KoTopbin
pacrnoslaraeTcs no NyTun /opt/kaspersky/kuma/clickhouse/bin/client.sh

Mo)xHO 3axoguTb B KoOHcosb ClickHouse ¢ nomowbio OAHHOrO KJMEHTA, a TaK>Xe BbIMOJIHATb
3anpocbl 4Yepe3 aprymMeHTbl KJ/IMEHTa, a Takxe dQopMMpoBaTb 3anpocbl C nomouwlbio curl. B
npumepax Huxe byaeT pacCMOTPEH MMEHHO NEPBbLIN Crocob.


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/9Bbimage.png
https://clickhouse.com/docs/en/operations/system-tables
https://clickhouse.com/docs/en/operations/system-tables/query_log

BbiBOO 3ampocoB C COPTUPOBKOM MO
ONNTESNIbHOCTU

B npumepe HM)Xe npencTasBsieH 3anNpoc C COPTUPOBKOW MO OSINTENbHOCTU BbIMOJIHEHUSA 3aMNpPoOCoB
3a KOHKPETHbIN AeHb

SELECT *
FROM system.query_log
WHERE query_kind = 'Select' AND current_database = 'kuma' AND event_date = '2024-01-22'

AND query_duration ms !=10
ORDER BY query_duration_ms DESC LIMIT 10

BbiBO 3aMpoCoB, 3aBEPLUNBLUNXCS
oLLUMOKON

SELECT *

FROM system.query_log

WHERE type = 'ExceptionWhileProcessing' AND current _database = 'kuma’
LIMIT 10



