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3anpocbkl B KUMA (npumepsbl)

Onwucanune dpyHkumn ClickHouse ons paboTbl € 3anpocamu:

https://clickhouse.com/docs/ru/sql-reference/functions/

3anpoc n3 nHtepdenca npobpaceviBaetca B b1 ¢ nobaBneHnemM rpaHuL, BPEMEHHOIO

npoMeXXyTKa 1 BbIOpaHHbIX TEHAHTOB, MPUMeEpP: ... AND (Timestamp >= 1715689595208 AND
Timestamp <= 1715689895208) AND (TenantID IN (‘alfbde7a-76d3-4bbc-a769-82126b41b56f')) ORDER BY ...

https://www.youtube.com/embed/FnIT2hh ACk?si=ktO0grB Q7rBL5wm

ba3oBble 3anpochkl (MOUCK
cobbiTnI)

Tunbel cobbiTun B KUMA

CobbiTHnAa

= ‘ SELECT * FROM "events’ WHERE Type = | DeviceProduct = 'Windows' ORDER BY Times
Timestamp Mone cofsTwa |
DeviceProduct DeviceEventCategory TransportProtocol Tone cofeTus

Tooe oo oo

Windows Microsoft-Windows-Securty-Audit

Windows Microsoft-Windows-Security-Audit



https://www.youtube.com/embed/FnlT2hh_ACk?si=ktOOgrB_Q7rBL5wm
https://clickhouse.com/docs/ru/sql-reference/functions/

[MoocyeT cobbITUM MO MO0

SELECT count(ID) as count_num, DeviceVendor
FROM “events’

GROUP BY DeviceVendor

ORDER BY count_num DESC LIMIT 250

CobbiTus £ Heobrosmrs v | | 1a Z4usca

T: SELECT count(ID) as count_num, DeviceVendor FROM “events  GROUP BY DeviceVendor ORDER BY count_num DESC LIMIT 258
DeviceVendor count_num

Unix 935809

Kaspersky 137424

Microsoft 112296

BbinosiIHEHME MaTeMaTun4yeckmnx onepaunmn
N CpaBHEHUW

SELECT DeviceProduct, SourceUserName, round(sum(BytesIn)/1024, 2) as KiloBytes
FROM events’

WHERE BytesIin > '0' OR BytesOut > '0'

GROUP by SourceUserName, DeviceProduct

ORDER BY KiloBytes DESC LIMIT 250

NHorpa 60nbLIy0 NPON3BOANTENBHOCTL AAeT YCN0BMEe CoO CKoOBKamm WHERE (Bytesin > '0' OR
BytesOut > '0')

[1lo moacTpokKe (PerncTpo3aBnNCUMbIN) C
ycnosuem VU

SELECT *

FROM "events®

WHERE DeviceHostName like '%serv%' AND DeviceProduct = 'Windows'
ORDER BY Timestamp DESC LIMIT 250



CobbiTua

SELECT * FROM

events

DeviceProduct  DeviceHostName

Windows winzervi9 sales lab
Windows winserv19 saleslab
Windows winservi9.sales.lab

WHERE

SourceUserName

winserv19s

winservi9%

DeviceHostName like

'%servi’ AND DeviceProduct = 'Windows'

Timestamp 4
0612 2022 10:52:20
06122022 10:31:40

06122022 10:31.40

TenantlD

Main

Main

Main

DeviceVendor

Microsoft

Microsoft

Microsoft

DestinationAddress

3 Heobrosnate ¥ | | 15w 13 munyr v

ORDER BY Timestamp DESC LIMIT 258

DestinationUserNa..  Name
MALWAREPROTECTIO
sdministrators Asecurity-enabled loc...

administrators A security-enabled loc..

O NoAcTpokKe (pernctpoHE3aBucnmbIn)

SELECT *
FROM “events’

WHERE DeviceEventCategory ilike '%auditing%' AND DeviceProduct = 'Windows'

ORDER BY Timestamp DESC LIMIT 250

CobbiTua

T= | SELECT * FROM "events

DeviceProduct

DeviceEventCategory

Windows

Windows

[To ncxooHoMmy / Cblpomy

SELECT *
FROM “events”

WHERE Raw ilike '%technique%'

Microsoft-Windows-Security-Auditing

WHERE DeviceEventCategory ilike '%auditing%' AND DeviceProduct =
SourceUserName
boris-tests

boris-tastS

ORDER BY Timestamp DESC LIMIT 250

CobbITHa

T= | SELECT » FROM "events

TenantID Timestamp

Main 30.10.2023 17:4001
Mzin 30.10.2023 17:35:59
Main 30.10.2023 17:38:47
Main 30.10.2023 17:38:36
Main 30.10.202317:38:34

WHERE Raw ilike '%technigue%’ ORDER

Name

Metwork connection detected

Network connection detectad

File created

Network connection detectsd

Metwork connection detected

Timestamp 4

0612 21

22 10:58:15

0612 2022 10:58:15

BY Timestamp DESC LIMIT 250

DeviceProduct

Windows

Windows

Windows

Windows

Windows

DeviceVendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

TenantlD

'Windows' ORDER BY Timestamp DESC LIMIT 258

) Heofrosnars v || 14 lwac v | | B fosmwnaws Bamov || s
Q &b B
DeviceVendor DestinationAddress  DestinationUserNa.. Name fo}
Microsoft cverema An sccount was succe
Microsoft cverema An sccount was succe
-
< Ho@ MHdopMauma o cobbiTum X
WcxopHoe cobbitne [ul]

DestinationAddress

106885130

£280-0-0:0-ddd9-f270:5.

10.68.85.168

feB0:0-0:0-a9c0:26b8:A0.

<Event xmlns="http://schemas.microsoft.com/win/2884/88/events/event'>
<System><Provider Name='Microsoft-Windows-Sysmon’ Guid='{5778385f-c22a-
43ed-bf4c-B6756987Tbdd} " /><EventID»3</EventID=<Version=5</Version=
<Level>4</Level><Task>3</Task><Opcode~8</0pcode>
<Keywords>0x8080060000800008</Keywords=<TimeCreated SystemTime="20623-16-
38T14:39:59.5683935Z" /><EventRecordID>1856861</EventRecordID><Correlation/>
<Execution ProcessID='13572' ThreadID='13752"/><Channel>Microsoft-Windows-
Sysmon/Operational</Channel=<ComputersBoris-Test.sales. lab</Cemputers
<Security Us </System><EventDatax<Data

Name="RuleNa T1571, technique_name=Non-Standard Port</Datas
<Data Nams ~38 14:36:33.425</Data><Data
Name="ProcessGuid'>{117eae48-29b 2-1f 5
Name="ProcessId’>1468</Data><Data

}</Datz><Data

[10 HECKOJIbKUM 3HavYeHunam, smecto OR
MO>XHO ncnosib3osaTtb IN



SELECT *

FROM "events’

WHERE DeviceEventClassID IN ('BROKER_USERLOGGEDOUT', 'BROKER_USERLOGGEDIN')
AND DeviceProduct = 'Horizon'

ORDER BY Timestamp DESC LIMIT 250

Events 3 Norefresh v Sm 5 minutes

T: SELECT * FROM "events’ WHERE DeviceEventClassID IM ('BROKER_USERLOGGEDOUT','BROKER_USERLOGGEDIN') AND DeviceProduct = 'Horizon' ORDER BY Timestamp DESC LIMIT 250

Timestamp 4 DeviceReceiptTime Name DeviceVendor DeviceProduct DeviceEventClassID DestinationHostNa...  FilePath
2023-05-12 10:33:43 2023-05-12 10:33:43 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:33:28 2023-05-1210:33:23 Broker VMWare Herizon BROKER_USERLOGGEDIN

2023-05-12 10:33:.09 2023-05-12 10:33:04 Broker VMWare Horizon BROKER_USERLOGGEDIN

2023-05-12 10:32:34 2023-05-12 10:32:54 Broker VMWare Herizon BROKER_USERLOGGEDOUT

[10 nooceTwn

SELECT *

FROM "events’

WHERE inSubnet(DeviceAddress, '10.68.85.70/32")
ORDER BY Timestamp DESC LIMIT 250

COGbITHﬂ c He ofHosnats w 15m 15 MMHYT

T: SELECT * FROM “events’ WHERE inSubnet(DeviceAddress, '18.68.85.78/32") ORDER BY Timestamp DESC LIMIT 25@

DeviceVendor DeviceAddress Timestamp 4 Name DeviceProduct Tenant|D DestinationAddress  DestinationUserNa...
Kasoersky 10.68.85.70 02122022 17:09:43 Process ECR Main
Kasoersky 10.68.85.70 02.122022 17:09:43 Process EDR Main
Kaspersky 10.68.85.70 02.12.2022 17:09:37 File change EDR Main

BHewHne IPv4 agpeca

SELECT count(ID) as count, DestinationAddress

FROM "events’

WHERE NOT empty(DestinationAddress) AND NOT (inSubnet(DestinationAddress, '10.0.0.0/8') OR
inSubnet(DestinationAddress, '172.16.0.0/12') OR inSubnet(DestinationAddress, '192.168.0.0/16') OR
inSubnet(DestinationAddress, '127.0.0.0/8"))

AND NOT isIPv6String(DestinationAddress)

GROUP BY DestinationAddress

ORDER BY count DESC LIMIT 250



Cob6biTuA

He ofkoenaTo v

14 | Mocnennuit uac v

STOR (Main) ~

SELECT count(ID) as-count, -DestinationAddress-FROM: "events” -WHERE:NOT-empty(DestinationAddress)-AND-NOT- (inSubnet(DestinationAddress,-'10.0.0.9/8") OR-inSubnet(DestinationAddress,  '172.16.9.9/12')-0R- inSubnet
(DestinationAddress|, - '192.168.0.0/16") -OR- inSubnet(DestinationAddress, - '127.0.0.0/8')) -AND-NOT-isIPvéString(DestinationAddress)-GROUP-BY-DestinationAddress-ORDER-BY-count-DESC-LIMIT-250

y

C BepHyTscA K ncxofHoMmy sanpocy B ol

COBBITUS FPYMNMbI 1000 15 obuiera konwseotsa s rpynne. ©

~  Timestamp 4 v Name

v DeviceProduct

MoKek no NokanbHLIM cobbITuamM... Q &

v DeviceVendor

|'py|1|1|,| (250) O Kaproukw | ) Tebnuua = »>
@ TSV TMowck no nonsm rpynns Q TSV
DestinationAddress: 185.199.110.133 *

TenantlD
count: 810 — Main
DestinationAddress: 185 199 108 133

Main
count: 809 -
DestinationAddress: 185 199 109.133 Main

19.12.2024 10:54:31:284

19.12.2024 10:54:30:284

19122024 10:54:29:282

[To oTCyTCTBYHOLWIEMY MOJIIO

SELECT *
FROM “events”

WHERE empty(DeviceEventClassIiD) AND Raw ilike '%backdoor_user%'

ORDER BY Timestamp DESC LIMIT 250

SELECT-*-FROM- "events -WHERE-empty{DeviceEventClassID)-AND-Raw-ilike- '#backdoor_userX' -ORDER-BY-Timestamp-l

o Tsv
TenantlD v Timestamp - v DeviceHostName w DeviceEventClas
Main 13.08.2024 11°50:39:174 ru
Main 13.08.2024 11:50:39:174 ru
Main 13.08.2024 11:50:33:173 ru
Main 13.08.2024 11:50:33:173 ru
Main 13.08.2024 11°50:33:173 ru

[10

SELECT *
FROM “events”

WHERE match(DestinationUserName, '“\w+\-\d\$$")

ORDER BY Timestamp DESC LIMIT 250

audit
audit

audit

O Konupoeats

TenantlD
Timestamp
EndTime
DeviceAddress
DeviceHostMame
DeviceProcessID
DeviceProcessName
DeviceReceiptTime
DeviceTimeZone

DeviceVendor

PEryasspHOMY BbIpa>XeHUIO

Unix
Unix

Unix

Main

13.08.2024 11:50:39:174

13.08.2024 12:20:38:000

192.168.0.178

r

2644130

useradd

13.08.2024 11:50:39:174

+03:00

Unix


https://kb.kuma-community.ru/uploads/images/gallery/2024-12/gUdimage.png

CobbiTHg

L SELECT * FROM

limestamp

events’

WHERE match(DestinationUserName,

Name

~

DeviceProduct

~

He 0fHoENATH

~\w+\-1d\$$') ORDER BY Timestsmp DESC LIMIT 250

DeviceVlendor

v 1a MocnegHue 24y

v DestinationUserName

v DeviceEve

23.10.2024 16:24:31:736

23102024 16:24:31:736

23102024 16:24:28:735

23.10.2024 162428735

23.10.2024 16:23:53:578

An accountwas successfully logged on
An acocount was logged off.
An account was successfully logged on
An accountwas logged off.

An accountwas successfully logged on

Windows

Windows

Windows

Windows

Windows

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

pc-2%
po-2%
po-5%
pe-5%

pc-4%

[TpoBepKa paboTbl oboraweHuns

OboraweHmne cobbiTn AKTUBAMI

SELECT *

FROM “events”

WHERE (DeviceAssetID !'= " OR SourceAssetID != " OR DestinationAssetID != ")

ORDER BY Timestamp DESC LIMIT 250

OboraweHune cobbiTtnn ¢ LDAP

SELECT *

FROM “events”

WHERE (SourceAccountID !'= " OR DestinationAccountID !="

ORDER BY Timestamp DESC LIMIT 250

OboraweHmne cobbiTn gaHHbIM U3 TI

SELECT *

FROM “events’

WHERE NOT TI=""

4624

4634

4624

4634

4624



ORDER BY Timestamp DESC LIMIT 250

PaboTa ¢ Extra nonem

[1To nonto Extra cogep>xawme Ko

SELECT *
FROM “events”
WHERE visitParamHas(Extra, 'memUsage’)

ORDER BY Timestamp DESC LIMIT 250

Raw {opul™0 cpu2™0. cpu ™0 cpud ™0 diskBlock™
4096, diskSize 26056703, diskUsage"810442
5. memBlock 65530, memsSize 65519, memSi
zeKB" 4193260 memUsage"61367 sysMam
e"de-0lsales lab sysUeTime 5371326915 n

Extra dizkBlock: 4096
dizkSize: 26056703
disklJzage: 81944235
memBlock: 65536
memsize: 65519
e = e e

memUsage: 61367

[1To nonto Extra cogepxawme Ko
onpepesieHHbIM 3HavYyeHnem

SELECT *

FROM "events’

WHERE visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250

SELECT *
FROM "events’
WHERE JSONExtractString(Extra, 'memUsage’) = '61367'


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/y7Pimage.png

ORDER BY Timestamp DESC LIMIT 250

Type Base

Raw {epul™0 cpuz™l, cpu3™ 0. cpud™ 0 diskBlock™
4096, disk5ize”26036703, dizkl)=age"815442
3. memBlock 65536, membSize 65519, memsi
zeKB 4193260, memUsage™ 61367 sysMam
e "dc-01sales lab sysUpTime 371333918 n
Extra lock: 4096
re: 26056703
age: B194425

[1To nonto Extra HE copep>xawme Ko
onpeneneHHbIM 3HavyeHnem

SELECT *

FROM "events’

WHERE visitParamHas(Extra, 'memUsage')

AND NOT visitParamExtractString(Extra, 'memUsage') = '61367'
ORDER BY Timestamp DESC LIMIT 250

Type Base
Raw {cpul™1 cpu2™1 cpu3™ 1 cpud™0 diskBloc
k40596, diskSize 26036703, diskUsage™819
4885, memBlock 65536, memb5ize” 6551

9 mem5izekKB 4193260, mermUsage"6169
3 sysMame™"dc-01sales.lab sysUpTime 371
362433}

Extra diskBlock: 4096
Size: 26056703
Jsage: 8194885
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i
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https://kb.kuma-community.ru/uploads/images/gallery/2023-08/lhSimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/cWjimage.png

PaboTa co BpemeHeM

Timestamp no ymona4daHuto B popmaTte epoch time 4nucna ¢ mumnucekyHgamum (UnixTimestamp)

Cnucok Tanm 30H: https://en.wikipedia.org/wiki/List of tz database time zones

CobbiTha 4 Heobrosmsrs v | | in 2duscs v || B2 dosmvnuwe Exam v

T= || SELECT Timestamp, DeviceProduct, Name, Message FROM “events' WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 258 Q  du
r Ny . DeviceProduct Name Message

1670227006886 9 @

DR Connection Network cannection from 10 63,85 145 10 10 68 851355983
05122022 105646 EDR Process Process C:\Windovisiystem32\wermgr.exe on
0512202210:56:43 EDR Comnecton Netwark connection from 10.68.85.130 to 10.68.65.50.3128
3 /
. . . P , . .

SELECT Timestamp, fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow') as NormTime,

DeviceProduct, Name, Message

FROM "events

H —_ 1 1

WHERE DeviceProduct = 'EDR

ORDER BY Timestamp DESC LIMIT 250
CobbiTua £ Heotrosmars v | | 1a 24uaca v || B Xoaswwmuwe: [Bam_v
= l SELECT Timestamp, fromunixTimestamp64Milli(Timestamp, 'Europe/Moscow') as NormTime, DeviceProduct, Name, Message FROM ~events WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LINIT 258 Q
NormTime Timestamp 4 DeviceProduct Name Message
2022-12-05 10:59:58.917 05122022 10:59:58 £0R Connection Hetwork connection from 10 68 85137 1o 184 51 233 240:80
2022-12-0510:59:58.947 05122022 10:50:58 £0R Process Process C:\Windows\SysWOWE4\chco.com on
2022-12-05 10:59:58.817 05122022 10:59:58 £0R Script run via shell Script event_scriot_bat_KSC.bat was run from command shell on

YKa3aHue ceoero popmaTta BpeMeHu

SELECT Timestamp, formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S') as
NormTime,

DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR!'

ORDER BY Timestamp DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/qvUimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/rHRimage.png
https://en.wikipedia.org/wiki/List_of_tz_database_time_zones

Co6biTua O Heobrosnsms v || 1 24usca v | B oswmmss Eem v

T= | SELECT Timestamp, formatDateTime(fromUnixTimestamp6dMilli(Timestamp), '%d-%m-%f %H:WM:%S') Q
as NormTime, DeviceProduct, Name, Message FROM “events WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 25@

NormTime Timestamp { DeviceProduct  Name Message

05.12.2022 11:05:59 EDR Pracess Pracess C:\Windows\System32irundli32 exe on
05-12-2022 08:05:59 05.12.2022 11:05:59 EDR Registry change Registry value \REGISTRY\USERS-1-5-21-781213047-504974509-2262175553-1766_Classes\Local Settings\Software\Mic
05-12-2022 08:05:59 05.12.2022 11:05:59 EDR Registry changs Registry value \REGISTRY|USER|5-1-5-21-761213047-594874502-226 2175553~ 1766\ SOFTWARE\ Microsoft|

CBon popmaT BpeEMEHU C TAUM30OHOW

SELECT Timestamp,

formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,

DeviceProduct, Name, Message

FROM "events®

WHERE DeviceProduct = 'EDR'

ORDER BY Timestamp DESC LIMIT 250

CobbiTua 3 Heobrosnars w | | 1a 24uaca v || B oo Eem. v

T= | sewect Timestamp, formatDateTime(fromunixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%M:%S', 'Europe/Moscow'l) Qe

as NormTime, DeviceProduct, Name, Message FROM ‘events’ WHERE DeviceProduct = 'EDR' ORDER BY Timestamp DESC LIMIT 250

NormiTime Timestamp $ DeviceProduct Name Message

05712—202 05.12.2022f11:08:01 | EDR Connection Network connection from 10.68.85.11 10 10.68.85.2:49668

05-12-2022 11:07:58 05122022 11:07:58 EDR Process Process C'\Users\rodonov|AppDataLocal|\ Microsaft\ OneDrivet 19.043 0304 0013_2\FileCoAuth exe on
05-12-2022 11:07:37 05.12.2022 11:07:37 EDR Process Process C:\Windows\SysWOWS4\wbem\WmiPrvSE exe on

CobbiTnsa B "paboyee Bpemsa” ¢ 9 no 18

SELECT Timestamp,

formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%i:%S"', 'Europe/Moscow') as
NormTime,

DeviceProduct, Name, Message

FROM "events’

WHERE DeviceProduct = 'EDR' AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) >= 9
AND toHour(fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow')) < 18

ORDER BY Timestamp ASC LIMIT 250

)


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/u8bimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/YNHimage.png

CobbiTna % Heowomnars v | | 1a 021220220000:00-0312.. v | | B2 Xoawwummue: [Exam_v

T= || SELECT Timestamp, formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y %H:%M:%S', 'Europe/Moscow’) as MarmTime,DeviceProduct, Name, Message FROM “events' WHERE DeviceProduct = 'EDR' AND Q E
toHour (fromUnixTimestamp64Milli(Timestamp, 'Europe/Moscow’)) >= 9 AND toHour(fromUnixTimestamp&4Milli(Timestamp, 'Europe/Moscow')) < 18 ORDER BY Timestamp ASC LIMIT 25@

Beero: 25118

NormTime Timestamp 1 DeviceProduct Name Message &

02-12-2022 02:00:00 02.12.2022 02:00:00 EDR Process Process C:\Windows\SysWOW64\chco.com on

02-12-2022 0%:00:01 0212 2022 09-00:01 EDR Process Process C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Centerikiserverexe on

[MoaocyeT cobbiTna NO dUNLTPY 3a nepuon
BYyepallHero gHAa ¢ 00 go 04 4acoB C
rpynnmupoBkon no SourceAddress

SELECT count(ID) as Count_Num, SourceAddress, groupArray(fromUnixTimestamp64Milli(Timestamp)) as
time_stm

FROM "events’

WHERE DeviceEventClassID = '4624' AND DeviceProduct = 'Windows'

AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000

AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 4 HOUR)*1000
GROUP BY SourceAddress LIMIT 250

CobbiTua ¥ Heofmosnats v | | 15a 01.05.202300.0000-1605. v | | B3 Xpsmunmwe [COT.. v

B= || SELECT-count(ID)-as-Count_Num, -SourceAddress, groupArray(fromunixTimestamp64Milli(Timestamp))-as-time_stm:FROM: events -WHERE:DeviceEventClassID-=-'4624"-AND-DeviceProduct:=:'Windows' -AND-Timestamp: Q
>=-tolnixTimestamp(toStartOfDay ((now()---INTERVAL-1-DAY)))*106@-AND - Timestamp:<=-toUnixTimestamp(toStartOfDay((now()---INTERVAL-1-DAY))-+-INTERVAL-4-HOUR)+*16@8-GROUP-BY-SourceAddress-LINIT-250

Count_Num SourceAddress time_stm

202 ['2023-05-14 00:01:08 729:2023-05-14 00:01:23 750;2023-05-14 00:02:50.996. 2023-05-14 00:02:50.997:2023-05-14 00:02:50 657.2023-05-14 00:03:18 100:2023-05-14 00:07:04.727: 2023-05-14 D0.07.36.786.2023-05-14 00
89 10688564 ['2023-05-14 00:01:08 728:2023-05-14 0C:01:08 728, 2023-05-14 00:01.:08 728 2023-05-14 00:01:08.729"2023-05-14 00:01:34 772:2023-05-14 00:07:02 726.2023-05-14 00:07:02. 726" 2023-05-14 00.07.02 727 2023-05-14 00
24 10.68.85.124 ['2023-05-14 00:06:38 670:2023-05-14 0C:21:38 550, 2023-05-14 00:36:38 820 2023-05-14 00:51:39.021/2023-05-14 01-06:39 167.2023-05-14 01:21:30 30572023-05-14 01:35:10.546'2023-05-14 01:35:18 5462023-05-14 01
45 10.68.85.150 ['2023-05-14 00:11:15.271:2023-05-14 00:26:15 180;2023-05-14 00:27:23 386 2023-05-14 00:41:14.534:2023-05-14 00:56:14 665.2023-05-14 01:02:01 41472023-05-14 01:02:01.414°2023-05-14 01:02:01.414:2023-05-14 01

[loocyeT YHUKaNbHbIX aApecosB
noceturtesien kb.kuma-community.ru

SELECT count(DISTINCT SourceAddress) as unigSrclP

FROM "events’

WHERE Code = '200"' AND DeviceCustomString2 !="'-' AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/w7Jimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/Ye0image.png

T: SELECT count(DISTINCT SourceAddress) as uniqSrcIP FROM ‘events’ WHERE Code = ‘288" AND DeviceCustomString2 '= '-' AND DestinationServiceName = ‘apache_access’ AND DeviceCustomString3 = "GET' AND
DestinationHostMame = "kb' AND mot inSubnet(SourceAddress, '91.183.66.8/24")

unigsrclP DeviceCustomStri SourceAddress

15

MO>XHO MCMNOJIb30BaTb aHaNOrMyHyto 6osee BbICTPYO QYHKLMIO:

SELECT uniq(SourceAddress) as uniqSrclP

FROM "events’

WHERE Code = '200' AND DeviceCustomString2 !="'-' AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

[ToacyeT YHUKaJIbHbIX adpecoB
noceturtesien kb.kuma-community.ru no
OHAM

SELECT count(DISTINCT SourceAddress) as “metric’,
formatDateTime(fromUnixTimestamp64Milli(Timestamp), '%d-%m-%Y', 'Europe/Moscow') as value
FROM "events®

WHERE Code = '200"' AND DeviceCustomString2 !='-' AND DestinationServiceName = 'apache_access'
AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb'

AND not inSubnet(SourceAddress, '91.103.66.0/24")

GROUP BY value

Events 3 MNorsfrash v || 11d 2023-10-22000000-2023. v || B Sorsge[00TEI St v
T= | SELECT count(DISTINCT SourceAddress) as “metric’, formatDateTime(fromUnixTimestamp64Milli(Timestamp), “%d-%m-%Y', 'Europe/Moscow') as value FROM “events WHERE Code = '28@° AND DeviceCustomString2 Q

!= "-' AND DestinationServiceName = 'apache_access’' AND DeviceCustomString3 = 'GET' AND DestinationHostName = 'kb' AND net inSubnet(SourceAddress, '91.183.66.8/24') GROUP BY value

metric value

147 26-10-2023
140 27-10-2023
115 24-10-2023
103 25-10-2023
120 31-10-2023
166 30-10-2023
39 28-10-2023
33 29-10-2023
145 23-10-2023
22 22-10-2023

115 01-11-2023


https://kb.kuma-community.ru/uploads/images/gallery/2023-10/psGimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-11/np2image.png

[ToocyeT cpegHero Kosn4yecna
nepegaHHbliXx banT nocetnutenen kb.kuma-
community.ru no ncto4yHuky IP ¢ 00:00 no
08:00

SELECT avg(tolnt32(BytesOut)), SourceAddress

FROM "events’

WHERE BytesOut!= 0 AND Timestamp >= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)))*1000
AND Timestamp <= toUnixTimestamp(toStartOfDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)*1000
GROUP BY SourceAddress DESC LIMIT 250

Events £ Norefresh v || 2d 2023-11-22000000-2023- . v Storage: STOR

T= | SELECT avg(toInt32(BytesOut)), SourceAddress FROM “events' WHERE BytesOut!= @ AND Timestamp »= toUnixTimestamp(toStart0fDay((now() - INTERVAL 1 DAY)))*188@ AND Timestamp <= toUnixTimestamp Qo
(toStart0fDay((now() - INTERVAL 1 DAY)) + INTERVAL 8 HOUR)+10608 GROUP BY SourceAddress DESC LIMIT 258

avgltolnt32(BytesOut)) SourceAddress

126 1

143655 207. 53

9499 566566666666 185 350

58497.565217391304 89.1 2

4398375 26.1) 148

91397.61538461533 176 Ex]

5874 23 5221

OTobpakeHne KoanyecTBa nepenaHHbIX 1
NPUHATBIX 6aNT NO BHYTPEHHUM agpecam
bonee 116

SELECT StartTime , EndTime , SourceAddress AS "SOURSE ADDRESS", DestinationPort AS "TO PORT",
ApplicationProtocol AS "APPLICATION", DeviceCustomStringl AS "RULE", formatReadableSize(BytesIn) AS
"SENT’, formatReadableSize(BytesOut) AS "RECEIVED", formatReadableSize(FlexNumberl) AS "TOTAL"
FROM "events’

WHERE FlexNumberl > 1000000000

GROUP BY StartTime, EndTime, SourceAddress, DestinationPort, ApplicationProtocol, DeviceCustomString1,
BytesIn, BytesOut, FlexNumberl

ORDER BY "EndTime™ DESC LIMIT 250


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/537image.png

o wve BLIrpy3KY 33 aeks d, osv 1d

StartTime EndTime SOURSE ADDRESS TO PORT APPLICATION RULE SENT  RECEIVED TOTAL

JKCTpPa 3anpochkl

CkJienka no BpeMeHn NoaKJIIYEeHNN
nosib3oBaTesien C OAHOro aapeca mn Ha
oaunH VPN cepBep

SELECT SourceUserName, SourceAddress, SourceHostName, groupArray(FlexStringl) as time
FROM “events”
WHERE SourceProcessName = 'Create session'

GROUP BY SourceUserName, SourceAddress, SourceHostName LIMIT 10

Events {3 Norsfresh ~ | 2d 2022-12-05000000-202. v B
T= | SELECT SourceUserName, Sourceaddress, SourceHostName, groupArray(FlexStringl) as time FROM “events  where SourceProcessName = 'Create session’ GROUP BY SourceUserName, SourceAddress,
SourceHostName LIMIT 18

SourceAddress SourceHostName SourceUserName time

SSLVPN-CLO2-02 06:46:5714:28:02 1119:19

SSLVPN-CLO2-01 06:50:49
SSLVPN-CLO2-01 05:00:47.05:02:07

SSLVPN-CLO2-01 15:50:38.18:42-09.12:08:12

CkJienKa pas3/inyHbiX aopecos
NoaKJJII0YeHNN OT O4HOIro NMoJsib3oBaTend
Ha VPN cepBepe


https://kb.kuma-community.ru/uploads/images/gallery/2024-06/pGZimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/rqIimage.png

OnepaTtop HAVING pgoctyneH c Bepcun KUMA 3.0

SELECT uniq(SourceAddress) as "Konn4ecTBo yHUKabHbIX agpecos”, DestinationUserName as "/ims
nosb3oBaTens", groupUnigArray(SourceAddress) as "Cnucok agpecos"

FROM “events’

WHERE DeviceProduct = 'Ngate' AND Name = 'Create session'

GROUP BY "Mmsa nonb3osaTtensa"

HAVING "Konn4yecTBo YHUKaNbHbIX agpecos” > 1

ORDER BY "KonnyecTBo yHUKaNbHbIX agpecos"” DESC

LIMIT 10
Konu4ecTso yHUKaNbHLIX 3Apecos Wms none3oeartens Cnucok agpecos
; cara ez
5 o
4 o5 ., | 5
4 CHIK 50 2 7
: 1.+ -
3 v 176 S -
3 e R +:
3 VALOV o2 |

Obpe3ska OJOMEHOB 00 BTOPOro YPOBHSA U
YCJ/IOBME C HECKOJIbKUMUN 3arnpocamMmm

SELECT count(ID) as cnt, cutToFirstSignificantSubdomain(DestinationHostName) as dstH
FROM "events®

WHERE DeviceCustomStringl = 'Q' AND DestinationProcessName = 'DNS'

AND DeviceCustomString5 IN ('A', 'AAAA', 'HTTPS')

GROUP BY dstH

ORDER BY cnt DESC LIMIT 50


https://kb.kuma-community.ru/uploads/images/gallery/2024-04/fBuimage.png

Events £3 MNorefresh 1d  2022-12-15123115-2022-1. v | | B2 Storage: [OOTE] Storagew | | eo»

T= | SELECT count(ID) as cnt, cutToF:lrstS:Lgn1f1cantsubdoma1n(DesunauonHostName) as dstH FROM "events’ WHERE DeviceCustomStringl = "Q' AND DestinationProcessName = 'DNS' AND DeviceCustomStrings IN (A’ Q
, "AAAA", 'HTTPS') GROUP BY dstH ORDER BY cnt DESC LIMIT 58

cnt dstH

272038 EmOCAHL
244771 oy
229016 mailru

205223 skysevercom br

Obpe3ska 4OMEHOB 00 BTOPOro YPOBHSA U
nckndeHme |IP agpecoB C NOMOLbLIO
pPeryaspHoOro BblpakeHun4

SELECT count(ID) as “metric”, cutToFirstSignificantSubdomain(RequestUrl) as “value’,

match( value’, '~ ([a-zA-Z0-9-]+\.)+[a-zA-Z1{2,}$') AS is_valid_domain

FROM "events’

WHERE DeviceProduct = 'UTM' AND FlexString2 = 'Instant Messaging' AND Type != 3 AND is_valid_domain =1
GROUP BY “value® ORDER BY “metric’ DESC LIMIT 250

Ipynnel (6) O Kaprouxkn | [ Tabnuua | <<
TSV Mowvek no nonam rpynni... Q

metric Jov o walue v is_valid_domain v

107 whatsapp.net 1

68 telegram.org 1

14 whatsapp.com 1

10 jiveru 1

1 tme 1

1 telegram.me 1

[pynnupoBKa cobbITN Mo KaTeropmnm mn3
Tl (Regex)

SELECT count(ID) as cnt, extract(Tl, '.+category\"\:\"(["~"]+).+') as category
FROM “events”
WHERE TI !'="


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/FGfimage.png

GROUP BY category

ORDER BY cnt DESC

Events 3 Norefresh v || 15m 15 minutes v
T= | SELECT count(ID) as cnt, extract(TI, '.+category\'\:\"([*"]+).+") as category FROM "events’ WHERE TI !='' GROUP BY category ORDER BY cnt DESC
cnt category
39 botnet_cnc
8 proxy
2 tor_node
Bce 6a30Bble COObITUA KOHKPETHOr 0
KoppensaumoHHoro cobeitusa no ero 1D
SELECT *
FROM “events’
WHERE ID IN (
SELECT arrayjoin(splitByChar(',', replaceRegexpAll(JSON_QUERY(BaseEvents, '$[*1.ID"), "\[|\]|"| ', '"))) as TestID
FROM “events’
WHERE (Type = 3) AND (ID = '25e4eae3-ad6d-4114-b99e-019de3574d16")
)
Bvents > E Related o alert G Mo refresh  w 129d

Alert investigation: [Test] Old bases

SELECT * FROM “events

ORDER BY Timestamp DESC LIMIT 25@

Use of SQL funcrions is limited when in drilldown meode. For detzils see Online Help

Linkto alert  Timestamp 4

2023-02-06 17:15:21

2023-02-06 17:15:17

2023-02-06 10:40:57

2023-02-06 10:40:56

Name

[Test] Old bases

[Test] Old bases

DestinationAddress

103249142

103245142

10.325567

10.32.55.67

[lepeBo rnpoLuecca

SELECT

b.DeviceHostName AS HostName,
b.SourceAccountID AS AccountlD,

b.SourceUserName AS UserName,

DestinationHostNa. ..

kasperskype.

kasperskypc.

kasoerskyoc.

kasperskypc

Message

Bassl aaHHbIX XOCTS He

Bassl aaHHbIX X0CTa HE

b]

6fecc2c7-6104-4fad-bbfd-cba052818470

be405f2c-6b68-46ad-9724-440c64388751

a9eaB85b-4712-43d6-ab00-613928=025

4e7if3cd-145e-4896-b008%-f16d01b1e280

Z


https://kb.kuma-community.ru/uploads/images/gallery/2023-10/r5Bimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/9Bbimage.png

a.DeviceCustomString3 AS GrandParentProcessID,
a.SourceProcessName AS GrandParentProcessName,
a.DeviceCustomString5 AS ParentProcessID,
a.DestinationProcessName AS ParentProcessName,
b.DeviceCustomString5 AS ProcessID,
b.DestinationProcessName AS ProcessName,
concat(a.SourceProcessName, ' -> ', a.DestinationProcessName, ' -> ', b.DestinationProcessName) AS
ProcessTree
FROM “events™ AS a
INNER JOIN
(
SELECT *
FROM "events’
WHERE DeviceEventClassID="'4688'
) AS b
ON a.DeviceCustomString5 = b.DeviceCustomString3
WHERE DeviceEventClassID="4688'

GrandParentProcess|D 0x374

GrandParentProcessName CAWindows\System32\svchost exe

HostName pc-b.demolab

ParentProcess|D 0x2d?4

ParentProcessName CAWindows\WinSxS\amdé64_microsoft-windows-servicingstack_31bf385

6ad364e35_10.0.17763.164 none_7e114a3d4d058%9d4\TiWorker exe
ProcessID 0x1160
ProcessMName CAWindows\System32\conhost.exe

CAWindows\System32\svchost exe -> C\Windows\WinSxS\amdé64_micro
soft-windows-servicingstack_31bf3856ad364e35_100.17763.164_none

ProcessTree _7e114a3d4d0589d4\ TiWorker.exe -> C:\Windows\System32\conhost ex

UserName john

CpenHee Bpemsa ceccun Windows
rnosib3oBaTeJsien 3a 24 4aca

PaccmaTpumBaeTcs 3anpoc Ha ocHoBe cobbiTnii Windows no nosib3oBaTtensam (DestinationUserName)
cobbiTnsam Bxona (EventlD 4624) n Bbixoga (EventlD 4634) ¢ pacyeToM cpefgHero BpeMeHu cecum
nosib3oBaTensa 3a nocsenHmne 24 yaca



SELECT
login_events.DestinationUserName AS destination_user_name,
round(AVG(logout_events.logout _time - login_events.login_time)/1000) AS avg_time_diff s,
COUNT(DISTINCT login_events.login_time) AS total_logins,
COUNT(DISTINCT logout_events.logout_time) AS total_logouts,
concat(
toString(floor(avg_time_diff s/ 86400)), ' days, ',
toString(floor((avg_time_diff s % 86400) / 3600)), ' hours, ',
toString(floor((avg_time_diff s % 3600) / 60)), ' minutes, ',
toString(avg_time_diff_s % 60), ' seconds'

) AS human_readable_diff

FROM

(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS login_time,
FlexStringl AS logon_id
FROM "events’
WHERE DeviceEventClassID = '4624'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS login_events
INNER JOIN
(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS logout_time,
FlexStringl AS logon_id
FROM "events’
WHERE DeviceEventClassID = '4634'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS logout_events

ON login_events.DestinationUserName = logout_events.DestinationUserName

AND logout_events.logon_id = login_events.logon_id

WHERE logout_events.logout_time >= login_events.login_time
GROUP BY login_events.DestinationUserName

ORDER BY avg_time_diff s DESC

LIMIT 100

HecMoTps Ha owmnbKy 3anpocC BbIMOJIHAETCSH KOPPEKTHO:



CobbiTus He o6HoBASTE v 1a] now-24n 3R] KUMA Derau[OOTE] Storage) v | [see

- -AND-EndTime->=:now() - - - INTERVAL - 24 - HOUR< E
- -AND.DestinationUserName.NOT-LIKE. %$%")-AS.logout_svents:

--ON-login_events DestinationUserName =-logout_events.DestinationliserNane- <
--AND - logout_events.logon_id-=-login_events.logon_id*

WHERE - Logout_events.logout_time->=-login_events.login_time.-
GROUPBY.login_events_ DestinationUserName:

ORDER -BY.3vg_time_diff_s.DESC.+

LINIT 160

A

‘while processing quary

C Bepwymcakucxopromy3anpocy. & Ml [ 9D

Mpynnei (16) O Kaprounn | f Tabmua | <« CobbiThs rpynnsl
& TSV Q 3 [SU

destination_user_name v avg_time_diff_s = v total_logins v total_logouts ~  human_readable_diff v Timestamp = v DeviceEventClass|
osepov 35102 1 1 0 days, ? hours, 45 minutes, 2 seconds

seden 24 70 70 0 days, 0 hours, O minutes, 24 seconds

pavienko 22 73 73 0 days, 0 hours, 0 minutes, 22 seconds

gruzinov 21 218 212 0 days, 0 hours, 0 minutes, 21 seconds

Zhukovsky 20 77 77 0 days, 0 hours, 0 minutes, 20 seconds '

PaboTa ¢ KACTOMHbIMU MOJIAMU
(SA. NA.

Bxo)XxxoeHume s3sieMeHTa no noJto

[Monck NnponckoauUT MO TOYHOMY COBMaLEHUIO C 2JIEMEHTOM

SELECT *

FROM “events’

WHERE has(SA.user_groups, 'system:serviceaccounts')

ORDER BY Timestamp DESC LIMIT 250



Cosbleﬂ He ofHoBNATD W 1n| Mocne;

SELECT * FROM “events ™ WHERE has(SA.user_groups, 'system:serviceaccounts') ORDER BY Timestamp DESC LIMIT 258

[GREV
DeviceProduct v  DeviceCustomStringl v  SA.user_groups
Kubernetes crd.projectealico.orgfvl system:serviceaccounts,system:serviceaccounts:kube-system system:authenticated
Kubernetes ! system:serviceaccounts,system:serviceaccounts kube-system.system:authenticated
Kubernetes crd.projectealico.orgfvl system:serviceaccounts,system:serviceaccounts kube-system.system:authenticated
Kubernetes / system:serviceaccounts,system:serviceaccounts kube-system.system:authenticated
Kubernetes crd projectealico.orgfvl system:serviceaccounts,system:serviceaccounts:kube-system system:authenticated

BxoXxaeHune no NnoacTpokKe asieMeHTa Mno
nonto (roe 6osiee 2 3Ha4YeHUN B MacCuMBe

CyeT B MaccuBe HaYMHaeTCcs C HY A

SELECT *

FROM "events’

WHERE length(arrayFilter(x -> x LIKE '%serviceaccounts%', SA.user_groups)) > 1
ORDER BY Timestamp DESC LIMIT 250

Cosb|TMﬂ He oBHoBNATL w 1g | TMocnegHue 24y

1 SELECT * FROM “eswvents® WHERE length(asrzayFilter(x -> x LIKE '%serviceaccounts¥', SA.user_groups)) > 1 ORDER BY Timestamp DESC LIMIT 250

¥ Tsv
DeviceProduct ~  DeviceCustomStringl ~  SA.user_groups v
Kubernetes crd.projectealico.org/vl system:serviceaccounts,system:serviceaccountskube-system.system:authenticated
Kubernetes crd projectealico.org/vl system:serviceaccounts,system:serviceaccounts kube-system system:authenticated
Kubernetes / system:serviceaccounts,system:serviceaccountskube-system,system:authenticated
Kubernetes crd.projectealico.org/vl system:serviceaccounts,system:serviceaccountskube-system.system:authenticated

Kubernetes crd projectealico.org/vl system:serviceaccounts,system:serviceaccounts kube-system system:authenticated



Co3gaHunme
ONTUMU3NPOBAHHbIX
3aMpocCoB

ONNTenbHOCTb BbIMOJIHEHUSA 3aNpoCa MOXXHO NMOCMOTPETbL NpU HaxkaTum F12 (pexum
pa3paboTymka) B 6paysepe Chrome nocne HaxaTus KHOMKM NOUCKa:

2C%22period %22%3A% 18362 2relative722%3A%22n0w-1d%22%7D%TD = [m] X

@ DevTools - 10.68.85.126:7220/threat-hunting?search=%7B%225q|%22%3A%22SELECT + + FROM + %602vents%60-+ ORDER + BY+ Timestamp+DESC + LIMIT+250%:

Lighthouse

Ls | All || Fetch/XHR || Doc || €55 |[JS || Font || Img || Media

“ X Headers Payload Preview Response Inftiator Timing  Cookies

Queued at 5.6 min

Started at 3.6 min

Queueing 091 ms

TeHaHTbI

Kaspersky )

Unified Monitoring and | Movek...

Analysis Platform .

() Boibparte BCe

A BuibpaHo TenaHTos: 2 (O Coverage Test
(C) Community-Pack-EN+MITRE

lNanenb MoHWTOpWHIa ¥ Community-Pack-RU+MITRE

(C) Community-Pack-RU

L\ Aneproi

Ecnun n3BecTHbl KOHKPETHbIE NOASA AN MOUCKA, TO MOXXHO MCNOoJib30oBaTh 6osee rnybokmnin Nnonck
no cobbiTnam. Ctapantects HE ncnonb3oBaTb NOUCK MO BCEM MOJISAM:



SELECT *

Mpu nonckax He yBennymeanTe LIMIT no ymonyanuio 6onee 4em 10000, BCe AaHHbIE MO MOUCKY
OydepunsnpytoTca B bpaysepe.

MNpuMepbl ONTUMU3ALUK MOUCKOBBIX
3aMpocoB

Mpumep 1:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND NOT endsWith(SourceUserName,'$') AND SourceUserName != 'vasya'

AND (startsWith(SourceUserName,'adm-') OR startsWith(DestinationUserName, 'adm_'))

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

OI'ITI/IMI/I3I/IpOBaHHbII‘/JI 3anpoc:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events’

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT inSubnet(SourceAddress, '10.10.10.150/24') AND NOT inSubnet(SourceAddress, '192.168.20.180/16")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

Nnmn MoXkHO Ta)ke nonpoboBaTb 0TKasaTbCs OT PyHKUMM inSubnet:

SELECT SourceAddress, DestinationUserName, DeviceEventClassID

FROM "events®

WHERE DeviceProduct = 'Windows'

AND SourceUserName NOT LIKE '%$' AND SourceUserName != 'vasya'

AND (SourceUserName LIKE '‘adm-%"' OR DestinationUserName LIKE 'adm_%")

AND NOT (SourceAddress LIKE '10.10.10.%" OR SourceAddress LIKE '192.168.%.%")

GROUP BY SourceAddress, DestinationUserName, eviceEventClassID

MpuHumnn:



e YMeHbLUEeHME KOMYecTBa yCcoBuin: ObbeanHanTe ycaoBus, rge 3To BO3MOXXHO, Y4TObbI
COKPaTUTb KOJIMYECTBO ornepauunn.

e icnonb3oBaHme noasanpocos unu CTE: Ecam Habop AaHHbIX 60/bLLOK, pacCMOTPUTE
BO3MO>XHOCTb MCMOJIb30BaHUSA MOA3aNpPOCOB UM o6Lwmx TabnnyHbix BoipakeHunin (CTE),
4yT0bbI pa3buTb 3anpoc Ha 6onee menkne, bonee ynpassageMble HacTu.

e N3beraHue pyHkumn B npeanoxeHmnn WHERE: Takne dyHkumnm, kak endsWith, startsWith
n inSubnet, MoryT 6bITb Y3KMMK MecTaMu NMPON3BOANTENbHOCTU. EC/In BO3MOXXHO,
nonpobynTe nepenncaTb YCJ0BUA UCPABHUTb CKOPOCTb BbIMOJIHEHUS.

3anpochbl K CUCTEMHbIM Tabnnuam

Y ClickHouse ecTb cuctemHble Tabnunubl (https://clickhouse.com/docs/en/operations/system-tables).

OpHa un3 Hux - query_log (https://clickhouse.com/docs/en/operations/system-tables/query log),
COOEPXXNT NHTEPECHYIO NH(OPMALILIO O 3ampocax.

Y106bl 06paTnThCA K AaHHbIM Tabnanmuamm MOXXHO ucnosib3oBaTb KAMeHT ClickHouse, kKoTopbii
pacnonaraeTcs No nNnyTun /opt/kaspersky/kuma/clickhouse/bin/client.sh

Mo>xHO 3axoamTb B KoHcosib ClickHouse ¢ momoubio OaHHOrO KJIMEeHTa, a TaKXXe BbIMOJIHATL
3anpocbl 4yepe3 apryMeHTbl KJMEHTa, a TakXe (opmMupoBaTb 3anpocbl € nomouwibio curl. B
npuMepax HMXXe byaeT paccMoOTpeH UMEeHHO nepBbIn cnocob.

BbiBOO 3ampocoB C COPTUPOBKOM MO
OJINTEeNbHOCTU

B npumMepe HUXKe npencTaBsieH 3anpoc C COPTUPOBKONM MO AJIMTENIbHOCTU BbIMOJIHEHWSA 3aMpPOCOB
3a KOHKPETHbIN OeHb

SELECT *

FROM system.query_log

WHERE query_kind = 'Select' AND current_database = 'kuma' AND type = 'QueryFinish' AND event_date =
'2024-01-22"

AND query_duration_ms !'=10

ORDER BY query_duration_ms DESC LIMIT 10


https://clickhouse.com/docs/en/operations/system-tables
https://clickhouse.com/docs/en/operations/system-tables/query_log

BbiBOO 3anpocoB C COPTUPOBKOWU
NCMNOJIb30BAHHOW NMaMaTu

SELECT
Hguery_start_time,[]
query,
(guery_duration_ms,
formatReadableSize(memory_usage)
FROM system.query_log
WHERE current_database = 'kuma' AND query_kind != 'Insert' AND type = 'QueryFinish’
ORDER BY memory_usage DESC
LIMIT 10 \G;

BblBO 3aMpoCoB, 3aBepPLUNBLLNXCSH
onbkow

SELECT *

FROM system.query_log

WHERE type IN (‘ExceptionWhileProcessing', 'ExceptionBeforeStart') AND current_database = 'kuma’
LIMIT 10\G;



