CookBook ?? 2222222727
2222227777 (REGEX)

Mpoeepka paboTbl perynspok (BbICTaBUTb hsiarv gm):

e https://regexr.com/

e https://regex101.com/

Jon 4TnBoO:

e https://habr.com/ru/articles/545150/

e https://regex.sorokin.engineer/ru/latest/reqgular expressions.html

B KUMA Bce rpynnbl KOTOpble Y4aCTBYIOT B MannuHre (HopMaamsaunm) AOSHKHbI ObiTb
NMeHOBaHbl, MPUMepP MMeHoBaHUA "priority" ona rpynnbl: (?P<priority>\d|\d{2}|1[1-
81\d|19[01])

Ecnn rpyrra He Hy>XHa B MarlirmHre, To Mo>XKHO MCroJib3oBaTb HE MMEHOBaAHHYIO rpyrnrny,
npumep: (?:\d|\d{2}|1[1-8]\d|19[01])

MpocTenne npuemMsl, NPakTUKy oTpaboTaeM Ha TECTOBOM COODOLLEHNN:

Message from 127.0.0.1 (localhost): KUMA is the best SIEM in 2023!

2792707070777 7?77?77 KUMA

KUMA MLeTcs nosiHoe cooTBeTcTBue cTpoke KUMA.

REGULAR EXPRESSION 1 match (5 steps, 0.0ms)
i/ KUMA / gm
TEST STRING

Messages from+127.0.0.1+(localhost) : *KUMA+is+the+best+SIEM+in-2023!


https://regexr.com/
https://regex101.com/
https://habr.com/ru/articles/545150/
https://regex.sorokin.engineer/ru/latest/regular_expressions.html
https://kb.kuma-community.ru/uploads/images/gallery/2023-10/oJYimage.png

PPP00070707 200707070 0000707070707 0700707070 0707077

[A-Za-z1+ Vwem rpynny ([1) cumBonoB ¢ 6os1bummm (A-Z) n ManeHbKumMu (a-z) bykBamu OT O4HOU U
bosiee (+).

REGULAR EXPRESSION 9 matches (18 steps, 0.3ms)
i/ [A=za=z]+ / gm

TEST STRING

Messagesfrom-127.0.0.1+ (localhost) : *KUMA-is-the-best-STEM-in+-2023! ‘

PPP9?777 277777 2?7?7977 27?2777 27777
\d+ Nuyem rno Tokery \d, 4To siBasieTCs1 3kBUBaseHToM [0-9] oT oaHOro n bosee BxoXaeHun (+).

REGULAR EXPRESSION 5 matches (10 steps, 0.0ms)

i/ \d+ / gm

TEST STRING

Messagesfrom+127.08.08.1+ (localhost) : *KUMA+is+the+best+SIEM+in+2023! |

P00 20070707 0000707 0000707070 0007?0707

\((\w+)\) Uem no TokeHy \w, 4170 aB/€TCA 3IKBUBasieHToM [a-zA-Z0-9 ] ot oaHoro n bosee
BXOXAEHWY (+), py 3TOM 3KpPaHUPYEM KPYrJjble CKOBKU C MomMoLLbo 0bpaTHOro caetia \ u CTPoKy
Haluy oripegesisieM B rpyrnny KpyriblMu ckobkamu ()

REGULAR EXPRESSION 1 match (6 steps, 0.0ms)

ELNCOWE) ) / gm

TEST STRING

Messagesfrom+127.0.0.1+ (Llocalhost) : *KUMA+is+the+best+SIEM+in+2023!

P00V 00000 0 2000797079077

~[~\:1+ Vwem c Havyana CTpoku =, gasee 3axBaThbiBAEM B rpyrrne BCe KPOMe ABOETOYNS (CUMBO
ABoeTo4Yuns akpaHupoBaH) [~\:] oT ogHoro v 6osiee BxoxgeHu (+)
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REGULAR EXPRESSION 1 match (4 steps, 0.1ms)
CoAA\:T+ / gm
TEST STRING

Messages from=127.0.0.1«(localhost) : * KUMA+is+thesbest+SIEM+in-2023!

P00 2000707 000707 07007070707°7°7

[*\:]+$ Takasa, nogobHaa NpenCTB/EHHON Bbllle, KOHCTPYKLMSA He NOAOMAET, T.K. OHa byaeT o4eHb
emMoKkon (633 wara). Mwem Bce Kpome ABOETO4YNSA (CMMBOJT ABOETOYNSA 3KpaHupoBaH) [~\:] oT
oaHoro v bonee BxoxaeHu (+), HO 4O KOHLa CTPOKN $

REGULAR EXPRESSION 1 match (633 steps, 0.1ms)
AT L / gm
TEST STRING

Messagesfrom+=127.0.0.1+(localhost) : *KUMA=issthesbest«SIEM+in+2023!

B Hawem cny4vae fydlle NCnosib30BaTh cleayiollee

\:(.*)$ Vlluem B cTpoke gBoeToyme \:, gasee 3axBaTbiBaeM BCE CUMMBOJIbI OT HyJ18 n bosee
BXOXAEHWV (*), n bepemM BCe 4TO HaM HYy>XHO B rpyrny ()

REGULAR EXPRESSION 1 match (6 steps, 0.0ms)
B/ N:(L%)8 /gm
TEST STRING

Messagesfrom=127.0.0.1+(localhost):*KUMA=issthesbest+SIEM+in=2023!

PP0°07?070°07?°7 |P-?27?7?7?7
\d+\ . \d+\.\d+\.\d+ MLyem ymucna ot ogHoro v 6onee \d+, ¢ Toukon v Tak 4 pa3a

REGULAR EXPRESSION
VALY EAWALY AW EA Y Jegn @
TEST STRING

Messagesfrom+127.0.0.1+ (localhost) :*KUMA+iss+thesbest+SIEM+in+2023!
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PPV 2007070 V000007007 07 4 9?77

\b[a-zA-Z1{4}\b Miwem rpynny 4 cumBos10B U3 BYKB 1 pa3rpaHnydmBaem nx (boundary) \b

REGULAR EXPRESSION 4 matches (46 steps, 0.1ms)
i/ \b[a~zA=Z]{4}\b / gm
TEST STRING

Messages from«127.0.0.1+ (localhost) : *KUMA+is+the«best -STEM+in-2023!

P00 200070 0000007007 00 30?4 72777

\b[a-zA-Z1{3,4}\b Viem rpyrnny 4 cumBosioB n3 6ykB v pazrpaHun4nBaem ux (boundary) \b

REGULAR EXPRESSION 5 matches (48 steps, 0.17ms)
i/ Nb[a=zA=z]{3,41\b / gm
TEST STRIMNG

Messagesfrom+127.0.0.1+ (localhost) : *KUMA+is+the+best«SIEM+in-2023!

P0?7?0°07°7°077? IPv4 2?77?77

\b((2([0-4]1[0-9]|5[0-5])|[0-1]17[0-9]7[0-9])\.){3}((2([0-4][6-9]1|5[0-5])[[0-1]7[0-9]17[0-9]))\b

REGULAR EXPRESSION 3 matches (198 steps, (.1ms)

¢/ \b((2 ([0=41[0=91|5[e=s1)I[e=112[6=912[0=91)\ .) {3} ((2 ([e=4][eFe] | sfe=51) [ fe-1]2[e-9] 2o~ / gm
939)\)

TEST STRING

192.168.68.1
08.0.0:28
273.0.454.3
1.23.45.6

EOHGGHEHMBHMBapmaHT,HO6mepHM,6e3BaﬂMﬂauMM

(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3})
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REGULAR EXPRESSION
i/ (\d{1,33\.\d{1,3}\.\d{1,3}\.)\d{1,3}) /fegm O
TEST STRING

192.168.0.1
8.0.0.8
273.0.454.3
1.23.45.6

P9?2707?°707?°7?7? IPv6 277?77

(([a-fA-F0-9]1{1,4}]):){1,7}([a-fA-FO-9]{1,4}]:)

REGULAR EXPRESSION 5 matches (394 steps, (.1ms)
if (([a—fA—FG—Q]{1,4}|) :){1,7}([a=fA-FO=9]{1,4}|:) / gm
TEST STRING

Thesfollowingslist+shows+examples+ofsvalid+IPv6+ (Normal)»addresses:
2001:db8:3333:4444:5555:6666:TT77:8888.
2001:db8:3333:4444:CCCC:DDDD: EEEE: FFFF.
(implies+all=8-segments-are-zero)

2001:db8::* (implies+that+theslast*six*segmentsrare*zero)
::1234:5678+ (impliessthat+the*firstesix*segmentsrarerzero)

P97?2°?7?°7?7?°7?7? HASH 7?77?77

MD ~[a-fA-F0-9]1{32}$
SHA1l ~[a-fA-F0-9]{40}$
SHA256 ~[a-fA-F0-9]{64}$
SHA512 ~[a-fA-F0-9]{128}$%

P9?°707?°707?°7?7? URL 7?7777

“((https?:\/\/)?([\da-z\.-]+\.[a-2\.]1{2,6} | [\d\.]+) ([\/:?=&#]{1}[\da-2Z\.-]+)*\S+)$
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REGULAR EXPRESSION 2 matches (65 steps, 0.0ms)

i/ m(Ehttps?:\/\/NECINdaR2N. -1+ . [a=2\o 142,63 [\d\ . J+) (TN / : 2=&#] {1} [\da=z\.-]+)*\s+) § / gm

TEST STRING

https://kb.kuma-community.ru/books/sozdanie-parserov-v-kuma-cookbook/page/cookbook-po-reguliarnym-

vyrazeniiam-regex

car.mitre.org

?7°?7?7°7?7°77?°7? EMAIL 277?77
OnpepenseT No4YTU BCE TUMbI BaJINOHbIX apecoB

\b AW\ -\ /A \ST+@ W . - 1+ (\ . \w{2,4}) ?\b

REGULAR EXPRESSION 16 matches (1 159 steps, 0.17ms)
OABDWA A=A ANET @ =T+ (VL \w{2,43) ?\b / gm
TEST STRING

marketing@kuma-community.com

jessica-hri@kuma-community.com

very.common@example.com

x@example.com- (one-letter+local-part)

long.email-address-with-hyphens@and.subdomains.example.com

user .namettagtsorting@example.com® (may+*be*routed:to*user.name@example.com*inbox*depending-on*mail
server)

name /surname@example.com- (slashes+are-a*printablescharacter, *and-allowed)

admin@example* (local domain*name*with*no*TLD, *although=ICANN-highly*discourages+dotless=email
addresses[29])

example@s.example- (seesthe+List+of+Internet-top-level+domains}

"s"@example.org® (space*betweensthe*quotes)

"john. .doe"@example.org* (quoted+double~dot)

mailhost!username@example.org- (bangified-hostsroutesusedsforsuucpsmailers)

"wery. (), ;<> [J\".VERY.\"very@\\*\"very\".unusual"@strange.example.com* (include*non-letters-character
AND*multipleratesign,-the*first-one+being-double-quoted)

userfGexample.com@example.org- (%+escapedsmailsroutestosuser@example.comsviasexample.org)
user-@example.org* (local-part-ending+with*non-alphanumericecharacter+fromsthe+Llist-of-allowed
printablescharacters)

postmaster@[123.123.123.123] *(IPraddresses+are*allowed+*instead*of+sdomains when*in*square~brackets, *but
strongly=discouraged)

postmaster@[IPv6:2001:0db&8:85a3:0000:0000:8a2e:0370:7334]*(IPv6 uses+a*differentssyntax)
Valid+=email-addresses=with*SMTPUTFS

TQPCHOCOLATE@Gexample. com® (emoji-aresonly+allowed *with*SMTPUTF&)

P0007?0°07?°°7? CSV 27727777777

Co3patoTca rpynnbl No 3HavYyeHnsam us CSV
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(2\s*(Z\" ([ \"TF)\"| ([, 1+))\s*,?)+?

REGULAR EXPRESSION 7 matches (85 steps, 0. Tms)
E/(2:NSHEE\ " (PANETO \"ICER, T0) D% 2) +2 / gm
TEST STRING

Asseteimported«bysscript,asset.test.local,192.168.230.222 ,aa:aa:aa:bb:bb:bb,"Vasya+Petrov" ,Windows=

10,17993

???7?°?7?7?7?7 Syslog ?7?7???7?7?7?7?

Pazbupatotca coobuieHuns no rfc https://datatracker.ietf.org/doc/html/rfc5424 n

https://datatracker.ietf.org/doc/html/rfc3164

(?P<syslog>"<(?P<priority>\d|\d{2}|1[1-
8]1\d|19[01])>(?P<version>\d{1,2})?\s?(?P<timestamp>(?P<rfc3164>[A-Z][a-z][a-
z]\s{1,2}\d{1,2}\s\d{2}[:1\d{2}[:1\d{2}) | (?P<rfc5424>\d{4}[-]1\d{2}[-
INA{2F[TINd{2} [ : INd{2} [ : I\d{2}(?:\.\d{1,63})?2(?: [+~
INd{2}[:1\d{2}|Z)?))\s?(?P<hostname>[\S]{1,255})\s?(?P<appname>[\/\w-
1{1,48})?2\s?\[?(?P<procid>[\w]{1,128})? (?P<delimMSG>\]\:\s|\s\-

\s|\:\s|\s) (?P<BIGmsg>(?P<msgid>[\S]1{1,32})?(?P<delimMSGID>\]\:\s|\s\-
\s|\:\s|\s)?(?P<structureddata>\[.+[\]1+|-)?(?:\s(?P<msg>.+))?)$)

3 matches (291 steps, 0.2ms)

REGULAR EXPRESSION

i/ (2P<syslog>A<[(ZP<priority>\d[\d{2}]1[1-8]\d[15[01])-(PP<version>\d{1,2})?\s?(7P<timestamps / cm
(2P<rfe3164>[A-7] [a-z] [a-z]\s{1,2}\d{1,2}\s\d{2} [:]\d{2}[:]\d{2}) | (?P<rfc5424>\d{4} [ ]\d{2}
[ INd{2}[TIN{2} [:I\d{2} [:I\d{2}(2:\.\d{1,6})2(2: [+ 1\d{2}[:]1\d{2}]|Z)?))\s2?(2P<hostname>
[\S1{1,255})\s?(?P<appname>[\/\w-]{1,48})2\s?\[2(?P<procid>[\w]{1,128})?(2
P<delimMSG>\1\: \s|\s\-\s|\:\s|\s) (?P<BIGmsg> (?P<msgid>[\S]1{1,32})2(?
P<delimMSGID>\ 1\ :\s|\s\-\s|\:\s|\s)?(?P<structureddata>\[.+[\]]+| )2(?:\s(2P<msg>.+))2)$%)

TEST 5TRING

<34>0ct*11#22:14:15*mymachine*su:+*"'susroot'*failed* for*lonvickeon+ /dev/pts/8

<165>1+2003-10-11T22:14:15.003Z *mymachine.example.com*evntslog®-*ID47* [exampleSDID@32473+iut="3"+
eventSource="Application"+eventID="1011"] *BOMAn+application-event:logrentry. ..

<@>Q0ct*22+10:52:12*scapegoat=1990+0ct+*22+10:52:01*TZ-6*scapegoat.dmz.example.orge*10.1.2.3*sched[0] :*
That's+*All=Folks!

P00 20070907 (77 2?0707 2 90? ?270777)

[“\w \xCO-\XxFF]


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/Byyimage.png
https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc3164
https://kb.kuma-community.ru/uploads/images/gallery/2023-11/2Cgimage.png

REGULAR EXPRESSION 12 marches (24 steps, 0.1ms)
f/ [AM\we\xCe-\xFF] [ em
TEST STRING

Heresis+an+example~15+docker-compose.ymlswhichsuses+Docker's+syslog+logedriverstosforward+NGINX+docker
container=logs+to=Seq*(i.e. whatever=you*see*in*stdout when*you*run-docker=logs+-fs<container-name2).

P00 2 2000000007070 07007°070707°°7°7

B regexp cyliecTByOT cnegyouine gpnaru:

i - HEYYBCTBUTENEH K perncTtpy (no ymon4daHuto false)

e m - MHOFOCTPOYHbIN peXXnM, ~ N $ COOTBETCTBYIOT CTPOKE Havyana/KoHLa B AOMNOJIHEHME
K TeKCTY Hadana/koHua (no ymondaHuio false)

e s -Mo3BosigeT . (To4ke) coBmagaThb C \n (No ymondaHuio false)

e U - HE )XaOHbIN PEXNM, MEHAET MeCTaMn 3HaYeHnsa x* n x*?, x+ n x+? n 7. 4. (no

ymMonyaHutio false)

CnHTaKcuc dnara: xyz (yCTaHOBUTb) UK -XYZ (OYUCTUTbL) NN XY-Z (YCTAHOBUTb XY, OYUCTUTH Z).

YcTaHaBmBaeM cnar s

REGULAR EXPRESSION 1 match (9 steps, 0.0ms)

i/ Poct: (7P<height>\d+) / gms
TEST STRING

Bec: 100

PocT:77

Mpodeccusn : Uumenep
|

Ncnonb3oBaHme B KUMA:
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WMcnonszoeats cuHTakcne CEF npy HopManwusawmm

*Hopamanwsagma
[ ?=)PocT:|(?P<height="d+)
MepeHecT HassaHws nonel B Talnuwuy + [ofaewTs perynapHoe BeipaxeHne
ConocTasnexne
McxogHele QaHHbIE Mone KUMA Mognuce
height }' FlexMurmberl
FlexMumberl 77
Type Base

McxogHoe coBbiTHE

Bec:1e8
PocT: 77
Npodeccun :HuxeHep

P07 2070707007070 ? 20?7?7777 KV
NHorpa B cTpykType KV paspgenutens npoben cozgaeT Ham npobnemsbl, npuMep Takoro cobbitus:

pid=\"29753\" appname=\"DBeaver 23.2.1 - SQLEditor <Script-40.sql>\" user=\"user2\"
dbname=\"test db\" rhost=\"comp.local(911)\" queryid=\"0\" command tag=\"BIND\"

sql _state=\"42501\" session id=\"6662a086.7439\" session seq=\"74\" session start time=\"2024-
06-07 05:54:14 UTC\" virt trans_id=\"5/231\" trans_id=\"O\" msg=STATEMENT: select

lo _export(11ll,'/tmp/pido")

B npuMepe 3HavyeHne no Kityy msg 6e3 KaBblyek, U OHO ByaeT HEKOPPEKTHO NAaPCUTLCS, MO3TOMY
MOXKHO, In60 3aMmeHaMun 0o06aBUTb 3TU KaBblYKK, NGO BOCMO/Ib30BATLCS NPUEMOM MOJIErye u
coenaTtb pa3fenuTenb, HanpuMmep |

Ons aToro ncnonbsyem yHkumio replaceWithRegexp:
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VsMEHWTE CORSpMMMOS MCXORHSIX Monsil. Mopaaok NpeofpasosaHii
UMeEeT 3HauUeHWe.

MNpeobpazoraHue

X
* Tun npecbpasosaHns
[ replaceWithRegep w ]
PenakTHpoBaHue
[\s{d\m\:{j ] [lm ]

BoT Kak BbIrnaauT byaeT 3ameHa:

REGULAR EXPRESSION

13 matches (100 steps, 0.1ms)

f/\s(\wH\=) /en @

TEST STRING

pid=\"29753\"-appname=\"DBeaver-23.2.1+-+SQLEditor-<Script-40.sql>\"SUSERE\ "user2\ " -dbname=\"test_db\ "

FRGSER\ "comp. local (911)\ "queryid=\ "o\ " ICONMANGNEags \ "BIND\ " *sql_state=\"42501\ "N
SESSHONNIER \ "66622086. 7439\ " ssession_seq=\"74\ " HSESSIONLSLAr EULIMEs \ 2024 -06-07 +05:54: 14-UTC\"'»

virt_trans_id=\"5/231\"SERANSEIGY \ "0\ " *MSE=STATEMENT : *select *lo_export (111, " /tmp/pido")|

1:367

SUBSTITUTION

success ((.3ms)

|51

pid=\"29753\" |appname=\"DBeaver=23.2.1*-*SQLEditor*<Script-

40.s5q1>\" |user=\"user2\" |dbname=\"test_db\" |rhost=\"comp.local(911)\"|queryid=\"0\" | command_tag=\"BIND\
"|sql_state=\"42501\"|session_id="6662a086.7439\" |session_seq=\"74\"|session_start_time=\"2024-06-07+
05:54:14=UTC\" |virt_trans_id=\"5/231\"|trans_id=\"0\" |msg=STATEMENT: *select*lo_export(11l,'/tmp/pido')

BoT Kak 3710 BbirnaanTt B KUMA:



Service TEST BORIS (TCP/S577)

Type Base
Extra appname: \"DBeaver+23.2.1+-+5QLEditor=<5cr
ipt-48.sqgls\"

command_tag: “"BIND\"

dbname: ““test_db\"

delim:

kw: pid=%"29753\"-appname=\"DBeaver~23.2.1
-+50LEditor-<Script-48.=ql>\"*user=\"user
24" +dbname=""test_db\" *rhost="comp.local
(911)%"»queryid=""8%"*command_tag=""EBIND
Wesgl_state=4"425%81\"session_id=""6662a8
86.7439% " »session_seq=\"74"\ " session_start

_time=""2024-86-87+85:54: 14 UTCY " »virt_tra
ns_id=%"5/231%"+*trans_id=\"8@\"*msg=STATEME
NT:»selectslo_export({11l, /tmp/pido)

ms: .685

msg: STATEMENT:+selectslo_export{111,/tmp/
pido)

pid: \"20753%"

queryid: \"e\"

rfcs424 modif: 2024-86-87-@5:54:14.685
rhost: Z'comp.local{9ll)»"

session_id: \"6662a886.7439\"
session_seq: Y74\
session_start_time: \"2824-86-87+85:54:14
UTCH"

sgl_state: \"42581\"

trans_id: Wen"

user: \"user2iy"

yirt_trans_id: \W"5/231\"

P90 000000077



A Start of string, or start of line in multi-
line pattern

\A  Start of string

“

End of string, or end of line in multi-line
pattern

\Z End of string

\b  Word boundary

\B  Not word boundary
\< Start of word

\> End of word

Character Classes

\c Control character
\s White space

\S Not white space
\d Digit

\D Not digit

\w Word

w Not word

\x Hexadecimal digit
\O Octal digit

POSIX

[:upper:]  Upper case letters

[lower:]] Lower case letters

[:alpha]  All letters

[:alnum:]  Digits and letters

[-digit:] Digits

[xdigit]  Hexadecimal digits

[:punct:]  Punctuation

[:blank:]  Space and tab

[:space:] Blank characters

[:entrl:] Control characters

[:graph:]  Printed characters

[:print:] Printed characters and spaces
[:word:] Digits, letters and underscore
Revision #13

?= Lookahead assertion
‘ 2 Negative lookahead
?<= Lookbehind assertion
‘ ?1=or ?<! Negative lookbehind
7> Once-only Subexpression
‘ ) Condition [if then]
201 Condition [if then else]
‘ % Comment

Quantifiers

* 0 ormore {3} Exactly 3
‘ + 1 ormore {3.} 3 or more
? Oor1 {3.5} 3,40r5

‘ Add a ? to a quantifier to make it ungreedy.

Escape Sequences

\ Escape following character
\Q Begin literal sequence
\E End literal sequence

"Escaping" is a way of treating characters
which have a special meaning in regular
expressions literally, rather than as special
characters.

Common Metacharacters

A I $
{ . ( \
+ ) | ?
< >

The escape character is usually \

Special Characters

\n New line
‘ \r Carriage return
\t Tab
‘ \v Vertical tab
\f Form feed
‘ boxx Octal character xxx

Hex character hh

Created 2023-10-03 13:16:14 UTC by Boris Rzr
Updated 2024-12-03 11:31:20 UTC by Boris Rzr

Groups and Ranges

. Any character except new line (\n)
(alb)

aorb
() Group
(?:...) Passive (non-capturing) group
[abc]  Range (aorb or c)
[*abe] Not(aorborc)
[a-q]  Lower case letterfromatoq
[A-Q]  Upper case letter from A to Q
[0-7] DigitfromOto 7
x Group/subpattern number "x"

Ranges are inclusive.

Pattern Modifiers

g Global match

i*  Case-insensitive

Multiple lines

s* Treat string as single line

x*  Allow comments and whitespace in
pattern

e™ Evaluate replacement

U* Ungreedy pattern

* PCRE modifier

String Replacement

$n nth non-passive group
$2 "xyz" in /*(abc(xyz))$/
$1 "xyz" in [*(?:abc)(xyz)$/
$ Before matched string
$ After matched string

$+ Last matched string

$& Entire matched string

Some regex implementations use \ instead
of $.
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