CookBook no perynsipHbiM Bbipa>XeHUSAM
(REGEX)

e https://regexr.com/

¢ https://regex101.com/

P77 ?7777?:

e https://habr.com/ru/articles/545150/
¢ https://regex.sorokin.engineer/ru/latest/regular _expressions.html

\d|\d{2}|1[ 1-8]\d| 19[ 01])

PPV VPV P77 D007 ?7?7?7 P P77 77?77?7777

Message from 127.0.0.1 (local host): KUVA is the best SIEMin 2023

3axBaTutb cTpoky KUMA

REGULAR EXPRESSION 1 match (5 steps, 0.0ms)

P/ KUMA / gm

TEST STRING

Messages from+127.0.0.1+(localhost) : *KUMA+is+the+best+SIEM+in-2023!

3axBaTUTb CTPOKY COAEpP>KALLYIO TOJIbKO OYKBbI


https://regexr.com/
https://regex101.com/
https://habr.com/ru/articles/545150/
https://regex.sorokin.engineer/ru/latest/regular_expressions.html
https://kb.kuma-community.ru/uploads/images/gallery/2023-10/oJYimage.png

REGULAR EXPRESSION 9 matches (18 steps, 0.3ms)
i/ [A=Za-z]+ / gm

TEST STRING

Messagesfrom-127.0.0.1+ (localhost) : *KUMA-is+the+-bestSTEM+in+2023!

3axBaTuUTb CTPOKY copep>Xallylo TOJIbKO 4YUucCJia

REGULAR EXPRESSION 5 manches (10 steps, 0.0ms)

1/ \d+ [ gm

TEST STRING

Messagesfrom+127.8.08.1« (localhost) : *KUMA+is+thesbest+SIEM+in+-2023! |

3axBaTUTb CTPOKY BHYTPMU KPYrJjbiX CKOOOK

REGULAR EXPRESSION 1 match (6 steps, 0.0ms)

§/ NOORWED N ) / gm

TEST STRING

Messagesfrom+127.0.0.1+(localhost) : *KUMA+dis+thesbest+SIEM+in+2023!

3axBaTUTb CTPOKY 4O oBoeTo4YumA
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REGULAR EXPRESSION 1 match (4 steps, 0.1ms)
1/ IR / gm

TEST STRING

Messages from=127.0.0.1«(localhost) : * KUMA+is+thesbest+SIEM+in-2023!

3axBaTuUTb CTPOKY nocJszie nsoerto4uunsa

REGULAR EXPRESSION 1 match (633 steps, 0.1ms)

I\ ]+S / em

TEST STRING

Messagesfrom+127.0.0.1+(localhost) : s KUMA+issthesbest+SIEM+in+2023! ‘

REGULAR EXPRESSION 1 match (6 steps, 0.0ms)
/N x)S / gm
TEST STRING

Messagesfrom=127.0.0.1+(localhost) :*KUMAsissthesbest+SIEM+in=2023!

3axBaTtuTb IP-appec

REGULAR EXPRESSION 1 match (8 steps, 0.0ms)

Y ALY Y AW £ / gm

TEST STRING

Messagesfrom+127.0.0.1+ (localhost) :*KUMA+is+the+best+SIEM+in+2023!
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3axBaTUTb CJIOBa cocTofALMe U3 4 OyKkB

REGULAR EXPRESSION 4 matches (46 steps, 0.1ms)
i/ \b[a-zA-Z]{4}\b fgm OO
TEST STRING

Messagesfrom-127.0.0.1+ (localhost) : *KUMA+is+the-best -SIEM+in-2023!

3axBaTuUTb CJ&IOBa cocToswme oT 3 no 4 Oyks

REGULAR EXPRESSION 5 matches (48 steps, 0.1ms)
t/Ab[a-zA=2]{3,4\b [ gm
TEST STRING

Messagesfrom+127.0.0.1+(localhost) : *KUMA+is+the+best+SIEM+in+2023!

3axBatuTtb IPV4 appec

\b((2([0-41[0-91|5[0-5])|[0-1]?[0-9]?[0-91)\.) {3} ((2([0-4]1[0-9]|5[0-5]1)|[0-1]?[0-9]?[0-91))\b

REGULAR EXPRESSION 3 matches (198 steps, 0.1ms)

¢/ Ab((2([o=4][0=9]|5[[e=51)[e=1]2[0=9]2[0=910\ .) {3} ({2 ([o=4][e=9] | sl[e=5]) J[e=1]2[e=9]2[o= / gm

919)\b|

TEST STRING

192.168.0.1
0.0.0.0
273.0.454.3
1.23.45.6

PPV PPV VP77 V7P 27?7?07, 27?77 2?77?7777

(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3})
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REGULAR EXPRESSION
i/ (\d{1,33\.\d{1,3}\.\d{1,3}\.)\d{1,3}) / gm
TEST STRING

192.168.0.1
8.0.0.8
273.0.454.3
1.23.45.6

3axBatuTtb IPV6 appec
(([a-fA-F0-91{1,4}|):){1,7}([a-fA-F0-9]{1,4}|:)

i/ (Cfa=faEFo=ol {1,430 ) {1, 7} ([aEfaZFoHo]{1,4} | :) / gm
TEST STRING

Thesfollowingslist+shows+examples+ofsvalid+IPv6+ (Normal)»addresses:
2001:db8:3333:4444:5555:6666:TT77:8888.
2001:db8:3333:4444:CCCC:DDDD: EEEE: FFFF.

:* (implies+all=8-segments-are-zero)

2001:db8::l* (implies-that-the+last*six-segments-are-zero)
::1234:5678 (implies=that*the*firstesix-segments+are-zero)

3axBaTutb HASH cymmy

e MD ~[a-fA-F0-91{32}$
e SHA1 ~[a-fA-F0-91{40}$%
e SHA256 ~[a-fA-F0-91{64}$%

e SHA512 ~[a-fA-F0-9]1{128}$

3axBaTutb URL apgpec
~((https?:\/\/)2([\da-z\.-1+\.[a-2\.1{2,6 } | \d\.1+)([\/:?=&#]1{1}[\da-2\.-]+)*\S +)$


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/XXgimage.png
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REGULAR EXPRESSION 2 matches (65 steps, 0.0ms)

i/ a(https?:\/\/DRCI\da=zN. -1+\ . [a=zN .12, 6} [\d\ . T+)CI\/ : 2=&#] {1} [\daFz\ .- ]+)%\5+)§ / gm

TEST STRING

https://kb.kuma-community.ru/books/sozdanie-parserov-v-kuma-cookbook/page/cookbook-po-reguliarnym-

vyrazeniiam-regex

3axBaTutb EMAIL appec

\b[\W\\-\HN\N"\%]+@[\W\.-1+(\.\Ww{2,4})?\b

REGULAR EXPRESSION 16 matches (1159 steps, 0.1ms)
E/NBDW ANV e W L - T+ (N \w{2,47) 2\b / gm
TEST STRING

marketing@kuma-community.com

jessica-hr@kuma-community.com

very.common@example.com

x@example.com* (one-letter+local-part)

long.email-address-with-hyphens@and.subdomains.example.com

user.namettagtsorting@example.com® (may+be*routed*toruser.name@example.com* inbox*depending*on+*mail
server)

name /surname@example.com® (slashes+arerarprintablescharacter, and+allowed)

admin@example* (local*domain*name*with*no*TLD, *although*ICANN*highly*discourages+dotless+email
addresses[29])

example@s.example+ (see+the+List+of+Internetstop-level+domains)

"s"@gexample.orge® (spacerbetweenstherquotes)

"john. .doe"@example.org* (quoted+double~dot)

mailhost!username@example.org- (bangified+hostsroutesused:forsuucpsmailers)

"wery. (), ;<> [J\".VERY. . \"very@\\*\"very\".unusual"@strange.example.com* (include*non-letters+character
AND*multipleratesign,*the+*first-one+being-double-quoted)

user%example.com@example.org- (%+*escaped+smailsroutestosuser@example.com+viasexample.org)
user-@example.org- (local-part-ending+with*non-alphanumerice*charactersfromsthe*listrof+allowed
printable+characters)

postmaster@[123.123.123.123] *(IP+addresses~are~allowed*instead-of-domains+when*in*sguare~brackets, *but
strongly=discouraged)

postmaster@[IPv6:2001:0db8:85a3:0000:0000:8a2e:0370:7334] * (IPv6 uses+a*different syntax)
Valid=email-addresses with+*SMTPUTF8

I.CHOCOLATEE@example.com (emoji-areconly=allowed*with*SMTPUTFE&)

3axBaTuTtb CSV CTpPYKTYpY
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@As*(2\"([\"PN\ ([, 1+))\s*,2) +2

REGULAR EXPRESSION 7 matches (85 steps, 0. Tms)

2/ (2 Ns=EREN " (LM \ "L (08, 1+) D\s*,2) +? / gm

TEST STRING

Assetsimporteds+bysscript,asset.test.local,192.168.230.222,aa:aa:aa:bb:bb:bb,"VasyasPetrov" ,Windowss=
18,17993

3axBaTuTb Syslog cTpykTypy

https://datatracker.ietf.org/doc/html/rfc3164

(?P<syslog>" <(?P<priority>\d|\d{2}|1[1-
81\d|19[01])>(?P<version>\d{1,2})?\s?(?P<timestamp>(?P<rfc3164>[A-Z][a-z][a-
z\s{1,2}\d{1,2}\s\d{2}[: \d{2}[: ]\d{2})|(?P<rfc5424>\d {4} [-]\d{2}[-
Nd{2}TNd{2}[: \d{2}[: Nd {2} (?:\.\d{1,6})?(?:[+-
Nd{2}[:1\d{2}|Z)?))\s?(?P<hostname>[\S]1{1,255})\s?(?P<appname>[\/\w-
1{1,48})?\s?\[?(?P<procid>[\w]{1,128})?(?P<delimMSG>\]\:\s|\s\-
\s|\:\s|\s)(?P<BIGmsg>(?P<msgid>[\S]1{1,32})?(?P<delimMSGID>\]\:\s|\s\-
\s|\:\s|\s)?(?P<structureddata>\[.+[\11+|-)?(?:\s(?P<msg>.+))?)$)

REGULAR EXPRESSION 3 matches (291 steps, 0.2ms)

i/ (?P<syslog>n</(2P<priority>\d|\d{2}|1[1-8]\d|12[01])>(2P<version>\d{1,2})?\s? (?P<timestamp> / gm
(2P<rfc3164>[A-7] [a=z] [a=z]\s{1,2}\d{1,2}\s\d{2}[:1\d{2}[:I\d{2})] (?P<rfc5424>\d{4}[-]1\d{2}
[-INd{2}[TINd{2} [:\d{2}[: I\d {2} (Z:\.\d{1,6}) 2(Zz [+-]1\d{2} [:]\d{2}]|Z) Z))\s? (?P<hostname>
[\S]{1,255})\s?(?P<appname>[\/\w- ]{1,48})2\s?\[?(?P<procid>[\w]{1,128})7?(?
P<delimMSG>\]\:\s|\s\-\s|%\:\s|\s) (?P<BIGmsg> (?P<msgid>[\S]{1,32})2(?

P<delimMSGID>Y I\ :\s|\s\-\s|\:\s|\s)?(?P<structureddata>\[.+[\]1+| )?(2:\s(2P<msg>.+))?)3)

TEST STRING

<34>0ct*11#22:14:15*mymachine*su:*'su*root'+*failed+*forelonvick*on® /dev/pts/8
<165>1°2003-10-11T22:14:15.003Z*mymachine.example.com*evntsloge*-+ID47*[exampleSDIDE32473*jut="3"*

eventSource="Application"+eventID="1011"] *BOMAn*application*eventelog entry...
<@>0ct*22+10:52:12*scapegoat=1990+0ct+=22+10:52:081*TZ-6*scapegoat.dmz.example.orge18.1.2.3*sched[8]:*
That's+*All*Folks!

3axBaTuTb CUMBOJbl (He OykBbl U He uudpsbl)

[~\w \xCO-\xFF]
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REGULAR EXPRESSION 12 matches (24 steps, (.1ms)

f/ [AM\we\xCe-\xFF] / gm
TEST 5TRING

Heresis+an+example~15+docker-compose.ymlswhichsuses+Docker's+syslog+logedriverstosforward+NGINX+docker
container=logs+to=Seq*(i.e. whatever=you*see*in*stdout when*you*run-docker=logs+-fs<container-name2).

PaboTa ¢ MHOroCTPO4YHbLIM cooOLLEeHueM

REGULAR EXPRESSION 1 match (9 steps, 0.0ms)

i/ Poct: (?P<height>\d+) [ gms
TEST STRING

Bec:100

PocT:77

Mpodeccusn : Uumenep
|
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*Hopmanusaums WMcnonszoeats cuHTakcne CEF npy HopManwusawmm

[ ?=)PocT:|(?P<height="d+)

MepeHecT HassaH s nonsi & Talnnuy 4+ DobaswTs perynspHoe BnipaxsHNE
ConocTaeneHue
McxogHele QaHHbIE Mone KUMA Mognuce
height }' FlexMurmberl
FlexMumberl 77
Type Base

McxogHoe coBbliTHe

Bec:188
PocT:77
Mpogeccun :HHxeHep

3aMeHa pa3penuTtens B CTpykKtype KV

pi d=\"29753\" appnane=\"DBeaver 23.2.1 - SQLEditor <Script-40.sql>\" user=\"user2\" dbnanme=\"test_db\"
rhost=\"conp. |l ocal (911)\" queryid=\"0\" command_tag=\"BIND\" sql _state=\"42501\" session_i d=\"6662a086. 7439\ "
session_seq=\"74\" session_start_tinme=\"2024-06-07 05:54:14 UTQ" virt_trans_id=\"5/231\" trans_id=\"0\"
nmsg=STATEMENT: sel ect |o_export(111,"'/tnp/pido")

P07 P??7?77?77


https://kb.kuma-community.ru/uploads/images/gallery/2024-03/jcsimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2024-03/CxFimage.png

VsMEHWTE CORSpMMMOS MCXORHSIX Monsil. Mopaaok NpeofpasosaHii
UMeEeT 3HauUeHWe.

MNpeobpazoraHue

* Tun npecbpasosaHns

[ replaceWithRegep w ]

PenakTHpoBaHue

[ 15 (W) ] [ 151 ]

REGULAR EXPRESSION

13 matches (100 st

i/ \s(\w\=) / gm ﬁ'\

TEST STRING

pid=\"29753\" -appname=\"DBeaver+23.2.1+-+SQLEditor-<Script-40.sql>\"SUSERE\ "user2\ " -dbname=\"test_db\"[&

FRBSE \ "comp . Local (911) \ " queryid=\ "0\ " HEGRMARALEARS \ "BIND\ " =sql_state=\"42501\ "B
BEESTORNEER \ "66622086.7439\ " ssession_seq-\"74\ " NECSSIONIS LAr LALIMEs ' "2024-06-07+05:54: 14 UTC\ "=

virt_trans_id=\"5/231\"SERaNSEIGs\ "0\ " *msg=STATEMENT: *select *lo_export(111,'/tmp/pido")|

1:367

SUBSTITUTION

success (0.3ms)

|$1

pid=\"29753\" |appname=\"DBeaver+23.2.1*-+*SQLEditor*<Script-

40.sql>\" |user=\"user2\" |dbname=\"test_db\" |rhost=\"comp.local(911)\"|queryid=\"0\"|command_tag=\"BIND\
"|sql_state=\"42501\"|session_id=\"6662a086.7439\" |session_seq=\"74\"|session_start_time=\"2024-06-07¢
05:54:14=UTC\" |virt_trans_id=\"5/231\"|trans_id=\"8\" |msg=STATEMENT: *select*lo_export(111,' /tmp/pido')




Service
Type

Extra

TEST BORIS (TCR/5577)

Baze

appname: \"DBeaver+23.2.1+-+SQLEditor=<Scr
ipt-48.sqgls\"

command_tag: “"BIND\"

dbname: ““test_db\"

delim:

kw: pid=%"29753\"-appname=\"DBeaver~23.2.1
-+50LEditor-<Script-48.=ql>\"*user=\"user
24" +dbname=""test_db\" *rhost="comp.local
(911)%"»queryid=""8%"*command_tag=""EBIND
Wesgl_state=4"425%81\"session_id=""6662a8
86.7439% " »session_seq=\"74"\ " session_start

_time=\"2024-@6-8785:54: 14 UTCY " »virt_tra
ns_id=%"5/231%"trans_1id=""8" " msg=STATEME
NT:»selectslo_export({11l, /tmp/pido)

ms: .685

msg: STATEMENT:+selectslo_export{111,/tmp/
pido)

OOwaa wnapranka

pid: \"20753%"

queryid: \"e\"

rfcs424 modif: 2024-86-87-@5:54:14.685
rhost: Z'comp.local{9ll)»"

session_id: \"6662a886.7439\"
session_seq: Y74\
session_start_time: \"2824-86-87+85:54:14
UTCH"

sgl_state: \"42581\"

trans_id: Wen"

user: \"user2iy"

yirt_trans_id: \W"5/231\"




A Start of string, or start of line in multi-
line pattern

\A  Start of string

“

End of string, or end of line in multi-line
pattern

\Z End of string

\b  Word boundary

\B  Not word boundary
\< Start of word

\> End of word

Character Classes

\c Control character
\s White space

\S Not white space
\d Digit

\D Not digit

\w Word

w Not word

\x Hexadecimal digit
\O Octal digit

POSIX

[:upper:]  Upper case letters

[lower:]] Lower case letters

[:alpha]  All letters

[:alnum:]  Digits and letters

[-digit:] Digits

[xdigit]  Hexadecimal digits

[:punct:]  Punctuation

[:blank:]  Space and tab

[:space:] Blank characters

[:entrl:] Control characters

[:graph:]  Printed characters

[:print:] Printed characters and spaces
[:word:] Digits, letters and underscore
Revision #13

?= Lookahead assertion
‘ 2 Negative lookahead
?<= Lookbehind assertion
‘ ?1=or ?<! Negative lookbehind
7> Once-only Subexpression
‘ ) Condition [if then]
201 Condition [if then else]
‘ W Comment
* 0 ormore {3} Exactly 3
‘ + 1 ormore {3.} 3 or more
? Oor1 {3.5} 3,40r5

‘ Add a ? to a quantifier to make it ungreedy.

Escape Sequences

\ Escape following character
\Q Begin literal sequence
\E End literal sequence

"Escaping" is a way of treating characters
which have a special meaning in regular
expressions literally, rather than as special
characters.

Common Metacharacters

A I $
{ . ( \
+ ) | ?
< >

The escape character is usually \

Special Characters

\n New line
‘ \r Carriage return
\t Tab
‘ \v Vertical tab
\f Form feed
‘ boxx Octal character xxx

Hex character hh

Created 2023-10-03 13:16:14 UTC by Boris Rzr
Updated 2024-12-03 11:31:20 UTC by Boris Rzr

Groups and Ranges

. Any character except new line (\n)
(alb)

aorb
() Group
(?:...) Passive (non-capturing) group
[abc]  Range (aorb or c)
[*abe] Not(aorborc)
[a-q]  Lower case letterfromatoq
[A-Q]  Upper case letter from A to Q
[0-7] DigitfromOto 7
x Group/subpattern number "x"

Ranges are inclusive.

Pattern Modifiers

g Global match

i*  Case-insensitive

Multiple lines

s* Treat string as single line

Allow comments and whitespace in
pattern

Evaluate replacement

U* Ungreedy pattern

* PCRE modifier

String Replacement

$n nth non-passive group
$2 "xyz" in /*(abc(xyz))$/
$1 "xyz" in [*(?:abc)(xyz)$/
$ Before matched string
$ After matched string

$+ Last matched string
Entire matched string

Some regex implementations use \ instead
of $.
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