[lpaBusia cbopa 1 aHanmsa
naHHbIX (Data Mining

B oTnn4me oT NOTOKOBOW Koppensuumn, paboTatowen B pexxmme peabHoro spemeHu, Data Mining

npasusa No3BoJIAIOT C noMoLbio A3blka SQL n pyHkumin ClickHouse (npuMepsbl 3anpocos, NoYTn
BCE BO3MO>XHO MCMOJIb30BaTb) pacno3HaBaTb U aHaN3MPOBaTb COObITUSA, COXPaHEHHbIX B
xpaHnnuuwe KUMA (MOXXHO yKa3aTb U KOHKPETHbIN CNenc XpaHuinLia).

Ons paboTbl HeO6X0AMMO yKa3aTb, PaCCMOTPUM Ha NpuMepe:
e B Pecypcax - MpaBuna cbopa 1 aHanm3a gaHHbIXx Co3naTb NpaBuio
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e B npasune ykasaThb:

o MHTepBan (yacrtota) BbinosIHeHUA SQL-3anpoca MOXHO yKa3aTb B MUHYTax,
yacax N gHAX (MUHUMYM 1 MUHYTa)

o SQL-3anpoc [oJ/KeH cogep)XaTb PYHKUUIO arperaumv (npuMmepbl) n/mam
rpynnupoBky (GROUP BY) gaHHbIX € 06s3aTesibHbIM YKa3aHneM orpaHmndeHus LIMIT
(oT 1 oo 10 000)

Ka>knoe BbINOJIHEHME TAaKOro npaBusia NPoMCXoanT B BUAE 3anpoca B XpaHuUauLLe, a 3To
3HA4YUT HEOCTOPOIXKHbBIM ABUXXEHNEM B BUAE HACTOr0 UAN TAXKENOro npaBmia MOXHO
Harpy3nTb 6a3y 6onblle YemM X0TeNocChb Obl

B npumepe paccMmaTpmBaeTCsa 3anNpoc Ha ocHoBe cobbiTnnm Windows no nosib30oBaTesisaM
(DestinationUserName) cobbiTnam Bxoaa (EventlD 4624) n Bbixoga (EventlD 4634) ¢ pac4yeToMm
cpefHero BpeMeHu cecum nosib3oBaTens 3a nocnegHue 24 yaca.


https://kb.kuma-community.ru/books/sozdanie-zaprosov-v-kuma-cookbook/page/zaprosy-v-kuma-primery
https://clickhouse.com/docs/ru/sql-reference/aggregate-functions/reference

MocmoTpeTb SQL 3anpoc (npumep)

SELECT
login_events.DestinationUserName AS destination_user_name,
round(AVG(logout_events.logout_time - login_events.login_time)/1000) AS avg_time_diff_s,
COUNT(DISTINCT login_events.login_time) AS total_logins,
COUNT(DISTINCT logout_events.logout_time) AS total_logouts,
concat(
toString(floor(avg_time_diff s/ 86400)), ' days, ',
toString(floor((avg_time_diff s % 86400) / 3600)), ' hours, ',
toString(floor((avg_time_diff s % 3600) / 60)), ' minutes, ',
toString(avg_time_diff s % 60), ' seconds'

) AS human_readable_diff

FROM

(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS login_time,
FlexStringl AS logon_id
FROM “events’
WHERE DeviceEventClassID = '4624'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS login_events
INNER JOIN
(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS logout_time,
FlexStringl AS logon_id
FROM "events’
WHERE DeviceEventClassID = '4634'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS logout_events

ON login_events.DestinationUserName = logout_events.DestinationUserName

AND logout_events.logon_id = login_events.logon_id

WHERE logout_events.logout_time >= login_events.login_time
GROUP BY login_events.DestinationUserName

ORDER BY avg_time_diff s DESC

LIMIT 100



o JlobaBMTb ManNMUHr (ConocTaBneHne) No noasam 3anpoca n mogenn KUMA

<+ NobaeuTes CONoCTaBNeHne Y YoanuTe

WexogHos none MNone cofbima Moanuce

destination_user_name DestinationUserdame e

ave_time_diff_s DeviceCustomMumberl e avg_time_diff s
total_logins DeviceCustomString 1 e total_logins
total_logouts DeviceCustomString2 e total_logouts
human_readable_diff DeviceCustomString3 e human_readable_dift

e B Pecypcax - C60op u aHanu3 paHHbIX 100aBUTL paHee CO34aHHOE NMpPaBuIo
e OTKPbITb MNPABUJIO U YCTAHOBUTb CBA3M:
o MpuBA3aTbh XpaHUAULLE N0 KOTOPOMY ByaeT oCyLeCcTBAATLCSA NMOUCK Ha BKAaakKe
MpuBA3aHHbIe XpPaHUAULLA
o MpuBA3aTb KOPPENIATOP C COOTBETBYIOLLMM NPABUIOM Koppenaunm onas cpaboTkm
Ha BKNaake MpuBA3aHHblIe KOPPENATOPbI
e 115 PYYHOrO 3amnycka Ha>XMUTe KHOMKY 3anyCcTuTb
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--login_events_DestinationUserName-AS
destination_user_name,*

- =round(AVG(logout_events.logout_time:.-
login_events. login_time)/1000) -AS-avg_time_diff s,

- -COUNT(DISTINCT-login_events.login_time) -AS-
total_logins,+

- -COUNT (DISTINCT - logout_events . logout_time) -AS-
total_logouts,«

~ ----concat(+

(3 QoBaeuTs conocTaeEneHue Uz SQL

Onucarne @

CoxpaHuTs COXpaHnTh C KOMMEHTapuem (® 3anycTuth OTmeHa

e [0 pe3ysibTaTaM 3anpoca Ha Bbixoae OynyT Kakue-To AaHHble, KOTopble He byayT Hurge
COXPAHATBLCS, HO HAa HUX MOXXHO HaCTPOMTb NPABUJIO Koppenauun. B Haliem cny4vae
NpPaBuIo JIOBUT COObITUSA, rae BPEMSA CECCUN MeHbLUe 5 CEeKYHA:



PepakTupoBaHue npasnna Koppenauum 2

Ofume | Cenexktopbl | [edcTBuA  Koppenstopel  MCKmoueHWA

Mapametpw  JoKanbHblE NepeMeHHBIE
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i EcvHe |e:| Type || = |3 *
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fneorel ) MHdopmauus o KoppensuuoHHOM cobbITun
DataMiningBoris- Win AVG Session less 5 sec  Hoseit  /° p u pp i
~ M (Z Moapobt
S I T ——
TenantName Main
Timestamp 10.012025 11:30:43:274
VIH¢0pMaleﬂ 06 anepTe Name DataMiningBoris-- Win - AVG - Session - less . 5. sec
'YpoBeHb B2XHOCTH MPABKNA KOPRENALAM Mepaoe noAaneHne TeHaut StartTime 10.012025 11:30:40:180
Hikui 10012025 11:30:43 Main EndTime 10.012025 1130:40:180
HauBsic1Uas BIXHOCTb KATErOpHH aKTHBOR Mocnenxee nosaneHue Mpazino KoppensiLuan DeviceProduct KUMA
HeT anauenus 10012025 11:30:43 D ‘Win AVG Session less b sec
DeviceTimeZone +03:00
WineATisduKaTop anepta
£7a32232-cbas-476a-b1B3- Devicelendor Kaspersky
1d66e9636915 DestinationUserName myznikov
DeviceCustomNumber1 3
CBaA3aHHble cobbITUA DeviceCustomString1 1111
DeviceCustomString2 1109
E Bpems § Wudopmauns o cobermnia Texant
Dev 0-days, -0-hours, 0. minutes, - 3. seconds
> 10.01.2025 11:30:43 DestinationUserName: ksmg-ldap , Devic 1: 193, D Ci i 193, Main
- DeviceCustomString3: 0 days, 0 hours, 0 minutes, 0 seconds D Win AVG Session less 5 sec
v 10012025 11°:30:43 DestinationUserName: myznikov, 1111, D g2 1109, Main Service [OOTB] Correlator
- DeviceCustomString3: 0 days, 0 hours, @ minutes, 3 seconds , DeviceCustomNumber1: 3
BaseEventCount 1
10012025 11:30:40 EndTime: 10012025 11:30:40 , DevicaTimaZona: +03:00 , DestinationUserName: myznikov,,
i 1- 3, DeviceCi 1Label: avg_time_diff_s , DeviceCustomStringl: 1111, Priority Heaktii
D Ci 1Label: total logins, D 1109, D C bel:
total_logouts , DeviceCustomString3: 0 days, O hours, 0 minutes, 3 seconds Type Correlated
HaiiT B coBumuax: 1 Main lNons pacnpeHHoit cxembl CoGLITWI

NKL_CorrelationRulePriority 1

A cobbITne Ha ocHoBe KOTOPOIro npowmnsoLwuia cpa60TKa:



Aneprsl >

DataMiningBoris- Win AVG Session less 5 sec  Hoawii /7 M H¢opMau”ﬂ 0 COGblTWM
- ! Konupoeats

soosem o | _ s o | (T
Timestamp 10012025 11°30:40:180
EndTime 10012025 11°30:40:180

n H¢0pma uma 06 aneprte DeviceTimeZone +03.00

YpOBeHS BAKHOCTH PASHN2 KOPPENSLIA Mepace nosenesme Tenaut DestinationUserMame myznikov

Huzkii 10.01.2025 11:30:43 Main
DeviceCustomNumberl 3

HayiBsiciuan BaKHOCTS KATErGPIN AKTHEOR Mocnenuee nosenenie Mpaginc Koppenaukw
DeviceCustomNumberllab  avg time diff s

HeT aHaueHus 10.01.202511:30:43 DataMiningBaris- Win AVG Session less 5 sec l

VinewTrduiaTop anepta DeviceCustomStringl 1111

©7a32232-cbae-4f6a-bf83-

16669636915 DeviceCustomString1Label total_logins
DeviceCustomString2 1109
DeviceCustomString2Label ‘total_logouts

Cesi3aHHble cobbITnA
DeviceCustomString3 0-days,-0-hours,- 0 minutes, - 3- seconds

Bpema L ViH@OpMauma O coBLITI TeHaHT DeviceCustomString3Label human_readable._diff
> 10012025 113043 DestinationUserMame: ksmg-Idap , DeviceC: ingl: 193 , DeviceC ring2: 193, Main Service core
- DeviceCustomString3: O days, 0 hours, 0 minutes, 0 seconds

Type Sase

v 10012025113043 DestinationUserName: myznikov, DeviceCustomStringl: 1111, DeviceCustomString2. 1109, Main
DeviceCustomString3: 0 days, 0 hours, 0 minutes, 3 seconds, DeviceCustomNumberl: 3

10012025 11:30:40 EndTime: 10.01.2025 11:30:40, DeviceTimeZone: +03:00, DestinationUsarName: myznikov,,
DeviceCustomumberl: 3 , DeviceCustomNumberlLabel: avg time diff s, DeviceCustomStringl: 1111,
DeviceCustomString1Label: total logins, DeviceCustomString2: 1109 , DeviceCustomString2Label:
total logouts , DeviceCustomString3: 0 days, O hours, 0 minutes, 3 seconds

Ewe npnmep:

PepakTupoBaHue npasuna cGopa 1N aHann3a gaHHbIX W

OBwme  [NpwsaAsaHHbie xpavnnnwa  [pUBA3aHHbIE KOPPENATOPLI

Tnybusa @ (14 now-1n

Sql ® SELECT count(CASE WHEN DeviceEventClassID = '4425' THEN
1 END) as F, count(CASE WHEN DeviceEventClassID =
'4624' THEN 1 END) as S, F/5 as A, 'D20' as
DeviceExternalID
FROM 'events’
HAVING A > ©.03
4  LIMIT 25@

P
' NoBaemTs conocTasneqne ns SQL
Onvcarme @ Rule detects when failed/success logins ratio exceeds 3%
i
+ [NobasnTs conocTaeneqHne
WcxogHoe none Mone cobuiTua Mognuece.
. F DeviceCustomMNumberl W Failed logins
S DeviceCustomNumber2 ~ Success logins
A DeviceCustomFloatingPointl v Ratio

DeviceExternallD DeviceExternallD v
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