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222227 (Data Mining)

B oT/iM4me oT NOTOKOBOWN Koppensiuum, paboTatoLlen B pexxmme peasnbHoro spemMenHu, Data Mining

rnpasusa No3BoNAIT C noMoLwbio A3blka SQL u pyHkuuin ClickHouse (NnpuMepsbl 3anpocoB, No4YTr
BCE BO3MOXXHO MCMOJ/Ib30BaTb) pacrno3HaBaTb M aHa/IN3NPOBaTb COBbITNSA, COXPAHEHHbIX B
xpaHunne KUMA (MOXXHO yKa3aTb Y KOHKPETHLIN Crenc XpaHuianLLa).

P07 0?7077

BoinosnHeHne SQL-3anpocoB K ClickHouse v npuBefeHne pesysabTaToB K popMaTy
HOpManm3oBaHHbIX cobbiTnn KUMA nponcxoamT Ha ypoBHe Core C NMOMOLLbO HOBOM CYLLIHOCTM
DataMiningRule n scTpoeHHoro mexaHnsma Scheduler. lNony4yeHHble pe3ynbTaThl
npeobpa3yoTcs B CObbITMA N pacnpoCTPaHAIOTCA NO KOpPensTopam 4Yepe3d cTaHgapTHbIN API,
KOTOPbIN TakXe NUCMOJIb3YyeTCa KoJIIeKTopaMu.

Ba»xHo, 4TO:

e 3anpoc K ClickHouse BbinoJsIHAETCA CTPOro OAMH pas 3a yKasaHHbIN nepuog
pacnucaHuns;

e C(hOPMUPOBaAHHbLIN pe3ysibTaT MOXeT BbITb HanpaB/ieH OAHOMY UJIN HECKOJIbKUM
KoppensaTopaM, a TakXXe B Apyrve noacncremsl B byayuiem;

e KOPPENATOpbI, NOJsyYaloLne JaHHbIe, MOTYT NPUHaANeXXaTb Pa3/IM4HbIM TEHAHTaM,
4yTo obecneymBaeT rMOKOCTb N MaCcWTabUpyemMoCTb apXNTEKTYPHI.

Takum obpa3zom, Data Mining npaBuia OTKPbIBAOT BO3MOXXHOCTb BbISIBJISITb A0OJITUE U C/IOXKHbIE
LernoYKM aKTUBHOCTU - T€, KOTOPbIE HEBO3MOXXHO MJIN KpaliHe TPyAHO 0OHapPYXNTb TOJIbKO
cpencTBamMuy NOTOKOBOW KOppensunu.

P00 2 P070°707°707°7°7
Mnockl MwuHycCbI

CHM)KEeHUe Harpysku Ha KoppensTopbl — OTCYyTCTByeT YBesnueHne Harpyskuv Ha XpaHuauLie gaHHbIX, 011

HeobxoAUMOCTb XPaHUTb 6onblune 06BEMbI BPEMEHHbIX KOTOPOro NMOCTOSIHHbIE CJIOXKHbIE 3aNpPOoChl He ABASOTCA
[aHHbIX B ONepaTUBHON NaMaTH LLesieBO HarpysKowu.

KpoccTteHaHTHOe obGHapy>keHue — rnpaBusio MoxeT PUCK Tsi>Kenbix 3anpocoB — Hea(hheKTMBHbIN SQL
rnepenaBaTh pe3y/ibTaTbl HECKOJIbKMM KOppensaTopam MO>XEeT CYLLeCTBEHHO Harpy3nTb KiacTep.

Pa3HbIX TEHAHTOB.


https://kb.kuma-community.ru/books/sozdanie-zaprosov-v-kuma-cookbook/page/zaprosy-v-kuma-primery

F'MbKoCTb co3/aHusa NpPaBuJl — BO3MOXHOCTb CTPOUTb
Koppensaumio HanpsaMyto Ha ocHose SQL-3anpocos.

PacnpepenéHHoe BbINOJIHEHME 3aNpPoOCOB — Harpyska
obpabaTbiBaeTCs KNAaCcTEPOM XPaHUINLLA, @ HE OAHUM
CepBepoM KoppensiLuu.

Moppep>xka noucka QHOMAaJNIMMA U [0TUX cueHapues
aTaK — OTKJIOHEHWUA OT HOPMbI, TpeHObl, AeBalun,
penkune nocnenoBaTesibHOCTU.

YCTOWYMBOCTB K 3afiep>XKaM U HECUHXPOHHOCTH
coObITUMA — eC/N COBLITUA MPUXOASAT C OMO3LaHNEM NN B
HenpaBuabHOM Nopsake (HanpuMmep, Npasuaa no Golden
Ticket), aHann3 BCé paBHO OyeT KOPPEKTHbLIM.

COXpPaHHOCTb COCTOSAAHUA NPU pecTapTe — GakeTbl 1
MPOMEXYTOYHbIE aHHble He COpackIBAOTCS Npu
rnepesarpyske KoppessTopa.

OTno)xeHHoe obHapy>XeHue — aHannTuKa pabotaer
NoCTMakTyM, MO3TOMY anepT NMPUXOAMUT MO3XKe, YeM Mpu
MOTOKOBOW KOpPensLuu.

Co3paTb NpaBuio MOXXHO ABYyMS cnocobamum (M3 SQL-3anpoca B pasgene Nonck no cobbiTnam):

e ®opmumpyem SQL-3anpoc B pasgene Noncka rno cobbiTusam (TeCTupyem rmnoTessl,
NPOBOAMM aTaKy Ha MoJMroHe, HanosHAeM Bl cMHTeTU4eCKMMM cobbITUAMM)

e HeobxoanMo NpoBepuUTb 4YTO 3aNpOoC BbINOJIHAETCSA, He BelaeT 6a3y, Bo3BpaLlaeT
OCMBbICJIEHHbIN pe3y/ibTaT, KOTOPbIA MOXKHO fajiee aHaIn3npoBaThb C MOMOLLbIO

KoppensaTopa

e HaxmnTe Ha 3Ha4vok "Create data mining rule"

Create data mining rule

> Run query

e [lanee oTKkpbIiBaeTCs oKHO Co34aHMA NpaBuia, aBTOMaTUYECKK 3arnoJIHUTCA CcaM 3anpoc,
rnybrvHa n 4yacToTa 3anycka. 3anoJIHUTCA MannuHr nosen u3 3anpoca B nonsa KUMA



Create data mining rule

Name*
Tenant* ~
Tags ~
a , P 2 -
S0OL query execution freguency 1 s Minute v
Depth @ [5m| now-5m
soL® 1,  SELECT

2 DeviceHostlame,

3 DeviceProcessMame,

4 min(if(DeviceCustom5tringl = 'red’', Timestamp,

MULL) ) AS red_event_time,|

5 ‘red’ AS new_status,

& ‘green’ AS old_status

7 FROM “events®

8 WHERE DeviceFacility = 'agent’

9 AND DeviceAction = 'service status changed’

' Update mapping from SQL
Description (1)
e
Mapping
+ Add mapping 1 Delete
Source field Eventfield
DeviceHostName DeviceHostMame

e 30eCb HeEOOXOAMMO BMMUCATb Ha3BaHME, Bbl6paTb TeHaHT, A03aloJIHUTb NoJid N CO30aTb
npasno.

BTopon cnocob (co3gaTb NpaBuo Kak pecypc):

e B Pecypcax - NMpaBuna cbopa 1 aHanmsa gaHHbIXx Co3naTb NpaBuio



Pecypcel u cepamcel [ Mpasuna cBopa W aHanuaa 0aHHbLX

MNpaBuna cbopa n aHann3a faHHbIX

Q, <+ NoBaEuTs ) OyGnvpoBaTs 1 YoanuTs <) Tern & MNokas
&5 Bee | & Mow HazeaHwe ~  [yTb Ao pecypca MocnegH.. = v
¥y VaBpanHoe o Demo_Data_Mining Shared 10.01.2025 11:2
= Coverage Test Bcero 1/ BoifpaHo O

e B npaBune ykasaTb:

o MHTepBan (yactota) BbinosiHeHUA SQL-3anpoca MOXHO yKa3aTb B MUHYTaXx,

yacax N gHAX (MUHUMYM 1 MUHYTa)

o SQL-3anpoc LoJIXKEH coaepXaTb PYHKLMIO arperaumn (npumepsl)
rpynnupoBky (GROUP BY) gaHHbIX € 06a3aTesibHbIM yKa3aHueM orp
(ot 1 no 10 000)

Ka>xk[ooe BbINMOJIHEHME TAaKOro rnpasnja NpoucxXoonuT B BUAE 3arpoca B

n/mnmn
aHn4veHuns LIMIT

XpaHunnvuie, a 3T0

3HaA4YUT HEOCTOPOXXKHbLIM ABMXKXEHNEM B BUAE HaCTOIo NN TAXEJIONo rnpaBumjia MOXXHO

Harpy3nTb 6a3y 6osblle YeM XO0Tenoch Obl

B npumepe paccmaTpurBaeTCs 3anpoc Ha ocHoBe cobbiTnin Windows no non

b30BaTeJIdAM

(DestinationUserName) cobbiTusm Bxoaa (EventlD 4624) n Bbixoga (EventlD 4634) ¢ pacyeTom

cpelHero BpeMeHu cecumn nosib3oBaTesis 3a nocaenHue 24 vyaca.

MocMmoTpeTb SQL 3anpoc (npumep)

SELECT

login events.DestinationUserName AS destination user name,

round (AVG(logout events.logout time - login events.login time)/1000) AS

avg time diff s,

COUNT (DISTINCT login_events.login time) AS total logins,

COUNT (DISTINCT logout events.logout time) AS total logouts,

concat (
toString(floor(avg time diff s / 86400)), ' days, ',
toString(floor((avg time diff s % 86400) / 3600)), ' hours, '
toString(floor((avg_time diff s % 3600) / 60)), ' minutes, ',
toString(avg_time diff s % 60), ' seconds'

) AS human_readable diff

’


https://clickhouse.com/docs/ru/sql-reference/aggregate-functions/reference

FROM
(SELECT
DestinationUserName,
toUnixTimestamp (EndTime) AS login_ time,
FlexStringl AS logon id
FROM “events®
WHERE DeviceEventClassID = '4624'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS login events
INNER JOIN
(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS logout time,
FlexStringl AS logon id
FROM “events®
WHERE DeviceEventClassID = '4634'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS logout events

ON login events.DestinationUserName = logout events.DestinationUserName

AND logout events.logon id = login events.logon id

WHERE logout events.logout time >= login events.login time
GROUP BY login events.DestinationUserName

ORDER BY avg time diff s DESC

LIMIT 100

o JloGbaBUTb MannMHr (ConocTaBsieHMe) No Nossam 3anpoca n mogenn KUMA

<+ NobaeuTes CONoCTaBNeHne Yoanums

WexogHoe none MNone cofbima MNognuck
. destination_user_name DestinationUserdame e
ave_time_diff_s DeviceCustomMumberl e avg_time_diff s
total_logins DeviceCustomString 1 e total_logins
total_logouts DeviceCustomString2 e total_logouts
human_readable_diff DeviceCustomString3 e human_readable_dift



e MNepenTn B pasanen Pecypcbl - COOp M aHanM3 paHHbIX 106aBUTb NNAHMPOBLLUK MO
paHee co3gaHHOMY MpaBuay
e OTKPbITb NPABUIO U YCTAHOBUTb CBA3M:
o MpuBA3aTbh XpaHUULLE N0 KOTOPOMY ByaeT oCyLeCcTBAATLCSA NOUCK Ha BKaaKe
MpuBsA3aHHbIe XPaHUANLLA
o MpuBA3aTb KOPPENATOP C COOTBETBYIOLMM NPABUIOM KOppenaunm ans cpaboTku
Ha BKNaake MpuBA3aHHble KOPPENATOPbI
e 1115 PYYHOrO 3arnycka Ha>kMUTe KHOMKY 3anycTuTb

PEHEIKTI.‘IPOBEHVIE npaevuna cﬁopa n aHannsa AaHHbIX

Obume  MMpUBA3aHHEIC XPaHUNMWE  MPUBS3aHHLIE KOPPENATOPb!

Mnaxnposwmk

CocTosHNE @ exnouero
MNaHUpPoBLMK 3a8epIUNi patoTy B 10.01.2025 12:30:41
CTaTyC BLINONHEHWS Npasuna @ oK

HacTpoliku npasuna
HazBaHwe* Demo_Data_Mining
TeHanT*

Tern

YacToTa 3anycka 3anpoca® 1

a»

Yac ~

MyGuna © now-24h

al © SELECT*
--login_events.DestinationUserMame-AS
destination_user_name,

1%

- -round(AVG(logout_events.logout_time--
login_events.login_time)/1000) -AS-avg_time diff s,¢
- -COUNT (DISTINCT - login_events.login_time) -AS-
total_logins,~
- -COUNT (DISTINCT - logout_events.logout_time)-AS.
total_logouts,+
w «xo-cONcat(~ -

(' NoBaBuTL conocTaenexue u3 SQL

Onucarne @

CoxpaHuTh COXpaHUTL C KOMMEHTapWEM ® 3anyctute OTMeHa

e [10 pe3ynbTaTaM 3anpoca Ha Bbixode byaoyT cdhopMupoBaHbl ba3oBblie COOLITUS, KOTOPLIE
He ByayT coxpaHeHbl. [lanee Heobxo4MMO Co3haThb NPOCTOE NPaBUIO Koppenauum, 4Tobebl
Cco34aTb KoppensaumoHHoe cobbiTne n anepT Ha AaHHoe cobbiTne n NpmeBsA3aTbh NPaBUIO K
HY>XHbIM KOppensTopam

B HawemMm c/ly4dae rnpaswJsio JIOBUT cobbiTUS, roe BpeM4d ceCCn MeHbLle 5 CeKyHAO.



PepakTupoBaHue npasnna Koppenauum 2

Ofume | Cenexktopbl | [edcTBuA  Koppenstopel  MCKmoueHWA

Mapametpw  JoKanbHblE NepeMeHHBIE

MapameTpe duneTpa

DUneTp* ™
COXpaHWTL GunbTp
‘% Kouctpykrop | <> Kog
N <+ [ofaenTe yenoewe <4 [OoGaeuTs rpynny
Ecnw | e: | DeviceCustomMumberllabel || = | avg_time diff s *®
i EcvHe |e:| Type || = |3 *
i Ecrw | e | DeviceCustomMNumberl || < | b *
fneorel ) MHdopmauus o KoppensuuoHHOM cobbITun
DataMiningBoris- Win AVG Session less 5 sec  Hoseit  /° p u pp i
~ M (Z Moapobt
S I T ——
TenantName Main
Timestamp 10.012025 11:30:43:274
VIH¢0pMaleﬂ 06 anepTe Name DataMiningBoris-- Win - AVG - Session - less . 5. sec
'YpoBeHb B2XHOCTH MPABKNA KOPRENALAM Mepaoe noAaneHne TeHaut StartTime 10.012025 11:30:40:180
Hikui 10012025 11:30:43 Main EndTime 10.012025 1130:40:180
HauBsic1Uas BIXHOCTb KATErOpHH aKTHBOR Mocnenxee nosaneHue Mpazino KoppensiLuan DeviceProduct KUMA
HeT anauenus 10012025 11:30:43 D ‘Win AVG Session less b sec
DeviceTimeZone +03:00
WineATisduKaTop anepta
£7a32232-cbas-476a-b1B3- Devicelendor Kaspersky
1d66e9636915 DestinationUserName myznikov
DeviceCustomNumber1 3
CBaA3aHHble cobbITUA DeviceCustomString1 1111
DeviceCustomString2 1109
E Bpems § Wudopmauns o cobermnia Texant
Dev 0-days, -0-hours, 0. minutes, - 3. seconds
> 10.01.2025 11:30:43 DestinationUserName: ksmg-ldap , Devic 1: 193, D Ci i 193, Main
- DeviceCustomString3: 0 days, 0 hours, 0 minutes, 0 seconds D Win AVG Session less 5 sec
v 10012025 11°:30:43 DestinationUserName: myznikov, 1111, D g2 1109, Main Service [OOTB] Correlator
- DeviceCustomString3: 0 days, 0 hours, @ minutes, 3 seconds , DeviceCustomNumber1: 3
BaseEventCount 1
10012025 11:30:40 EndTime: 10012025 11:30:40 , DevicaTimaZona: +03:00 , DestinationUserName: myznikov,,
i 1- 3, DeviceCi 1Label: avg_time_diff_s , DeviceCustomStringl: 1111, Priority Heaktii
D Ci 1Label: total logins, D 1109, D C bel:
total_logouts , DeviceCustomString3: 0 days, O hours, 0 minutes, 3 seconds Type Correlated
HaiiT B coBumuax: 1 Main lNons pacnpeHHoit cxembl CoGLITWI

NKL_CorrelationRulePriority 1

A cobbITne Ha ocHoBe KOTOPOIro npowmnsoLwuia cpa60TKa:



Aneprsl >

DataMiningBoris- Win AVG Session less 5 sec  Hoawii /7 M H¢opMau”ﬂ 0 COGblTWM
- ! Konupoeats

soosem o | _ s o | (T
Timestamp 10012025 11°30:40:180
EndTime 10012025 11°30:40:180

n H¢0pma uma 06 aneprte DeviceTimeZone +03.00

YpOBeHS BAKHOCTH PASHN2 KOPPENSLIA Mepace nosenesme Tenaut DestinationUserMame myznikov

Huzkii 10.01.2025 11:30:43 Main
DeviceCustomNumberl 3

HayiBsiciuan BaKHOCTS KATErGPIN AKTHEOR Mocnenuee nosenenie Mpaginc Koppenaukw
DeviceCustomNumberllab  avg time diff s

HeT aHaueHus 10.01.202511:30:43 DataMiningBaris- Win AVG Session less 5 sec l

VinewTrduiaTop anepta DeviceCustomStringl 1111

©7a32232-cbae-4f6a-bf83-

16669636915 DeviceCustomString1Label total_logins
DeviceCustomString2 1109
DeviceCustomString2Label ‘total_logouts

Cesi3aHHble cobbITnA
DeviceCustomString3 0-days,-0-hours,- 0 minutes, - 3- seconds

Bpema L ViH@OpMauma O coBLITI TeHaHT DeviceCustomString3Label human_readable._diff
> 10012025 113043 DestinationUserMame: ksmg-Idap , DeviceC: ingl: 193 , DeviceC ring2: 193, Main Service core
- DeviceCustomString3: O days, 0 hours, 0 minutes, 0 seconds

Type Sase

v 10012025113043 DestinationUserName: myznikov, DeviceCustomStringl: 1111, DeviceCustomString2. 1109, Main
DeviceCustomString3: 0 days, 0 hours, 0 minutes, 3 seconds, DeviceCustomNumberl: 3

10012025 11:30:40 EndTime: 10.01.2025 11:30:40, DeviceTimeZone: +03:00, DestinationUsarName: myznikov,,
DeviceCustomumberl: 3 , DeviceCustomNumberlLabel: avg time diff s, DeviceCustomStringl: 1111,
DeviceCustomString1Label: total logins, DeviceCustomString2: 1109 , DeviceCustomString2Label:
total logouts , DeviceCustomString3: 0 days, O hours, 0 minutes, 3 seconds

Ewe npnmep:

PepakTupoBaHue npasuna cGopa 1N aHann3a gaHHbIX W

OBwme  [NpwsaAsaHHbie xpavnnnwa  [pUBA3aHHbIE KOPPENATOPLI

Tnybusa @ (14 now-1n

Sql ® SELECT count(CASE WHEN DeviceEventClassID = '4425' THEN
1 END) as F, count(CASE WHEN DeviceEventClassID =
'4624' THEN 1 END) as S, F/5 as A, 'D20' as
DeviceExternalID
FROM 'events’
HAVING A > ©.03
4  LIMIT 25@

P
' NoBaemTs conocTasneqne ns SQL
Onvcarme @ Rule detects when failed/success logins ratio exceeds 3%
i
+ [NobasnTs conocTaeneqHne
WcxogHoe none Mone cobuiTua Mognuece.
. F DeviceCustomMNumberl W Failed logins
S DeviceCustomNumber2 ~ Success logins
A DeviceCustomFloatingPointl v Ratio

DeviceExternallD DeviceExternallD v


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/jV9image.png

PepakTupoBaHue npaBuia KOppenaunum ;ox

O6wwme Cenektopsl  [eiictens Koppenstopwl  Mcknwouenus

MapameTpel  JlokankHeIe NepemMeHHsIe

MapameTpbl dunsTpa
QuneTp®
CoxpaHuTb dunsTp
| E Konctpyktop | </ Kog
M~ <+ NofaeuTs yenoswe <+ Oobasuts rpynny

Ecnu | e: | DeviceExternallD || = | D20 x
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i
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Ncnonb3oBaHune Data Mining npaBun 0ocobeHHO akTyasibHO B CUTYaLMAX, KOrda Kiaccu4eckas
noTokoBas kKoppenaumsa nmbo HeahdpekTnBHa, NMMBO CAMLIKOM pecypcoéMKa. PaccMmoTpum

OCH

1.

OBHble MPpaKTn4eckme cueHapun:

Korpa Hy>xHO obpaboTtaTb MHOro cobbiTuM 3a nepuopn,

Hanpumep, 60sbLLOE YNCN0 HeYyCNEeLWHbIX JIOTMHOB 3a 5 MUHYT UM Maccosoe
CKaHMpoOBaHMe NopTOB.

Data Mining no3sosiseT cymTaTb Takue Bewmn B ClickHouse, He 3arpy>as Koppenatopsbl.

. Korpa HY>XHO CYMMUPOBaTb UJIN YCPEeOHATb 3Ha4YeHusa

MO>XHO NCMNosb30BaTb arpervpyowme dpyHkLmm SQL: SuM() , AVG() n T.A4.

Mpumep: cpegHnin 06bEM ncxogsawero Tpagpmka nnm konm4ectso DNS-3anpocos.
AnepT cpabaTbiBaeT Npn NpeBbILLIEHNN NMOPOra.

Korpa Hy>XeH cpaBHUTEJIbHbIN aHaNU3

Hanpumep, cpaBHUTb KOJIMYECTBO COBLITMIA 3a NOCNEAHUI YacC C TaKMM »Xe Nepmoaom
CYTKW Ha3aa.

Korpa Hy>XHO paboTaTb €O “CKONb3ALWLUM” OKHOM BPEMEHMU

AHanunsnpoBaTb CObbITUS 3a Nepnoa, HE3aBMCMMO OT TOr0, C KaKOW 3a4epP)XKOWN OHU


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/i9Yimage.png

npuLwan.

5. Onepauumn KOTopble HEBO3MO>XHbl HAa YPOBHE LLeno4kKu coObiTum (KonmvyecTBeHHbIN
NPUPOCT, aHaIM3 Ha CXOXKEeCTb, a HE Ha OANHAKOBOCTb)

6. MopcueT sHTPONUMU
OnpeneneHne Npu NOMOLLN SHTPOMNN, KAKNE XOCTbl FEHEPUPYIOT OA4HM U Te e cpaboTku
0ns GopMUPOBaAHNA NCKAOYEHNI (PaHAOMHOCTb, HEOXKUAAHHOCTb LIEMOYKN)

P0007?°°07°?7? 2707?7077
PaccmoTpumm 6onee noapobHO Ha Napoyke NpPMMepoB:

KoppensunoHHas noruka, npyu Kotopon TpebyeTcs onmMTeNbHOe HakonsieHne cobbiTuin. Hanpumep:

e 60nee 10 HeycneLWHbIX NONLITOK ayTeHTUdUKaL M noa nosib3oBaTesieM root

e bepémM OKHO noucka 15 MUHYT 1 3anyCckaeM NpaBuio Kaxxgble 14 MUHYT.

e Tak Mbl aHaNM3MpyeM HakonueLLUMecs cobbiTusa n nonyvaem pesynbtaTt 6e3
HeobXxoAMMOCTN XpPaHUTb BCe AaHHble B NaMATN KoppenaTopa.

SELECT

count(ID) AS cnt,

SourceHostName

FROM “events’

WHERE DeviceCustomString2 = 'ssh’' AND DeviceEventClassID = 'USER_AUTH' AND DeviceVendor = 'Unix’
AND EventOutcome = 'failed’' AND DestinationUserName = 'root’

GROUP BY SourceHostName

HAVING cnt > 10

L)
+
m

Groups (1) OCards f@Table | »  Group events
) TSV Search in group fields =0 ) TSV
ent: 161 — Ti.. = v Device.. v DeviceAction -~ Source.. v Desti..

SourceHostName: 19216810047
2025-11-12.. USER_AUTH PAM:authenticati.. 19216810047 root

2025-1112.. USER_AUTH  PAM:authenticati.. 19216810047 root

YacTble HeycrneLlHbie NonbITKU Bxoaa nop Y3 root



SELECT
[SourceAddress,
[JSourceHostName,
[ODestinationUserName,
min(Timestamp) as StartTime,
max (Timestamp) as EndTime,
Jcount(Distinct(DestinationServiceName)) as cnt spn_names,
OarrayCompact(groupUniqgArray(DestinationServiceName)) as spn_names,
arrayStringConcat(
arrayMap(x -> '\"'" || x || '"\'', groupUnigArray(Distinct(ID))),

1 1
’

) AS BaseEventIDs,
Count(*) as EventIDsCount,
'S0CSh_Kerberoasting' as exID
FROM 'events'
WHERE
DeviceEventClassID = '4769' AND SourceUserID != '' AND NOT ( SourceAddress in ('','::1"')
or SourceAddress like '127.0.0.%') AND NOT endsWith(DestinationUserName,'$"')
GROUP BY SourceAddress, SourceHostName, DestinationUserName
HAVING cnt _spn _names > 10
LIMIT 100

MpocToi NnpumMep, rae Hy>XHO CYMMUPOBaTb AaHHblIe U 06HapPY>XMBaTb NPeBbILLEHNE NOPOra.

e CyMMUMpPyeM Ncxoaawmm Tpagumk ( SUM(bytes out) ) m rpynnupyem no agpecy NCTOYHMKaA.

e B none «FnybuHa» ocTaBnseM NycTo — TOrAa HWKHAA rpaHMua MHTepBana
onpenenseTcs aBTOMaTUYECKN KaK KOHeL, npeabiayuiero 3anpoca + 1.

e B none «4acrora 3anycka» CTaBUM MUHMMaJIbHOE 3Ha4YeHne — 1 MMHyTa.



Create data mining rule

e test_rule

v Minute W

SoL @ SELECT sum(BytesOut) as Traffic, SourceAddress

FROM “events’

WHERE BytesOut!= 0 GROUP BY SourceAddress ORDER BY
SouzceAddress DESC LIMIT 18

O Update mapping from SQL

-+ Add mapping

Source field Event field
Traffic W
SourceAddress SourceAddress had

B pe3ynbTaTe Scheduler ka)kayto MUHyTY 3anyckaeT SQL-3anpoc ¢ HebOobLIMM OKHOM OaHHbIX.
MNMony4yaeTcsa CKONb3ALee OKHO, KOTOPOe NOCTOAHHO OBHOBASIETCA 1 NO3BOJISET KOPPEKTHO
paboTaTb AaXke Npu 3afep)XKax B 4OCTaBKe COOLITMIA N HapyLUeHU nx Nnopsaka. 3TO Kak pa3 ToT
cnyyan, korga Data Mining npaBuna cnocoOHbI caenaTtb TO, C Ye€M NOTOKOBas Koppenauus
CMpPaBUTbCA HEe MOXeT.

PPV DDVVVVV V77?777

Kerberoasting

SELECT
[JSourceAddress,

[JSourceHostName,



[ODestinationUserName,
min(Timestamp) as StartTime,
max (Timestamp) as EndTime,
Ocount(Distinct(DestinationServiceName)) as cnt spn _names,
OarrayCompact(groupUnigArray(DestinationServiceName)) as spn_names,
arrayStringConcat(

arrayMap(x -> '\"" || x || "\'', groupUnigArray(Distinct(ID))),

1 ]
’

) AS BaseEventIDs,
Count(*) as EventIDsCount,
'SOCSh Kerberoasting' as exID
FROM 'events'
WHERE

DeviceEventClassID = '4769' AND SourceUserID != '' AND NOT ( SourceAddress in ('"',':

or SourceAddress like '127.0.0.%') AND NOT endsWith(DestinationUserName,'$"')
GROUP BY SourceAddress, SourceHostName, DestinationUserName

HAVING cnt spn _names > 10

LIMIT 100

CKaHuposaHue nopToOB

SELECT

arrayStringConcat(arraySort(groupUniqArray(Distinct(DeviceProduct))), ', ' ) AS
DeviceProduct,
arrayStringConcat(arraySort(groupUnigArray(Distinct(DeviceAddress))), ', ' ) AS
DeviceAddresses,

SourceAddress,

SourceHostName,

SourceNtDomain,

DestinationAddress,

min(Timestamp) as StartTime,

max (Timestamp) as EndTime,
arrayStringConcat(arraySort(groupUnigArray(Distinct(DestinationPort))), ', ' ) AS
DeviceCustomStringl,

arrayStringConcat(

arrayMap(x -> '\'"" || x || '\'', groupUnigArray(Distinct(ID))),

:1')



1 1
’

) AS DeviceCustomString2,
Count(*) as DeviceCustomNumber2,
Count(Distinct(DestinationPort)) as DeviceCustomNumberl,
'S0CSh_ScanPort' as exID

FROM “events"®

WHERE

Type=1 and

(DestinationPort < 1024 or DestinationPort in

(1434,1521,3306,3389,5432,8080,9200,1352,1540,1541)) AND

SourcePort>1024 and DestinationPort!=0 and SourceAddress!='"' and DestinationAddress!="'"

AND

(isIPAddressInRange(SourceAddress, '192.168.0.0/16') or isIPAddressInRange(SourceAddress,

'10.0.0.0/8') or isIPAddressInRange(SourceAddress, '172.16.0.0/12')) AND
(isIPAddressInRange(DestinationAddress, '192.168.0.0/16') or
isIPAddressInRange(DestinationAddress, '10.0.0.0/8') or
isIPAddressInRange(DestinationAddress, '172.16.0.0/12"'))

GROUP BY SourceAddress,SourceHostName, SourceNtDomain,DestinationAddress
HAVING DeviceCustomNumberl>=10

LIMIT 100

MpMpPOCT KOpPpPENALMNOHHbIX COObITUM Bonee 20% 3a CyTKMU

SELECT
'CorrelationSplash' as Externalld,
TenantID,
CorrelationRulelD,
CorrelationRuleName,
countIf(Timestamp between toUnixTimestamp64Milli(now64()) - 1*3600000 and
toUnixTimestamp64Milli(now64())) as today,
countIf(Timestamp between toUnixTimestamp64Milli(now64()) - 25*3600000 and
toUnixTimestamp64Milli(now64())-24*3600000) as yesterday,
round(today/yesterday,2) as k
FROM “events"®
WHERE Type=3 and toDayOfWeek(now64())!=1
GROUP BY TenantID,CorrelationRuleID,CorrelationRuleName



HAVING yesterday > 20 and k>1.2
LIMIT 250

SQL 3anpoc npasuna Password Spraying

SELECT

[JSourceAddress, SourceHostName,

Omin(Timestamp) as StartTime, max(Timestamp) as EndTime,
count(Distinct(DestinationUserName)) as cnt _usernames, /*KOn-BO YyHWKanbHbIX Y3*/
arrayCompact(groupUnigArray(DestinationUserName)) as spray usernames, /*yHuKasbHble

COPTUPOBAHHbIe MMeHa Y3, CKJleeHHble B CTPOKy*/
arrayStringConcat(arrayMap(x -> '\'"" || x || '\'', groupUnigArray(Distinct(ID))),"', ')

as BaseEventIDs, /*yHuKanbHble copTupoBaHHble ID 6a30BblXx COObITUM, CKII€EHHble B CTPOKY*/

[OCount(*) as EventIDsCount,

'S0CSh _PasswordSpray' as exID
FROM
‘events’
WHERE
DeviceEventClassID = '4625'
AND DestinationNtDomain != "'
AND NOT endsWith(DestinationUserName, '$")

GROUP BY SourceAddress, SourceHostName

HAVING cnt usernames > 10

LIMIT 100



Alerts »

[SOCSh] Retro-Ataka Password Spraying MNew /&

Severity: - Medium w Assign to Unassigned ~
Details on alert
Correlation rule severity First seen Tenant
Medium 2025-11-114:31.09 Main
Max asset category severity Last seen Correlation rule
None 2025-1111313:52:02 [SOCSh] Retro-Araka Password Spraying
AlertiD
becTeaad-405e-4ad8-acd?-
eff7f543016d
Related events
Timestamp } Event details
v o 20251M131352:02 ExternallD; SOCSh_PasswordSpray, FlexString2: dé2d0eda-9989-4314-94d8-ade4e678338

2025-11-13 13:51:59

FlexString2Label: TenantiD , SourceAddress: 19216810020, SourceHostName: del, StartTime: 2025-1
135159, EndTime: 2025-1-1313:5159, DeviceC ingl: 18, DeviceC
UserNames , DeviceCustomString2: [‘test_sve2’ kuma', test321, kidrills-
test testi2? nsh, testove’, test' repl_account’,'eav’ devilsss, iostuser’ deval??? apMMHRCTPaTOR' teat
ﬂewceCustomSt ing4: 18, DeviceCustomSh n"g} 49%b , ' 20bes21
. 73-99
SePecéIPE022", 27, f3-Gefo-4 61327751a
‘BeadSI32-c0cf-4218-scdd-45675474%46e", ‘Sh2bFE22- 7410~ 41d&be62-e05197fe?7e9 ‘e3fach2a-b0cs-
47b7-9f32-sa3feddecf2e, "a549fbar-37d7- . .-.Dﬂc?ﬁ bzca
dB7BeF0TEI, a7 4difé-8d34-efaizfalbedd, "ST6bIda7-93d6~4bx
‘BaadaTI0-61b8-4372-8023-cas3edc04472', "BcBT3027-bfId- 4!’0%“2&613&21# "9d3fsbasd M
4fbe-81f6-ab034775725¢", "S4835774-4a60-4266-91a6-300e1339ecTf, ‘761f0229-debd-4dd4-blds-
, Devi abel s

inglLabel: Count

}

4 deb,

8d-b2db 8ty 4769-8835.

StartTime: 2025-1113 13:48:05 , EndTime: 2025-11-1313:48:36 , DeviceTimeZone: +03:00 , SourceAddre:
19216810020, Sour : del, DeviceC ingl: 18, DeviceCustomStringiLabel: Count
UserNames , DeviceCustomGtring2: [‘test_sve2’ %uma’ test3521" kidrills-

Correlation event details

R Copy [@ Detailedview

TenantName Main

Timestamp 2025-1-1313:52:02:513

Name [SOCSh] Retro-ATaxa Password Spraying

StartTime 2025-N-13 135159 348

EndTime 2025113135150 348

DeviceProduct KUMA

DeviceTimeZone +03:00

DeviceVendor Kaspersky

SourceAddress 192168100.20

SourceHostName del

DeviceCustomString! 18

Device s i abel Count |

DeviceCustomString2 [test_sve2' kuma','test321, kidrills-test 'testi23''nsh’ ‘testcve’ 'tes
v, repl_account’eav deviloss’ testuser, devilT77", aamMuincTETO
P test_sve' xdrsoc‘casual_user 'safsafsa’)

DeviceCustomString3 '02c42b71-d096-497b-bfEY-F: '20b 0&bl-ddeb-8
efc-eaBa2lBTa80", ‘dabassaf- ?&Dc-dme-m-csbbd&d?dch Ll
SHfDE20-01 73-99eb- ', ZT6ebef5-6eafb-488d-b

db ats, e 14-4269-8835-2041327751a2, '8

ca45132-c0d-4218-acdd $48e75474946¢", 'Sh2bfE22- T4 a-41d4- hed
2-e05197feT7e7", " bOcT-47k . asasf
ba?-: 37d7-455(}'?590—9¢2|:6faf3b36 dibédZé! 2&20‘4«:75—\:2@1‘]
E78e50%I1, " 8d3-
93dé-4bed-9519-46d667cb87d5", "BaadaTI0-61b8-4372- 8023—:&3
edc04672", "8c873b27-bfid-45fe-200d-bd2ee13d2154", "7d3feba?-3
b01-4fbc-81f6-2b034715725¢’, 5483 5774-2250-4264-9f246-300133
PecTf, “T61f02a9-debd-4dds-blaa-sT08bfa1aac s

DeviceCustomString3Label BaseEventiDs

DeviceCustomString4 8

SQL 3anpoc npasuna Password Spraying ¢ coxpaHeHueM UMEeH noJib3oBaTesneun
YyCNeLwwHOoro u Heyaa4yHoro JIoruHa

SELECT

SourceAddress,

SourceHostName,

StartTime,

EndTime, failure logins,success logins,failed usernames,success usernames,exID

FROM (
SELECT

SourceAddress,

EndTime,

countIf(DeviceEventClassID

countIf(DeviceEventClassID

arrayCompact(groupUnigArrayIf(DestinationUserName, DeviceEventClassID
failed usernames,

arrayCompact(groupUnigArrayIf(DestinationUserName,

SourceHostName,

success _usernames,

'S0CSh_PasswordSpray'

FROM events
WHERE

DeviceEventClassID IN ('4625',

as exID

'4624")

min(Timestamp) as StartTime,

'4625') AS failure_ logins,
'4624') AS success _logins,

DeviceEventClassID

max (Timestamp) as

'4625"))

'4624"))



AND DestinationNtDomain != "'
AND NOT endsWith(DestinationUserName,'$")
GROUP BY SourceAddress, SourceHostName)
WHERE failure logins > 10

Events norer - Event details
« FROM (
SELECT exiD S0CSh_PasswordSpray
SourceAddress, Test_svc2,deviloss,devil777,1est123 1est321,nsh,testcve testuser,casual_us
failed_usernames N
SourceHostName, er,repl_account kidrills-test,safsafsa
min(Timestamp) as StartTime,
max(Timestamp) as EndTime, failure_logins 12
countIf(DeviceEventClassID = "4625°) AS failure_logins, success Jogine 5

countIf(DeviceEventClassID = '4624°) AS success_logins,
arrayCompact(groupUnigArzayIf(DestinationUserName, DeviceEventClassID = "4625°)) AS failed_useInames, success_usernames eavkuma,aMMHUCTPAaTeP, test_sve xdrsoc
arrayCompact (groupUnigArrayIf(DestinationUserName, DeviceEventClassID = "4624°)) AS success_usernames,

StartTime 2025-11-13 16:42:41:402
EndTime 2025-11-1316:43:09126
SourceAddress 192168100.20 v
Groups (2) O Cards | @Table | > Grouj SourceHostName dcl v
[CREY Search in group fields. - a7

SourceAddress: 192168100.20 - Sourcal

SourceHostName: dcl

StartTime: 2025-11-13 16:42:41:402 1921681

EndTime: 2025-11-1316:43:09:126 « amm

failure_logins: 12

success_logins: 5

failed_usernames: test_svc2,devil666,devil7771est123 test321,nshtestcve testuser,casual_user,repl_account kidrills-test safsafsa
SUCCeSS_usemames:. eav,kuma,afMHMHUCTDATOop,test_sve xdrsoc

exID: SOCSh_PasswordSpray

3ar|poc Ha lMogc4yeT sHTpPOMUNK, KOTOprVI MOXXeT NMOMOYb AONA ornpenesieHna n BHeCeHnA
NCKJTIOYEHWN B npaBwnjlia Koppendaunn.

Ecnn o4eHb rpy6o, aHTPONMSA 3TO NMOKasaTe b CZIYHaHOCTU N YEM OHA HUXKE - TEM HIMXKE
C/ly4anHOCTM nonagaHms nctovyHmka DeviceAddress B KoppensiuMoHHoe cobbiTne

VHbIMK cnioBaMun, MOXKHO onpeanennTb, Kakne oaHn N Te Xe XOCThbl NMornagakoT B OOHUN N TE Xe
alepTbl Ha MOCTOAHHOW OCHOBE U Mocsie MPOBEPKUN BHECTUN UX B NCKITKOYHEHNA

MopcyeT SHTPONUM ONA onpepesieHus UCKITIDHYEeHUNn

SELECT
CorrelationRulelD,
CorrelationRuleName,
entropy(DeviceAddress) as entr, /*"nokasaTenb ciydanHocTu" nonapawwnx DeviceAddress. Yem
HUXEe - TEeM MeHblle CcllyvyanHoCcTu*/
count(*) as cnt, /*obbeM BbIOOPKM 3HTpoNuM (ManeHbkas BblbOpka He MHPOpMaTuUBHA)*/
count(distinct(DeviceAddress)) as hosts, /*konuyecTBO yHuMKanbHbix DeviceAddress*/

'SOCSh_Entropy'as ExternallD



FROM events

WHERE Type=3 /*kopp. cobbiTua*/

GROUP BY CorrelationRuleID, CorrelationRuleName

HAVING
hosts > 1 and /*xocToB B pe3ynbTaTe 6onble 1 (MHaAyYe O SHTPONUM peyn ObiTb He MoxeT)*/
cnt > 10 /*KonuyecTBO COOBLITUN OOCTATOYHO AJI ONTUMASIbHOW OLLEHKKU*/

ORDER BY entr ASC /*copTupyem no npuHUuMNy "HaumeHee CrlyyYyaulHble nocnepoBaTenbHoCTU"*/

Events voren  Correlation event details
SELECT
CorrelationRuleID, CorrelationRuleName, O Copy (2 Detailed view 2 Show related events
entropy(DeviceAddress) as entr, /* noxaaaTens cnyuaiikocTn” nonsnanmux DeviceAddress. Yew Wuxe - Tew Mewsme cnyuai
count(®) as cnt, /"ofLem BuBOPKM IHTPOMMM (Manewskas BWSOPKA He MHGOPMATHENHE)®/ TenantiD Main
count(distinct(DeviceAddress)) as hosts / KkonuuecTeo yWwukaneWwx DeviceAddress®/
FROH events SpacelD KUMA Default
WHERE Type=3 /*xopp. cofuTus®/
GROUP BY CorrelationRuleID, CorrelationRuleName Timestamp 2025-11-13 00:0515:414
HAVING
hosts > 1 and /*X0CTOR @ PeayneTaTe 60Mbie 1 (MKa4e O IHTPONUK PeNH EMTe He MOXET)*/ Name R224_CGop vHbOpMaUmH o cucTeme
,,,,, StartTime 2025-11-13 00:0515:413
EndTime 2025-11-13 00:05:15:413
Message Monb3oeatens root Ha xocTe alddcel.ald soc-lab.local (192.168.100.36) nonst
Groups (1) O Cards | f@Table | » Group events Tancs NONY4ATs AOCTYN K Gaiiny | € NOMOLBIO KOMaKALI /usr/sbin/CRON -
1, re MOryT XPaHKTLCA AaHHBIE NO ﬂaDﬂﬂhHUﬁ nonuTHke.
B Tsv Search in group fields B H Tsv DeviceAddress 192168100.36 v
ComelationRulelD: ec5075cc-350e-4697-a960-819440311438 —  fi. S v Device. v DeviceAction ~ Desti. v  DeviceEventCategory openat_exit
CorrelationRuleName: R224_C60p MHGOPMALMK O CHCTEME eviceHostame e Al s0e-lab loca!
VI al IClald.soc-lab.local v
entr: 0.058647474848024954
ent 442 2025-11-15.. root DeviceProduct KUMA
hosts: 2
2025-1-13... root DeviceTimeZone +03:00
2025-11-13... root DeviceVendor Kaspersky
SourceProcessiD 822

2025-1-13. root

A Takxxe gpyrve npumepsbl:

1. Cka4ok cobbiTuin/anepToB CO CPEACTB 3alUNThI
2. bonbwoe konnyectso DNS 3anpocoB € XoCTa

MakeT pecypcoB Data Mining npasun: Shared 20251113 231513 DMRules
Maposib K pecypcy: !QAZ2wsx#EDC_!QAZ2wsx#EDC

P00 2007?0°07°°7°?7°°7° 27?°°7?7?°77? SQL ? ??7?77?7?°77
34ecCb nepeyncieHbl CaMble YacTo BCTpeyalwmecs QYHKLUNK, KOTopble NCMOb3YI0TCSA B 3anpocax:

arrayStringConcat - 00beAnHSAET 3/1IeMEeHTbl MaCCUBa B CTPOKY

arrayCompact - yganseT nocsenoBaTtefibHble aybnnpyrowmeca afneMeHTbl N3 MacCmBa
distinct - YHMKaJibHble 3Ha4YeHUs

groupUnigArray - cobupaeT 3Ha4YeHNs B MacCuB

arraySort - COPTUPYET MacCuB

s WwN e


https://kb.kuma-community.ru/uploads/images/gallery/2026-06/SFdimage.png
https://kb.kuma-community.ru/attachments/5

6. arrayMap - MPUMEHSIET Bblpa)KeHNE K KaXKA0MYy 3/1IeMEHTY MacCMBa 1 BO3BpaLLlaeT HOBbIN
MacCUB C pe3ysibTaTaMu

B03MO>XXHO Mcnonb3oBaTb BCe PYyHKLMU, ONMcaHHble B AoKyMeHTauun ClickHouse:

https://clickhouse.com/docs/ru/sql-reference/functions

A Tak>Xxe Habop cneuymanbHbiX GyHKUMI enrich n lookup B KUMA:

https://support.kaspersky.com/help/KUMA/4.0/ru-RU/294927 .htm

Hanpumep:

1. YHMKaNbHble OTCOPTMPOBaHHbIE MUMEHa MOJIb30BaTe e, CKJIEEHHbIE B CTPOKY.

arrayCompact(arraySort(groupUnigArray(DestinationUserName)))

spray_usernames: casual_user,devil666,devil777 eav kidrills-test kuma,nsh,repl_account,safsafsa test test123 test321 test_svct
est_svc2 testcve testuser,xdrsoc,agMMHUCTPaTOP

2. YHuKanbHble ID 6a30Bbix COBbITUN, CKIIEEHHbIE B CTPOKY

arrayStringConcat( arrayMap(x -> '\'"" || x || '\'"', groupUnigArray(Distinct(ID))), ‘', ') AS

BaseEventIDs

BaseEventIDs: '02c42b71-d096-49fb-bf89-falcc1059274', '20beb218-06b1-4dcb-8e9c-ea5a21187a80', ‘dab4564f-740c-430e
-995a-c8bbéd8ad7dch’, 'eb61fb620-0ac?-4a73-99eb-6e9ec6396022', '276ebef3-6ef6-488d-b2db-098cdFabb8f4', 'e3e95d3...
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