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B oT/iM4me oT NOTOKOBOWN Koppensiuum, paboTatoLlen B pexxmme peasnbHoro spemMenHu, Data Mining

rnpasusa No3BoNAIT C noMoLwbio A3blka SQL u pyHkuuin ClickHouse (NnpuMepsbl 3anpocoB, No4YTr
BCE BO3MO>XHO UCMOJIb30BaTb) pacno3HaBaTb U aHa/N3MPOBaTb COObITUS, COXPAHEHHbIX B
xpaHunmuwe KUMA (MO)XXHO yKa3aTb M KOHKPETHbIN CNenc XpaHuanLia).

Onsa paboTbl Heo6xooMMO yKa3aTb, paCCMOTPMM Ha NpuMepe:
e B Pecypcax - MpaBuna cbopa 1 aHanm3a gaHHbix Co3gaTb NpaBuio

Pecypcel 1 cepencel [ Mpaewna cBopa v aHan1aa faHHbx

MNpaeuna cbopa n aHann3a faHHbIX

Q, <+ NoBaeuTe ) OyGnupoBaTs 7 YoanuTe ) Tern ~ % Mokasa
&% Bee | & Mow HazeaHne v [yTe 0o pecypca MocnegH... =
7 MabpanHoe 0 Demo_Data_Mining Shared 10.01.202511:2.
T Coverage Test Bcero 1/ BuifipaHo O

e B npaBuse ykaszaTb:

o UHTepBan (yacTtoTa) BbinosIHeEHUA SQL-3anpoca MOXHO yKa3aTb B MUHYTaXx,
yacax n gHAX (MUMHUMYM 1 MUHYTa)

o SQL-3anpoc 0o/IKeH coaepxaTb PYyHKLUMIO arperaunm (mpumepsl) n/mnn
rpynnmpoBky (GROUP BY) gaHHbIX ¢ 06s3aTeNbHbIM YKa3aHneM orpaHnyenuns LIMIT
(ot 1 po 10 000)

Ka>xnoe BbINOJIHEHME TAaKOro NpaBuia NPoMCXoanT B BUAeE 3anpoca B XpaHUauLLe, a 3To
3HAYUT HEOCTOPOXKHbIM ABMXXEHMEM B BUAE YAaCTOr0 WU TAXKENOro npaBuia MOXHO
Harpy3nTb 6a3y 6onblie YemM XOTeNOCh Obl

B npumMepe paccMmaTpumBaeTCsa 3anNpoc Ha ocHoBe cobbiTurm Windows no nosib30BaTesNIsaM
(DestinationUserName) cobbiTnam Bxoaa (EventlD 4624) n Beixoga (EventlD 4634) c pacyeToMm
CpefHero BpeMeHun cecmun rnosib3oBaTens 3a nocsiegHune 24 yaca.


https://kb.kuma-community.ru/books/sozdanie-zaprosov-v-kuma-cookbook/page/zaprosy-v-kuma-primery
https://clickhouse.com/docs/ru/sql-reference/aggregate-functions/reference

MocmoTpeTb SQL 3anpoc (npumep)

SELECT
login_events.DestinationUserName AS destination_user name,
round (AVG(logout events.logout time - login events.login time)/1000) AS
avg _time diff s,
COUNT(DISTINCT login_events.login time) AS total logins,
COUNT (DISTINCT logout events.logout time) AS total logouts,
concat (
toString(floor(avg time diff s / 86400)), ' days, ',
toString(floor((avg time diff s % 86400) / 3600)), ' hours, ',
toString(floor((avg time diff s % 3600) / 60)), ' minutes, ',
toString(avg time diff s % 60), ' seconds'
) AS human_readable diff
FROM
(SELECT
DestinationUserName,
toUnixTimestamp (EndTime) AS login_ time,
FlexStringl AS logon id
FROM “events®
WHERE DeviceEventClassID = '4624'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS login events
INNER JOIN
(SELECT
DestinationUserName,
toUnixTimestamp(EndTime) AS logout time,
FlexStringl AS logon id
FROM "“events®
WHERE DeviceEventClassID = '4634'
AND EndTime >= now() - INTERVAL 24 HOUR
AND DestinationUserName NOT LIKE '%$%') AS logout events

ON login events.DestinationUserName = logout events.DestinationUserName

AND logout events.logon id = login events.logon id

WHERE logout events.logout time >= login_events.login time
GROUP BY login events.DestinationUserName

ORDER BY avg time diff s DESC



LIMIT 100

o JloGaBUTb MannNMHr (ConocTaBsieHMe) No Nossm 3anpoca 1 mogenn KUMA

<+ Oo6aeWTe CONOCTABNEHNE T YoanuTe

WcxogHoe none Mone cofbimna Mognuce
. destination_user_name DestinationUserName e
avg_time_diff_s DeviceCustomMumberl e avg_time_diff s
total_logins DeviceCustomStringl e 1otal_logins
total_logouts DeviceCustomString2 ~ total_logouts
human_readable_diff DeviceCustomString3 ~ human_readable_diff

e B Pecypcax - C60op u aHanu3 paHHbIX 106aBUTL paHee Co34aHHOE MpPaBuIo
e OTKPbITb NPaBUIO U YCTAHOBUTb CBA3M:
o MpuBA3aTb XpaHUAULLE N0 KOTOPOMY ByaeT oCcyLeCcTBAATLCSA MOUCK Ha BKIaaKe
MpuBA3aHHbIe XPaHUAULLA
o MpuBA3aTb KOPPENATOP C COOTBETBYIOLLNUM NPABUJIOM KOppenaunm ans cpaboTku
Ha BKNaake MpuBA3aHHbIe KOPPENAaToOpPbI
e [1N5 py4YHOro 3amnycka Ha>kKMUTe KHOMKY 3anycTuTb

PenaKTupoaaHue npasnna cﬁopa N aHannsa gaHHbIX

Ofume  TPUBA3aHHLIS XPEHUIWWA  MPUER3SHHEIE KOPPENATODI

MnaHnpoBWKK

CocTosHre C BrnioueHo
MnaHupoBLLyK 3aeepwnn paboTy & 1001.2026 12:30:41
CraTyc BbINONHEHWS Npasnna @ oK

HacTpoiiku npaeuvna

HazBanue* Demo_Data_Mining

TeHauT* e

Tern

YacToTa sanycka sanpoca* 1 N Yac
TnyGuHa @ now-24n

saql @ SELECT-

--login_events.DestinationUserName-AS
destination_user_name,<
- - round (AVG({logout_events logout_time.-

- -COUNT(DISTINCT -login_events.login_time)-AS-
total_logins, <
- «COUNT (DISTINCT-logout_events.logout_time)-AS-
total_logouts,+
- ----concat(<

[ NoGaBuTL CONoCTaeneHue U3 SQL

Onucarne @

COXpaHUTE COXPaHWTE C KOMMEHTAPUEM ® 3anycTvms OTMEHa

login_events.login_time)/1@00) -AS-avg_time_diff_s.,«



e N0 pe3ynbTaTaM 3anpoca Ha Bbixoge OyayT Kakme-TO JaHHble, KOTopble He ByayT HUrae
COXPaHATbCSA, HO HA HUX MOXKHO HaCTPOUTbL NPaBuUIO Koppensuun. B Hawem cnydae
NpaBUIoO NIOBUT CObbLITUS, FAe BPEMS CECCUN MeHbLUe 5 CeKyHn:

PepakTtupoeaHue npaenna Koppenaynm iy
Q6wme | CenexkTopul | OedcTeMA  KoppensTopel  MCKMiUeHWA

Mapametpy  JoKanbHbIE NepeMeHHLe

MapameTpel duneTpa
OuUnLTp* ~oanaTh v
COXpaHuTE @uneTR

‘% KouctpykTop | </ Kog

W v <= [pGaEnTe yCroEWe = [OoGaEuTh rpynmy

Ecnw | e: | DeviceCustomMumberllabel || = | avg_time diff s *
EcrvHe e | Type || = |3 *
Ecnw | e | DeviceCustomMNumberl || < | b ®

KoppensaunoHHoe cobbiTre BbIrMaANT cenyowmm obpasom:

Aneptsi >

DataMiningBoris- Win AVG Session less 5 sec Homsii WHdopmauns o koppensuuoHHoM cobbiTun

(] (2 TMoapob
s samecre | o v | asmams | novammno

TenantName Main
Timestamp 10012025 113043 274
WHpopmaums o6 anepte Name DataMiningBoris-Win - AVG - Session-less -5 sec
YpoBeHn S2XHOCT MIBABNNE KODPENAWAK Mepsoa nosenerite Teaur StartTime 10012025 11:30:40:180
Fskii 10012025 113045 Main EndTime 10.01.2025 11:30:40:180
HavBsician BaxsacTs KaTeropuM axTisos  Mlocneanee noRgnaHIe Npaerno xoppanauun evieaProduct CUMA
HeT 3HaueHIA 10.012025 11°30:43 D s- Win AVG Session (68 5 sec
DeviceTimeZone 0300
WnesmngusTop anepta
87a52252-C6a6-468-DE3- Devicellendar Kaspersky
1d6669636915
DestinationUserName myznkov
DeviceCustomNumber1 3
Ces3aHHble cobbiTUA DeviceGustomstringl 1n
DeviceCustomString2 1109
=  Bpews | VikdopMaLma o coBkimii TeHaHt
Dex 0-gays, 0-hours,-0- minutes, -3 -seconds
> 10012025 1173043 DestinationUserhame: ksmg-idap , D 193, DeviceC 193, Main
- DeviceCustomstring3: 0 days, 0 hours, 0 minutes, 0 seconds o Win AVG Session less 5 sec
v 10012025 11:30:43 DestinationUserName: myznikov , DeviceC 1111, Devi g2 1109, Main Service [OOTE] Correlator
- DeviceCustomSitring3: 0 days,0 hours, 0 minutes, 3 seconds, DeviceCustomMumber: 3
BaseEventCount 1
10012025 11:30:40 EndTime: 10.012025 11:30:40 , DeviceTimeZone: +03:00, DestinstionUserName: myznikov,
i 1 1Label: ave_tme_diff_s, DeviceGustomString L 1111, Priority Hraatit
DeviceC 1Label: total_logins, D D bel
total logouts , DevicaCustomString3: 0 days, 0 hours, O minutes, 3 seconds Type Correlated
HaliTi B coBemuax: 1 Main Mons PacwMpeHHOM cxemsl coBsIThii

NKL_CorrelationRulePriority 1

A cobblTne Ha ocHoBe KOTOPOro npowmsoLwunia cpa60TKa:



Aneprsl >

DataMiningBoris- Win AVG Session less 5 sec  Hoawii /7 M H¢opMau”ﬂ 0 COGblTWM
- ! Konupoeats

soosem o | _ s o | (T
Timestamp 10012025 11°30:40:180
EndTime 10012025 11°30:40:180

n H¢0pma uma 06 aneprte DeviceTimeZone +03.00

YpOBeHS BAKHOCTH PASHN2 KOPPENSLIA Mepace nosenesme Tenaut DestinationUserMame myznikov

Huzkii 10.01.2025 11:30:43 Main
DeviceCustomNumberl 3

HayiBsiciuan BaKHOCTS KATErGPIN AKTHEOR Mocnenuee nosenenie Mpaginc Koppenaukw
DeviceCustomNumberllab  avg time diff s

HeT aHaueHus 10.01.202511:30:43 DataMiningBaris- Win AVG Session less 5 sec l

VinewTrduiaTop anepta DeviceCustomStringl 1111

©7a32232-cbae-4f6a-bf83-

16669636915 DeviceCustomString1Label total_logins
DeviceCustomString2 1109
DeviceCustomString2Label ‘total_logouts

Cesi3aHHble cobbITnA
DeviceCustomString3 0-days,-0-hours,- 0 minutes, - 3- seconds

Bpema L ViH@OpMauma O coBLITI TeHaHT DeviceCustomString3Label human_readable._diff
> 10012025 113043 DestinationUserMame: ksmg-Idap , DeviceC: ingl: 193 , DeviceC ring2: 193, Main Service core
- DeviceCustomString3: O days, 0 hours, 0 minutes, 0 seconds

Type Sase

v 10012025113043 DestinationUserName: myznikov, DeviceCustomStringl: 1111, DeviceCustomString2. 1109, Main
DeviceCustomString3: 0 days, 0 hours, 0 minutes, 3 seconds, DeviceCustomNumberl: 3

10012025 11:30:40 EndTime: 10.01.2025 11:30:40, DeviceTimeZone: +03:00, DestinationUsarName: myznikov,,
DeviceCustomumberl: 3 , DeviceCustomNumberlLabel: avg time diff s, DeviceCustomStringl: 1111,
DeviceCustomString1Label: total logins, DeviceCustomString2: 1109 , DeviceCustomString2Label:
total logouts , DeviceCustomString3: 0 days, O hours, 0 minutes, 3 seconds

Ewe npnmep:

PepakTupoBaHue npasuna cGopa 1N aHann3a gaHHbIX W

OBwme  [NpwsaAsaHHbie xpavnnnwa  [pUBA3aHHbIE KOPPENATOPLI

Tnybusa @ (14 now-1n

Sql ® SELECT count(CASE WHEN DeviceEventClassID = '4425' THEN
1 END) as F, count(CASE WHEN DeviceEventClassID =
'4624' THEN 1 END) as S, F/5 as A, 'D20' as
DeviceExternalID
FROM 'events’
HAVING A > ©.03
4  LIMIT 25@

P
' NoBaemTs conocTasneqne ns SQL
Onvcarme @ Rule detects when failed/success logins ratio exceeds 3%
i
+ [NobasnTs conocTaeneqHne
WcxogHoe none Mone cobuiTua Mognuece.
. F DeviceCustomMNumberl W Failed logins
S DeviceCustomNumber2 ~ Success logins
A DeviceCustomFloatingPointl v Ratio

DeviceExternallD DeviceExternallD v


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/jV9image.png

PepakTupoBaHue npasu/ia Koppenauun
O6wwme Cenektopsl  [eiictens Koppenstopwl  Mcknwouenus

MapameTpel  JlokankHeIe NepemMeHHsIe

MapameTpbl dunsTpa

QuneTp®

CoxpaHuTb dunsTp

E Konctpyktop | </ Kog

M~ <+ NofaeuTs yenoswe <+ Lobasuts rpynny

Ecnu | e: | DeviceExternallD || = | D20

PaboTy npaBua MOXXHO OTC/IEXMBATL C MOMOLLbIO MeTpuK B pasgene KUMA Core:
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