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TexHukn MITRE

Bepcua:14.1

ID TakTKK HazsaHue TakTHKmn ID TexHukKn HaspaHwe TexHuKM

TAOOQO5 defense-evasion T1055.011 Extra Window Memory Injection

TAOO04 privilege-escalation T1055.011 Extra Window Memory Injection

TAQ002 execution T1053.005 Scheduled Task

TAOOD3 persistence T1053.005 Scheduled Task

TA0004 privilege-escalation T1053.005 Scheduled Task

TAO0O5 defense-evasion T1205.002 Socket Filters

TAD003 persistence T1205.002 Socket Filters

TAOO11 command-and-control T1205.002 Socket Filters

TAOQD9 collection T1560.001 Archive via Utility

TAOQOO8 lateral-movement T1021.005 VNC

TA0002 execution T1047 Windows Management Instrumentation

TAO009 collection T1113 Screen Capture

TAOO05 defense-evasion T1027.011 Fileless Storage

TAOO03 persistence T1037 Boot or Logon Initialization Scripts

TAOO04 privilege-escalation T1037 Boot or Logon Initialization Scripts
OTmeHa
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Pecypoti v oepaucs! | Mpaswna koppensumi

MpaBuna Koppenaunn

<+ NoBasute nanky + fobasuts Mouck. Q
MocnegHee o6HoBNEHME ~  Cospan Hazsanue naketa ~  OnucaHue Textvkn MITRE
» Main o
28.02.2025 17:25:10 Administrator [OOTB]SOC Content - RUfor KUM...  PaBouve cTaHummn SBNAIOTCH

nepcoHansHeIMu pabounmu

e bl 740002 T1055.003 Windows Command Shell

28.02.2025 17:25:10 Administrator [0OTB] SOC Content - RU for KUM. 3noyMbILLNEHHWUK MOXE BEIMONHATL  T1059.003 T1218.011
yAaneHHblA BpefoHOCHBIA ko ¢
nomowsio npouecca rund|l32 exe

T1071.001 T1071.002

28022025 17:25:10 Administrator [OOTB]SOC Content - RUforKUM...  OBHapyxwusaeT geficTsna no T1080
KOMMPOBAHMIO/CO3AHMIO
MCIONHAEMBIX GaiNos Ha CeTeBbIX ..

28022025 17:25:10 Administrator [OOTB]SOC Content - RUforKUM...  OBHapyxuBaeT BeINONHEHE T1556 T1556.007
ckpunTa Install-PTASpy.ps1,
T1956 T1556.007
sHeapenue PTASpy.dll uepes..

T1556 T1556.007

28.02.202517:25:10 Administrator [OOTB] SOC Content - RU for KUM. 3noyMbILLNEHHWMKM MOTYT HacTo T1055 T1055
WMCMONB30BATL TEXHIKY BHEAPEHUS
B NIErMTMMHBIE MPOLIECCI C LENbIO

28022025 17:25:10 Administrator [OOTB] SOC Content - RU for KUM. MpaBuno HanpasneHo Ha T1059.008
obHapYyXXeHne Nof03PUTENBHOR
AKTUBHOCTM C MCnonb3osanuem C...

28.02.2025 17:25:10 Administrator [OOTB] SOC Content - RU for KUM. O6patheii shell npepcrasnaet
coBoit komaHgHyio 06onouKy,
3aMyLEHHYIO Ha OIHOM XOCTE, ..
28022025 17:25:10 Administrator [OOTB]SOC Content - RU for KUM 3noyMbilLNEHHWKM MOTYT cO3aBaTb  T1055 T1055 T1587

apredakTsl (o6bekTol, BNOwMTA),
KOTOPbIE MOTYT GbITb MCNONL30BaH....

Pecypesi v cepavcs! | Mpaswnia koppensum

MNpaBuna Koppenaunn

+ No6asnTs nanky

<+ Nobasuts Mowck. Q
Ha3ssaHue v Tun v TMocnegtee obHoBneHue v Co3pan
~ Main -
O6HapyxeHo 3 (Tpn) HeyAauHbIX NONLITKN Bxoga B Beb-nHtepdeinc KUMA o standard 26.02.2025 14:07:07 Administrator
it » KUMA Packages
HeynaqHas noneitka xona B se6-uHtepdeitc KUMA simple 26.02.2025 123652 Administrator

it LAB

i1 PoC o

i TEST
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Password Guessing (https://attack.mitre.org/techniques/T1110/001/).
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Pecypcsi i cepaics | Mpasuna Koppenswyan

MpaBnna koppensauun

+ Io6aBuTs nanky

+ [o6asurs Mowck. Q
MocnenHee obHoBNEHUE v~ Cosnan HassaHue nakeTa ~  Onucanve
* Main

28022025 17:45:15 Administrator T1110.001
i » KUMA Packages
i LAB 26022025 12:36:52 Administrator
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i PoC
i TEST

AkcnopT npasun Koppenauum B MITRE ATT&CK Navigator

Navigator.
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Pecypeei v cepance | Mpaswia koppensm

MNpaBuna Koppenauun

WmnopTupoeaTts pecypcbl

IKENOPTUPOBATH PECYPCHI
~+ No6asuts nanky

+ [oBasuTs SkcnopTuposats B MITRE ATT&CK Navigatore
HazBaHune v Tun v TocnenHee o6HOBNEHWE ~  Co3pgan
» Main -

OBHapyxeHo 3 (Tpu) HeyfauHbIX NonbITkM Bxoga B sBeb-uHtepdeic KUMA standard 28022025 17:41:51 Administrator

i1 » KUMA Packages

© LAB R032_Bxop Ha paBouyto CTEHUMIO NOJA pasHbIMK YUESTHBIMU 33MUCAMI simple 28.02.2025 17:25:10 Administrator

i1 PoC

i TEST ;

. R291_03_BbI30B BHELIHWX PECYPCOB IR CUCTEeMHbIX NpunoxeHni Window...  simple 28022025 17:25:10 Administrator
R285_03_CosgaHue ncnonHsembix gainos Ha ceTeBoe Wwape simple 28022025 17:256:10 Administrator
RO83_11_MonospuTenbHas akTUBHOCTE, CBA3aHHanA ¢ PTASpy.dll (ps) simple 28.02.2025 17:25:10 Administrator
R087_01_BHeppeHue B npouecc (KATA) simple 28022025 17:25:10 Administrator
R435_01_BbinonHeHwe NOA03pWUTENbHbIX KOMaH[ Ha CETEBbIX YCTROACTBaX simple 28022025 17:25:10 Administrator
R286_Moao3penue Ha 3anyck oBpatHoro shell simple 28.02.2025 17:25:10 Administrator

Bbl6op npaBun Koppenauumn X

E M Main
KUMA Packages o
PoC
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new tab X +

MITRE ATT&CK® Navigator

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of
detected techniques, and more.
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