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YcTtaHoBKa Konnektopa KUMA

ps: //test-kuma.sales.lab:7210 .d 4882d631-eaed-4c85-babd-1efecfice7dd

L.port 7286 install
Created symlink /etc/systemd/system/multi-user.target.wants/kuma-collector-4882d631-eae4-4c85-babd-lefecfice744.service » Jusr/lib/system
d/system/kuma-collector-4882d6 ae4-4c85-bab4-1lefecf9ce744.service.
[root@test-kuma ~J# |
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firewal |l -cnd --add-port=<????, ?????2?2?2?? ??7? ?2?2???????7?>/tcp|udp —pernmanent
firewall-cnd —rel oad

ufw al | ow <???2?, ?2?272?2? ??2? ?2?????????>/tcp| udp

ufw rel oad
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HacTpoika cepBepa UCTOYHUKA JIOrOB

systentt| status rsyslog.service

[root@test-kuma ~]# systemctl status rsyslog.service
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: act (running) since Mon 2022-09-12 16:16:24 MSK; 6 days ago
Docs: me yslogd(8)
www . rsyslog.com/doc
Main PID: 3434786 (rsyslogd)

Tasks: 3 (lumit: 100357)

Memory: 196.0M

CGroup: /system.slice/rsyslog.service
L-3434786 /usr/sbin/rsyslogd -n
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# 2?22 ?? Oracl e Linux
yuminstall rsyslog

systentt| enabl e rsyslog. service
systentt| start rsyslog.service

# ??? Astra Linux ? Ubuntu

apt install rsyslog

systentt| enabl e rsyslog. service
systentt| start rsyslog.service

# 2?77 ?7?

dnf install rsyslog

systentt| enabl e rsyslog. service
systentt| start rsyslog. service

sudo systenctl| restart auditd.service

$ModLoad infile

$I nput Fi | eNarme /var/ 1 og/audit/audit.|og
$l nput Fi | eTag tag_audit_| og:

$lnput Fil eStateFile audit_| og

$l nput Fi | eSeverity info
$lnputFileFacility |ocal 6

$I nput RunFi | eMoni t or

$ModLoad infile

$l nput Fi | eNanme /var /| og/audit/audit.|og

$lnput Fil eTag tag_audit_| og:

$lnputFileStateFile audit_|og

$l nput Fi | eSeverity info

$lnputFileFacility local 6

$I nput RunFi | eMoni t or

tenpl at e(name="Audi t Format " type="string" string="<%Rl %%l MESTAMWP: : : dat e-r f c3339% %IOCSTNAMEY ¥sys| ogt ag%
%rsg% n")



systentt|l restart rsyslog.service
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apt install rsyslog-gnutls

PPV P77 77?7777

# Load necessary nodul es
$ModLoad infile

$MbdLoad onf wd

$MbdLoad gtls

# TLS settings

$Def aul t Net streanDriver gtls

$Acti onSendStreanDri ver Mode 1 # TLS-only

$Act i onSendStreanDri ver Aut hMbode anon # No server certificate validation
# No CA or client certs needed for anon node

# Configure file nonitoring for auditd | og
$l nput Fi | eNare /var/| og/audit/audit.| og

$l nput Fi | eTag tag_audit_| og:

$lnput Fil eStateFile audit_| og

$l nput Fi | eSeverity info

$lnput Fil eFacility |ocal 6

$! nput RunFi | eMoni t or

# Forward log lines matching the audit |og tag
if $programmane == 'tag_audit_|log' then @&ip ???2?? ??2?22?????? KUMA>: <???? ??7?7??22?7??? KUVA>

KoHdur TLS ¢ Bepucdpukaumen cepsepa

$Act i onSendSt r eanDri ver Aut hMbde x509/ nane
$Act i onSendStreanDriverPernittedPeer rsyslog-server
$Def aul t Net streanDri ver CAFi |l e /etc/rsyslog/ca.crt

systentt|l restart rsyslog.service

OTnpaBka nora 6e3 3aronoska syslog

$t enpl at e onl yMSG, " %sg% n"

$MbdLoad infile

$l nput Fi | eNarme /var/| og/audit/audit.|og
$l nput Fi | eTag tag_audit_| og:

$lnput Fil eStateFile audit_| og

$l nput Fi | eSeverity info
$lnputFileFacility local 6



$I nput RunFi | eMoni t or

o 72727277272 KUMA Community «???? ??????? AuditD ? ??????? Rsyslog»: https://kb.kuma-

community.ru/books/podkliucenie-istocnikov/page/shor-sobytii-auditd-s-pomoshhiu-rsyslog
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