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NHdopMaumns, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkon KoMaHabl pre-
sales u/unmn community KUMA un HE aBnsieTcsa ounumanbHOM peKkoMeHaaumnen BeHaopa.

OdmumranbHas 4OKYMeHTaunsa rno AaHHOMY pa3saeny npuseneHa B OHNaH-crpaBke Ha

npoaykT: https://support.kaspersky.com/KUMA/2.1/ru-RU/239760.htm

P927907°7°07°7° ?2707?7°7?7°7?77?7 KUMA

Onsa cozpanma konnektopa KUMA Heobxoanmo B Beb-koHconm KUMA nepenTun Ha BKNaaKy
Pecypchbl - KonneKkTopbl 1 Ha)XaTb Ha KHOMKY JLo0aBUTb KOMNEKTOP. TakXXe MOXKHO Ha
BkNagke Pecypchbl BbibpaTb NYHKT MOAKNIOYUTD UCTOYHUK. B 060nx Criydas oTKpoeTcs MmacTep
NOAKIIOYEHNSA NCTOYHUKOB COBbITUA.

Ha nepBoM wWware macTtepa Heobxoammo BbibpaTb T@HaAHT, KOTOpoMy ByaeT NnpuHagnexaTb
KOJIJIEKTOP U TakxXe 3ajaTb UMA KonnekTopa.

€) Connect event sources

Connect event sources

Transport Collector is used to get events from event source and convert them into KUMA format for further processing. It
can also filter out useless events, merge multiple events into one, and enrich events with additional data.
Complete the wizard to create collector. For details see Online Help

©

€ Event parsing
© Event filterin Collectorname Auditd via Rsyslog UDP/S144
g
© Eventaggregation “Tenant Main v
) Event enrichment Workers 0
) Debug Disable v

) Setupvalidation
Description
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Ha BTOpOM Lware mactepa Heobxoaumo BbibpaTb TUN nogkaoveHns udp nam tcp 1 ykasaTb NOPT,
Ha KOTOPOM KOJINeKTOp byaeT oxumaaTb BXoASLME NOAKIOYEHUSA. B faHHOM nNpumepe BbibpaH
UDP/5144.

€) Connectevent sources
Transport
@ Transport Add a source from which you want to receive events. For details see Online Help.
© Eventparsing Basic settings Advanced settings
@ Event filtering . .
*Connector ‘ Create new v ‘ @
© Event aggregation )
*Kind ‘ udp v ‘ ®
@ Eventenrichment
*URL ‘ 15144 ‘ @
€ Routing '
O Setup validation Delimiter value ‘ v ‘

Ha TpeTbeM Liare mactepa Heobxoammo BbibpaTb NpeayCcTaHOBAEHHbIN HopManu3aTop [OOTB]
Linux Audit and iptables Syslog (nu6o napcep AuditD u3 PreSales Pack). B cnhy4yae
OTCYTCTBMSA YKa3aHHOIro HopManmsaTopa, obpaTuTecb K CBOEMY MeHeO )Xepy A/ ero nojiy4yeHus.

Event parsing

Normalization scheme Enrichment

*Normalizer [QOTE] Linux audit and iptables Syslog v [ [4

*Mame

*Parsing method syslog v @

LLlarn MacTepa C 4eTBEPTOro Mo LWeCcToNn MOXXHO MPonyCcTUTb, IM60 3aNoJIHATL NO34HEee No CBoeMy
yCMOTpeHMIo.

Ha cegbMoM wWare mactepa He0bXoANMO yKa3aTb TOYKM Ha3HAYeHUs Tuna XpaHunuwie, ecnm
TpebyeTcs coxpaHeHune cobbiTuii B b n Tuna KoppenaTtop, ecnv TpebyeTca Koppenauuns
cobbITUN.


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/EoGimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/CQEimage.png

@ Connect event sources

0 Transport Specify where processed events should be reuted to. It is recommended to send events 1o at least two destinations: to a comelator for analysis and te a storage fer retention. For details see Online Helg.
Event parsi Storages
v ge:
© Event filtering [Example] Storage storage test-kuma sales lab 7230
Correlaters
© Eventaggregation
[Example] Correlator cormelator test-kuma sales lab 7249

O Event enrichment

Add destination v

i@ Routing

0 Sewpvalidation
Ha nocnegHem ware mactepa Heob6xoaAMMO Ha)KaTb Ha KHOMKY COXpaHUTb U co3aaThb CEPBUC,

nocJie Yero CKoONMpoBaTb MOSIBUBLLYIOCS KOMaHAy AN5 AaJibHeNLWen yCTaHOBKIN CepBuca
KoJIleKTopa.

@ Connect event sources

Setup validation

€ Transport Configuring collector is complete and service is created in KUMA_ For details see Online Heln

0 Event Nl‘lnﬂ To start receiving events, you must install this service on the server, dedicated for the collector (see example of
the install command below). Make sure network ccess and ports were properly conf‘ngec:i For details cee
Qnline Help

@ Evem filtering

Services using this collector
© Event aggregation

Kind Mame
O Eventenrichment

ceollector Auditd wia Rsystog UDP.

@ Routing

Save and restart services Save and relead services
@ Setwp validation

Recommended command for collector installation

Jfopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 47c9aff1-5fc2-42b7- A Copy
be11-d47d16c73266 --api.port 7296 --install ;

B pe3ysbTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBUCHI NOSBUTCS CO3AaHHbIN CEPBUC
KoJIIeKTopa.

Rescurces and services » )
. Add service Refresh
Services

Status  Kind ¢ Service Version Tenant FQDN IP Address API port Uptime

L ] Cellector Auditd via Rsyslog UDP/5144 Main

P7927907?°7°07°7°07 2?2707?°707?°77?77? KUMA

[ns yCTaHOBKM CcepBUCa KOJIJIeKTopa HeobXxoAMMO NOOKNYNUTBCSA K KOHCONN cepBepa KOJIJIEKTOPa
KUMA.

INs yCTaHOBKU CepBMCa KOJIIEKTOpa HEOH6X0AMMO BbINOJIHUTL CKOMUPOBAHHYO KOMaHAYy.
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[root@test- ~]# /fopt/kaspersky/kuma/kuma collector core https://test-kuma.sales.lab:7210 1d 4882d631-eaed-4c85-babd-1efecfIce744

.port te

ed symlink / 5 5 em/multi-user.target.wants/kuma-collector-4882d631-eaed-4c85-bab4-lefecfIce744.service - Jusr/lib/system
d/system/kuma-collector-4882d631-eaed-4c85-bab4-1efecfOce744.service.
[root@test-kuma ~J# [}

Tak>xe Heobxoanmo fobaBMTb NOPT KOJIIEKTOPA B UCKJIIOYEHUSA haepBoia 1 06HOBUTbL NapaMeTpbl
CNyX06bl

firewall-cmd --add-port=5144/udp --permanent

firewall-cmd --reload

B pe3ynbTaTe cTaTyC KoasiekTopa B Beb-mHTephence KUMA n3MeHNTCA Ha 3esieHbIN.

. Add service Refresh
Services

Status Kind 1 Service Version Tenant FQDN IP Address API port Uptime

test-kuma sales lab 106885125 7230 7 minutes 42 5

o
&

[ ] Collector Auditd via Rsyslog UDP/5144 20030

PPP000007 P00V 00000070707 2707077

Ha GitHub'e pocTtyneH community-CKpUnT 419 aBTOMaTUYECKON HAaCTPOWKKM OTNPaBKK
cobbITUM C Linux-XoCTOB:

https://github.com/KUMA-Community/kuma auditd

B cnyvae Hanm4usa ownbok ¢ 4OCTYNMOM XYpPHanoB, nonpobynTte oTkaouYnTb SELinux.
OTkntoyveHue SELinux Bpy4Hyto — SELINUX = Disabled B /etc/selinux/config n 3atem
setenforce 0, komaHaa getenforce ons nposepku.

Ha cepBepe NCTOYHMKeE JIOrOB MNpoBepbTe Hanvme cepeuca RSysIog B CuCTeMe.

systemctl status rsyslog.service

[root@test-kuma ~]# systemctl status rsyslog.service
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2022-09-12 16:16:24 MSK; 6 days ago
Docs: man:rsyslogd(8
https://wwi.rs

Main PID: 3434786 (rsyslogd)
Tasks: 3 (lumit: 100357)
Memory: 196.0M
CGroup: /system.slice/rsyslog.service
L-3434786 /usr/sbin/rsyslogd -n
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B cny4vae oTcyTCTBUSA cepBuCa ero He06XoANMMO YCTAaHOBUTb W 3aNyCTUTb:

yum install rsyslog
systemctl enable rsyslog.service

systemctl start rsyslog.service

Hdanee B nanke /etc/rsyslog.d Heob6xoonmo co3maTth Pan audit.conf ClenyloLLEro COOEP>XKAHUS:

vi /etc/rsyslog.d/audit.conf

$ModLoad imfile

$InputFileName /var/log/audit/audit.log
$InputFileTag tag audit log:
$InputFileStateFile audit log
$InputFileSeverity info
$InputFileFacility localé
$InputRunFileMonitor

local6.* @<ip appec komnektopa KUMA>:<nopT konnektopa KUMA>
Onsa oTnpaBkn cobbiTuim No npoTokosay TCP nocieanHo CTPOYKY CeayeT 3aMeHNTb Ha:
local6.* @@<ip appec konnekTtopa KUMA>:<mopTt konnektopa KUMA>

Mocne coxpaHeHnsa N3MeHeHN B hanae HeobxoanMmMo nepesanyCcTuTb cepBuUC Rsyslog KoMmaHOoM:

systemctl restart rsyslog.service

PPV 0700000700700 270707907077

[Ona npoBepku nocTynneHnsa cobbiTuin BoibeprTe COOTBETCTBYIOLLWA KOJIJIEKTOP U HAaXKMUTE Ha
KHOMKy MepenTn K cobbITUAM. B OTKpbLIBLLEMCSI OKHE COBLITUSA MPU HaXKaTUK Ha 3HAYOK JyMbl
DOJKHbI N0SBUTbLCS cobbiTna Auditd.



Events < & Event details

= SELECT = FROM “events' WHERE ServicelD ATc9af f1-51c2-42b7 -be11-d47d16c73200° LINIT 250

TenantiD Timestamp Mame DeviceProduct DeviceVendor DestinationAddress  DestinationUserNa.
My W 1HIN L] aadn Unix oot
Mpry 2022-09-191338 30 g Unix

Man 2022-09-19 1338 30 audn Unix

My 222CIIPIII/I0 Lo e Unix

Man 2022-09-19 1338 30 exeve audn Unix oot
Man 2022-09-19 1338 30 audn Unix

Mpry 2022-09-191335 30 eV e Unix oot
Mary 2022-03-15 1338 30 path it Unix

My IT-0I-IFIIIEI0 e Unix

Mary W00 aadn Unix

Man 2022-09-15 1338 30 path audn Unix

My D22CI-IPIFI/I0 oah i Unix

Man 2022-09-19 1338 30 audn Unix

Man 2022-09-15 1838 30 path audn Unix

Mpry 2022-09-191338 30 Lo aadn Unix L
Man 2022-09-19 1338 20 audn Unix

P0?°?07°07?7?? ? TLS
MNpeaBapuTeNbHO HY)KHO YCTAaHOBUTbL AOMOJHUTENbHbLIA NakeT 415 UCMosib3oBaHus TLS:

apt install rsyslog-gnutls

Hanee cozpemM KoOHQUr:

nano /etc/rsyslog.d/50-auditd-tls.conf

Co cnepytowmm cogepxumbim (6e3 Bepudmnkaunm ceptudmnkaTa cepsepa):

# Load necessary modules
$ModLoad imfile

$ModLoad omfwd

$ModLoad gtls

# TLS settings

$DefaultNetstreamDriver gtls

$ActionSendStreamDriverMode 1 # TLS-only
$ActionSendStreamDriverAuthMode anon # No server certificate validation

# No CA or client certs needed for anon mode

# Configure file monitoring for auditd log
$InputFileName /var/log/audit/audit.log
$InputFileTag tag audit log:
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$InputFileStateFile audit log
$InputFileSeverity info
$InputFileFacility localé
$InputRunFileMonitor

# Forward log lines matching the audit log tag

if $programname == 'tag audit log' then @@<ip ampec konnektopa KUMA>:<nopTt konnektopa KUMA>

KoHdwur TLS ¢ Bepucdukaumen cepsepa

$ActionSendStreamDriverAuthMode x509/name
$ActionSendStreamDriverPermittedPeer rsyslog-server

$DefaultNetstreamDriverCAFile /etc/rsyslog/ca.crt

Mocne nameHeHun B hanne HeobxoaAnMMO nepes3anyCcTuUTb cepBUC Rsyslog kKomaHaoM:

systemctl restart rsyslog.service

P07 27?77 7?7 ??70?27?7?7?7?7 syslog

NHorga Heobxoammo oTnpansaTb CobbITUA B3 3arosoBKa, B 3TOM CJlyHae MCNOJb3YyTCA WabioHbl,
HV>XXe NpMMep NCNO0JIb30BaHUSA B KOHdure:

$template onlyMSG, "%msg%\n"

$ModLoad imfile

$InputFileName /var/log/audit/audit.log
$InputFileTag tag audit log:
$InputFileStateFile audit log
$InputFileSeverity info
$InputFileFacility localé
$InputRunFileMonitor

local6.* @<ip appec konnektopa KUMA>:<nopT konnektopa KUMA>;onlyMSG
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