Cbop cobbiTnn AuditD c
nomowbio Rsyslog

WNHdopMauuvs, npuBeaeHHas Ha AaHHOW CTpaHuLLE, ABAsSeTCsA pa3paboTKonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca obuumnaaibHOW peKkoMeHaaLumnen BeHaopa.

OdmnumranbHaa OKyMeHTauusa no gaHHOMY pasgeny npusegeHa B OHNaNMH-CNpaBke Ha
npooykT: https://support.kaspersky.com/KUMA/2.1/ru-RU/239760.htm

Co3pnaHune kKonnektopa KUMA

Onsa cozpaHua konnektopa KUMA Heobxognmo B Beb-koHconm KUMA nepenTu Ha BKNIagKky
Pecypchbl - KonneKkTopbl 1 Ha)XXaTb Ha KHOMKY JLoOaBUTb KOMNEKTOP. TakXXe MOXKHO Ha
BkNagke Pecypchbl BoibpaTb NYHKT MOoAKNIOYUNTD UCTOYHUK. B 060nx crnyvasa oTKpoeTcs MmacTep
MOAKMOYEHNA NCTOYHNKOB COBbLITUA.

Ha nmepBoM wWware mactepa Heobxoammo BbibpaTb T@HaAHT, KOTOpOoMY ByaeT NnpuHagnexaTb
KOJIIEKTOP U TakXe 3adaTb UMAa KonnekTopa.



Connect event sources

@

Connect event sources

€ Transport Collector is used to get events from event source and convert them into KUMA format for further processing, It
can also filter out useless events, merge multiple events intc one, and enrnch events with additional data.
Complete the wizard to create collector. For details see Online Help
© Event parsing
*Collector name Auditd via Rsyslog UDP/5144
© Event filtering
© Event aggregation *Tenant Main R
 Eventenrichment Warkers 0
© Routing
Debug Disable v
© Setupvalidation
Description

Ha BTopoM Lare mactepa HeobxoamMmo BblbpaTb TN NogknoyYeHns udp nnm tcp 1 ykasaTb NOPT,
Ha KOTOPOM KoJiIleKTop ByneT o)XXnaaTb BXOAsLMe NoAKAoYeHns. B faHHOM npumepe BbibpaH
UDP/5144.

€ Connectevent sources

Transport
l@‘- Transport Add a source from which you want to receive events. For details see Online Help
k-
© Eventparsing Basic settings  Advanced settings
© Event filtering

*Connector Create new v 3
© Eventaggregation

“Kind udp v @
© Eventenrichment

*URL 15144 @
€ Routing
@) Setupvalidation pelimiter value v

Ha TpeTbeM Liare mactepa Heobxoamnmo BbibpaTb NpeayCcTaHOBAEHHbIN HoOpManu3aTop [OOTB]
Linux Audit and iptables Syslog (nu6o napcep AuditD u3s PreSales Pack). B cnyvae
OTCYTCTBMSA YKa3aHHOIro HopManm3aTopa, obpaTuTecb K CBOEMY MEHeO )Xepy A/ ero nojyvyeHus.
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Event parsing

Normalization scheme Enrichment

*Mormalizer | [COTB] Linux audit and iptables Syslog ~ ‘ [4
0

*Name [00TB] Linux audit

*Parsing method syslog v @

Llarn macTtepa c 4eTBEPTOro Mo LWeCTOoM MOXXHO NMPonyCcTUTb, MM60 3aNoNHUTL NO3AHee Mo CBoeMy
yCMOTpEHMIO.

Ha ceabMoM wware Mmactepa HeobxoAMMo yKa3aTb TOYKM Ha3HAYeHUs Tuna XpaHunuuie, eciu

TpebyeTcsa coxpaHeHune cobbiTnii B Bl 1 Tna Koppenatop, ecnn TpebyeTcs koppensayms
cobbiTun.

Connect event sources

1] .
Routing

@ Transport Zpecify where processed events should be routed to. It is recommended to send events to at least two destinations: to a cormelator for analysis and te a storage for retention. For details see Online Helg.
© Event parsing Storages
© Evemtfiltering [Example] Storage storage test-kuma sales lab:7230

Carrelators
© Eventaggregation

[Example] Correlator correlator test-kuma sales lab 7249
@ Event enrichment

Add destination v

@ Routing
O Setupvalidation

Ha nocnegHem wware Mmactepa He06Xo0AMMO HaXkKaTb Ha KHOMKY COXpPaHUTb U CO34aTh CEPBUC,
nocJie Yero CKOMMpoBaThb NMOABUBLLYIOCA KOMaHAY AN AajibHelleln yCTaHOBKM cepBuUca
KOJIIeKTopa.
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@ Connect event sources

Setup validation

Configuring collecter is con

© Transport ete and service is created in KUMA For details see Online Hel

© Event parsing

@ Evenfiltering

@ Event aggregation

O Eventenrichment

@ Routing

Save and restart services

Save and reload services
i Sewp validation

Recommended command for collector installation

Jfopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 47c9aff1-5fc2-42b7- M Cery

be11-d47d16c73266 --api.port 7296 --install

B pe3ysibTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBUCHI NOSBUTCS CO3AaHHbIN CEPBUC

KOJIJIEKTOPAa.

Fesources and services »
. Add service Refresh
Services

Status Kind ¢ Service Version Tenant FQDN

L ] Cellector Auditd via Rsyslog UDP/5144 Main

YcTaHoBKa KosisiekTopa KUMA

IP Address API port Uptime

[N yCTaHOBKW CcepBMCa KOJIIEKTopa HEOBX0AMMO MOAKIIYNTLCS K KOHCOIM CepBepa KoJIeKkTopa

KUMA.

Ons YCTaHOBKW CepBMCa KOJIJIEKTOPa HeobXxoAMMO BbINOJIHUTb CKOMMpoBaHHYKO KOMaHAY.

Tak>xe Heobxoanmo fobaBuTb NOPT KOJIIEKTOPA B UCKJIIOYEHUSA haepBoia U 06HOBUTbL NapaMeTpbl

CIyXK06bl

firewall-cmd --add-port=5144/udp --permanent

firewall-cmd --reload

B pe3synbTaTe cTaTyC KonnekTopa B Beb-nHtepdence KUMA naMeHNTCHA Ha 3eJIeHbIN.
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Services

Status  Kind ¢ Service Version Tenant FQDN IP Address APl port Uptime

@

L ] Collector Auditd via Rsyslog UDP/5144 200306 Main test-kuma sales lab 10.68.85.125 7290 7 minutes 42 seconds

HacTponka cepBepa NCTOYHUKA /1I0rOB

B cnyyvae Hanm4us owmnbok ¢ 4OCTYNMOM XYpPHaaoB, nonpobynte oTkao4nTb SELinuUX.
OTknoYeHue SELinux Bpy4Hyto — SELINUX = Disabled B /etc/selinux/config n 3atem
setenforce 0, komaHaa getenforce ons npoBepkKu.

Ha cepBepe NCTOYHUKE N10IroB NnpoBepbTeE HaJIn4me cepBncCa RSysIog B CUCTEME!

systemctl status rsyslog.service

[root@test-kuma ~]# systemctl status rsyslog.service
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2022-09-12 16:16:24 MSK; 6 day': ago
Docs: man: rsyslogd(8
http

Main PID: 3434786 (rsyslogd}
Tasks: 3 (lunit: 100357)
Memory: 196.0M
CGroup: /system.slice/rsyslog.service
L 3434786 /usr/sbin/rsyslogd -n

B cnyvyae oTcyTCTBUA CEpBUCA ero HeobXoanMMo YCTaHOBUTb U 3aNyCTUTh:

yum install rsyslog
systemctl enable rsyslog.service

systemctl start rsyslog.service

Nanee B nanke /etc/rsyslog.d He06Xx0AMMO C03A4aTb Paital audit.conf ClenylOLEro coaepXxaHus:

vi /etc/rsyslog.d/audit.conf

$ModLoad imfile
$InputFileName /var/log/audit/audit.log
$InputFileTag tag_audit_log:
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$InputFileStateFile audit_log
$InputFileSeverity info
$InputFileFacility local6
$InputRunFileMonitor

local6.* @<ip agpec konnektopa KUMA>:<nopT kKonnektopa KUMA>

IOnsa otnpaBkn cobbiTuin No npoTokosay TCP nocienHo CTPOYKY cneayeT 3aMeHNTb Ha:

local6.* @@<ip agpec konnekTopa KUMA>:<nopT konnektopa KUMA>

Mocne coxpaHeHnsa n3MeHeHNn B hanae Heobxoanmmo nepesanyCcTuTb cepBuUC Rsyslog KoMaHOon:

systemctl restart rsyslog.service

[TpoBepKa NOCTYMNAeHNS CObbITUN

Ons npoBepku MocTynneHns cobbiTuin BbibeprTe COOTBETCTBYIOLLWA KOJIJIEKTOP U HAXKMUTE Ha
KHoMNKy MepenTn K COObLITUAM. B OTKpbIBLLEMCS OKHE COObITUA NPU HaXKAaTUN HA 3HAYOK JyMbl
LOJIXKHbI MoABUTLCA cobbiTna Auditd.

Events < & Event details
T= | SELECT + FROM “events’' WHERE ServiceID = “47cUaff1-5fc2-42b7-bel1-d47d16c73200° LINIT 250
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OTnpaBKa nora 6e3 3arosnoBkKa syslog
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NHorpa Heobxoanmo oTnpansaTb cobbiTna 6e3 3arosioBka, B 3TOM C/lyHae MCNOb3yoTCA WabnoHbl,
HV>Xe NpUMep UCMOJIb30BaHNA B KOH(Ure:

$template onlyMSG,"%msg%\n"
$ModLoad imfile

$InputFileName /var/log/audit/audit.log
$InputFileTag tag_audit_log:
$InputFileStateFile audit_log
$InputFileSeverity info
$InputFileFacility local6
$InputRunFileMonitor

local6.* @<ip agpec konnekTopa KUMA>:<nopT konnektopa KUMA>;onlyMSG
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