HacTpounka AuditD Ha Unix
cucrtemax

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unmn community KUMA n HE aBnseTtcsa ouumanbHON peKkoMeHaaumnen BeHaopa.
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HacTtpounka AuditD

Ins HavYana HeobxoAMMO NPOBPUTL YCTAaHOBMIEHA HY>XHasa cny>x6a auditd, NOCMOTPUM aKTUBHbIE
npasuna:

auditctl -l

B cnyyae Hanu4ns noaobHom owmnbKu:
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[root@nd4 ~]# auditctl -1 )
-bash: auditctl: command not found

[root@cnd ~]# I

Heobxoaumo YCTaAaHOBUTbL Cyieayrouine nakeThbl.

apt-get install auditd audispd-plugins

NIn6o (ecnn RHEL nogobHble OC):

yum install audit audispd-plugins

PeKOMeHﬂ,yeM MCrNnosb30oBaThb ceayrLline rnmpasuya onad ayanTta:

wget -O audit.rules https://raw.githubusercontent.com/Neo23x0/auditd/master/audit.rules

3arpy3nTb hans Cc npaBuaaMmu aygmnta ¢ noptana box.kaspersky.com - TyT.

Opyrvne npasuia ayguta MOXXHO HaMTW B 3TON cTaTbe - https://kb.kuma-

community.ru/link/14#bkmrk-linux

PekomeHayem nob6aBMTb 3anncK B KoHel, harna audit.rules , ona 6eicTtporo gobasneHms
NCNONb3yNTE KOMaHAY HMXXe (Mocsie BbIMOJIHUTE systemctl restart auditd.service ):

cat << EOF >> /etc/audit/rules.d/audit.rules
# root authorized_keys

-w /root/.ssh/authorized_keys -p wa -k rootkey

# motd audit

-w /etc/update-motd.d/ -p wa -k motd

# udev audit

-w /etc/udev/rules.d/ -p wa -k udev

# xdg audit
-w /etc/xdg/autostart/ -p wa -k xdg

-w /usr/share/autostart/ -p wa -k xdg

# Package Manager (APT/YUM/DNF)
-w /etc/yum/pluginconf.d/ -p wa -k package_man

-w /etc/apt/apt.conf.d/ -p wa -k package_man
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-w /etc/dnf/plugins/dnfcon.conf -p wa -k package_man

# exta systemd

-w /usr/lib/systemd/ -p wa -k systemd

-w /lib/systemd/ -p wa -k systemd

-w /usr/local/lib/systemd/ -p wa -k systemd

-w /usr/local/share/systemd/user -p wa -k systemd_user

-w /usr/share/systemd/user -p wa -k systemd_user

# setcap audit

-w /usr/sbin/setcap -p x -k setcap

# rc audit

-w /etc/rc.local -p wa -k rclocal

## extra Shell/profile configurations

-w /etc/bash.bashrc -p wa -k shell_profiles

-w /etc/bash.bash_logout -p wa -k shell_profiles
-w /root/.profile -p wa -k shell_profiles

-w /root/.bashrc -p wa -k shell_profiles

-w /root/.bash_logout -p wa -k shell_profiles

-w /root/.bash_profile -p wa -k shell_profiles

-w /root/.bash_login -p wa -k shell_profiles

# extra search files

-w /usr/bin/find -p x -k T1083_File_And_DlIrectory_Discovery

## Kernel Related Events

-w /usr/sbin/modprobe -p x -k T1547_Boot_or_Logon_Autostart_Execution
-w /usr/sbin/insmod -p x -k T1547_Boot_or_Logon_Autostart_Execution
-w /usr/sbin/lsmod -p x -k T1547_Boot_or_Logon_Autostart_Execution

-w /usr/sbin/frmmod -p x -k T1547_Boot_or_Logon_Autostart_Execution

-w /usr/sbin/modinfo -p x -k T1547_Boot_or_Logon_Autostart_Execution
-w /etc/modprobe.conf -p wa -k T1547.006_6

-w /etc/sysctl.conf -p wa -k sysctl

# extra file manipulation

-w /usr/bin/ftp -p x -k T1105_remote_file_copy
-w /usr/bin/sftp -p x -k T1105_remote file_copy
-w /usr/bin/rsync -p x -k T1105_remote_file_copy



-w /usr/bin/cp -p x -k T1005_Data_from_Local_System
-w /usr/bin/dd -p x -k TL005_Data_from_Local_System
-a always,exit -F arch=b32 -S execve -S execveat -F exe=/usr/bin/shred -F -k T1070.004_1
-a always,exit -F arch=b64 -S execve -S execveat -F exe=/usr/bin/shred -F -k T1070.004_2

EOF

Opyrne npasuna ayamTa n nosiesHole Matepuasnbl no AuditD MOXXHO HanTn - TyT.

Nlanee Hy>KHO NepemMecTUTb NpaBusia B ANPEKTOPUIO MO YMONYAHUIO U MPUMEHUTL NpaBua
nepesarnyckoM cepBuca:

cp audit.rules /etc/audit/rules.d/
systemctl restart auditd.service

systemctl enable auditd.service

B cnyuyae owumnbku pectapta cny>x06bi auditd (Failed to restart auditd.service)
Ha RHEL nogobHbix OC, MOXXeT BCTPETUTLCS clenytoulas owmnbka:

Failed to restart auditd.service: Operation refused, unit auditd.service may be requested by
dependency only (it is configured to refuse manual start/stop).
See system logs and 'systemctl status auditd.service' for details.

nano /usr/lib/systemd/system/auditd.service

M3meHnTe napameTp RefuseManualStop Ha:

RefuseManualStop=no

3aTem 06HOBUTE NapaMeTpbl CIyXObI:

systemctl daemon-reload

Ina nposepkn ybeanmtecb 4To CAeOyOLNIA NOT HaMoJIHAETCS UHOPMaLInen:

tail -f /var/log/audit/audit.log

PekomeHayeMmbih napcep (6e3 arperaumun/cknenkn cobbiTnm) ana npaBua Koppensunum
Community - [2024-09-23] Unix AuditD (REGEX) (13 Community-Pack)
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N3BeCcTHbIe Npobnemsl

BbiBaloT cayyaun, Korga ns-3a potaumm camoro cebs auditd (cobcTBeHHas poTauums) NnagaeT B
cTaTyce cepBuca:
Sep 24 00:11:42 example.org auditd[756]: Audit daemon rotating log files

B TakoM cTaTyce nor cans He NOMNoJIHAETCA, PEKOMEHAYETCS UCMOJIb30BaTb CUCTEMHYIO POTaLMIO
logrotate.

CHayvasia oTkto4aeTca cobcTBeHHasa poTaumsa auditd, mpaBuM KOHUT:

nano /etc/audit/auditd.conf

MpaBuM 3aH4YeHne (BblAeNeHO XXUPHbIM): max_log file_action = ignore

3aTeM HacCTpanmBaeTCsa CUCTEMHas poTauus logrotate.

touch /etc/logrotate.d/auditd
chmod 644 /etc/logrotate.d/auditd; chown root:root /etc/logrotate.d/auditd

nano /etc/logrotate.d/auditd

Muwem B panne auditd:

# daily rotation keep last 2 days and compress old
/var/log/audit/audit.log {

daily

missingok

notifempty

sharedscripts

rotate 2

compress

delaycompress

postrotate

/usr/bin/systemctl kill -s USR1 auditd.service >/dev/null 2>&1 || true

endscript

Mepe3anyckaem cnyxbbl logrotate n auditd:

systemctl restart logrotate.service; systemctl restart auditd.service



YpnaneHHasa otnpaBka Jsioros auditd

NHoroa mecTo Ha cepBepe OrpaHUYeHOo U XpaHUTb 06beMHbIn nor audutd HET BO3MOXXHOCTU, N4
3TOr0 MOXXHO HAaCTPOUTb OTMPaBKY JIOrOB Cpa3y Ha yAaJiIeHHbI cepBep, A5 3Toro byaem
ncnonb3oBaTb niarvH audispd-plugins, KOTOPbIA Mbl 3arpy»<asn Bbllle.

OTKJ/II04YMM JIOKaJIbHOE BefeHne Noros ayauTa B panne /etc/audit/auditd.conf BeicTaBnsiem
3HavyeHune write_logs = no:

root@kuma# nano /etc/audit/auditd.conf

local_events = yes
write_logs = no

name_format = HOSTNAME

Tenepb HaM HY>XHO UCMPaBUTbL (a1 Mo NPUMeEPY HMXXE OJ1s OTMPABKM JIOFrOB Ha yAaJIeHHbIN
cepsep:

root@kuma# nano /etc/audit/plugins.d/au-remote.conf

active = yes

direction = out

path = /sbin/audisp-remote
type = always

#args =

format = string

Hdanee Hy>XHO oTpedakTMpoBaTb ann /etc/audit/audisp-remote.conf cnegyowim obpasom:
root@kuma# nano /etc/audit/audisp-remote.conf

#
# This file controls the configuration of the audit remote
# logging subsystem, audisp-remote.

#

remote_server = 192.168.0.100
port = 16666

transport = tcp



queue_file = /var/spool/audit/remote.log
mode = immediate

queue_depth = 10240

format = ascii

network retry time = 2
max_tries_per_record = 3
max_time_per_record = 5

heartbeat_timeout = 0

network_failure_action = stop
disk_low_action = ignore
disk_full_action = warn_once
disk_error_action = warn_once
remote_ending_action = reconnect
generic_error_action = syslog
generic_warning_action = syslog
queue_error_action = stop
overflow_action = syslog

startup_failure_action = warn_once_continue

##krb5_principal =
##krb5 _client_name = auditd

##krb5_key file = /etc/audisp/audisp-remote.key

Tenepb HY>XHO Nepe3anyCcTuTb cepBuc auditd ona npumeHeHmna o6HOBAEHHbIX KOHPUIypaLnn :

systemctl restart auditd.service

Chipble cobbiTua 6yayT 6e3 3arosnoska syslog, napcep Unix n3 nepcenn-naka obpabortaet
KOPPEKTHO TaKune Noru:

node=kuma-aio.local type=PROCTITLE msg=audit(1704808440.087:50482):
proctitle=2F7362696E2F617564697463746C002D52002F6574632F61756469742F61756469742E72756C6573
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