HacTpounka AuditD Ha Unix
cucrtemax

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unmn community KUMA n HE aBnseTtcsa ouumanbHON peKkoMeHaaumnen BeHaopa.

OdwmumanbHag cnpaska: https://support.kaspersky.ru/help/KUMA/3.4/ru-RU/239849.htm
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HacTtpownka AuditD

Ons Havana HeobxoAMMO NPOBPUTL YCTaHOBJIEHA HY>XHasa cnyxba auditd, noCMOTpPUM akTUBHbIE
npasuna:

auditctl -1
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B cnyyvae Hanu4ns nogobHom owmnbKku:

[root@cnd ~]# audi
-bash: auditctl: command not found

[root@nd ~J# [

Heobxoanmo yCcTaHOBUTL Criefytolne nakeTbl:

apt-get install auditd audispd-plugins

NMn6éo (ecnn RHEL nopobHble OC):

yum install audit audispd-plugins

Ha GitHub'e pocTtyneH community-CKpynT 418 aBTOMaTUYE€CKOMN HacTponku auditd n
oTnpaBkKn cobbITU C Linux-XoCTOB C MOMOLLbIO rsyslog:

https://github.com/KUMA-Community/kuma auditd

PekomeHayeM UCMonb30BaTh Cledylolie npasuia onas aygura:

wget -0 audit.rules https://raw.githubusercontent.com/Neo23x0/auditd/master/audit.rules

3arpy3nTb hana Cc npaBuaaMu ayguTta c nopTana box.kaspersky.com - TyT.

Opyrve npasusia ayguta MOXXHO HaMTW B 3TOW cTaTbe - https://kb.kuma-

community.ru/link/14#bkmrk-linux

PekomeHaoyem nobaBuTb 3anncy B KOHel, panna audit.rules , Ans 6bicTporo aobasneHus
NCNONb3YNTE KOMaHAOy HUXe (Mocse BbINOJIHUTE systemctl restart auditd.service ):

cat << EOF >> /etc/audit/rules.d/audit.rules
# root authorized keys

-w /root/.ssh/authorized keys -p wa -k rootkey

# motd audit

-w /etc/update-motd.d/ -p wa -k motd

# udev audit

-w /etc/udev/rules.d/ -p wa -k udev
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# xdg audit
-w /etc/xdg/autostart/ -p wa -k xdg

-w /usr/share/autostart/ -p wa -k xdg

# Package Manager (APT/YUM/DNF)
-w /etc/yum/pluginconf.d/ -p wa -k package man
-w /etc/apt/apt.conf.d/ -p wa -k package man

-w /etc/dnf/plugins/dnfcon.conf -p wa -k package man

# exta systemd

-w /usr/lib/systemd/ -p wa -k systemd

-w /lib/systemd/ -p wa -k systemd

-w /usr/local/lib/systemd/ -p wa -k systemd

-w /usr/local/share/systemd/user -p wa -k systemd user

-w /usr/share/systemd/user -p wa -k systemd user

# setcap audit

-w /usr/sbin/setcap -p x -k setcap

# rc audit

-w /etc/rc.local -p wa -k rclocal

## extra Shell/profile configurations

-w /etc/bash.bashrc -p wa -k shell profiles

-w /etc/bash.bash logout -p wa -k shell profiles
-w /root/.profile -p wa -k shell profiles

-w /root/.bashrc -p wa -k shell profiles

-w /root/.bash logout -p wa -k shell profiles

-w /root/.bash _profile -p wa -k shell profiles
-w /root/.bash login -p wa -k shell profiles

# extra search files

-w /usr/bin/find -p x -k T1083 File And DIrectory Discovery

## Kernel Related Events

-w /usr/sbin/modprobe -p x -k T1547 Boot or Logon Autostart Execution
-w /usr/sbin/insmod -p X -k T1547 Boot or Logon Autostart Execution
-w /usr/sbin/lsmod -p x -k T1547 Boot or Logon Autostart Execution

-w /usr/sbin/rmmod -p x -k T1547 Boot or Logon Autostart Execution

-w /usr/sbin/modinfo -p x -k T1547 Boot or Logon Autostart Execution



-w /etc/modprobe.conf -p wa -k T1547.006 6
-w /etc/sysctl.conf -p wa -k sysctl

# extra file manipulation

-w /usr/bin/ftp -p x -k T1105 remote file copy

-w /usr/bin/sftp -p x -k T1105 remote file copy

-w /usr/bin/rsync -p x -k T11l05 remote file copy

-w /usr/bin/cp -p x -k T1005 Data from Local System

-w /usr/bin/dd -p x -k T1005 Data from Local System

-a always,exit -F arch=b32 -S execve -S execveat -F exe=/usr/bin/shred -F -k T1070.004 1
-a always,exit -F arch=b64 -S execve -S execveat -F exe=/usr/bin/shred -F -k T1070.004 2

# split cmd audit
-w /usr/bin/split -p x -k split

EOF

Opyrve npasuna ayauTa v nosesHble Matepuasbl no AuditD MOXXHO HanUTK - TYT.

llanee HY>XHO NepemMecTUTb NpaBuJia B AMPEKTOPMUIO MO YMOJTHAHWUIO U MPUMEHUTb NpaBuia
nepesanyckoMm cepBuca:

cp audit.rules /etc/audit/rules.d/
systemctl restart auditd.service

systemctl enable auditd.service

B cnyuyae owumnbku pectapta cny>x06bi auditd (Failed to restart auditd.service)
Ha RHEL nonobHbix OC, MOXXeT BCTPeTUTLCA cneaytowas owmnbka:

Failed to restart auditd.service: Operation refused, unit auditd.service may be requested by
dependency only (it is configured to refuse manual start/stop).
See system logs and 'systemctl status auditd.service' for details.

nano /usr/lib/systemd/system/auditd.service

N3meHnTe napameTp RefuseManualStop Ha:

RefuseManualStop=no

3aTem obHOBUTE NapaMeTpbl CiyXbbl:


https://kb.kuma-community.ru/books/kuma-how-to/page/poleznye-ssylki-po-ib

systemctl daemon-reload

[Ona npoBepkn ybeamTech 4TO CAedyowmnin 1or HanoaHseTca nHpopMaumen:

tail -f /var/log/audit/audit.log

PekomeHayeMmbih napcep (6e3 arperaunu/cknenkn cobbiTnm) ana npaBua KOppensunum
Community - [2024-09-23] Unix AuditD (REGEX) (n3 Community-Pack)

[Ona ncnonb30BaHMA arperaunum 10ros NCnoab3ynTte KopoboyHbin napcep [OOTB] Linux
auditd syslog for KUMA 3.2 c BkJIl0O4EeHHbIM NepektodaTenem "auditd”, koTopbIn

noctyneH B KUMA 3.2, nogpobHee: https://support.kaspersky.com/help/KUMA/3.2/ru-

RU/220739.htm

[na ncnonb3oBaHWA arperauum 10roB C NOMOLLbIO areHTa UCnosb3ynTe KOpoboYHbIN
napcep [OOTB] Linux auditd file for KUMA 3.2 c BK/IIOYEHHLIM NEpPEKJItoYaTENEM

"auditd", moampobHee: https://kb.kuma-community.ru/books/ustanovka-i-

obnovlenie/page/ekstra-vozmoznosti-agenta-kuma

N3BecTHbIe Npobnemsl

BbiBaloT Cily4yaun, Korga nus-3a poTtauun camoro cebsa auditd (cobcTBeHHas poTaunsa) nagaeT B
CTaTyce cepBuUca:
Sep 24 00:11:42 example.org auditd[756]: Audit daemon rotating log files

B Takom cTaTyce for ann He MOMoOJIHAETCS, PEKOMEHOYETCH UCMNO0JIb30BaTb CUCTEMHYIO POTaL N0
logrotate.

CHayvana oTKNao4aeTca cobcTBeHHas poTaumsa auditd, npaBum KoHwUr:

nano /etc/audit/auditd.conf

MpaBuM 3aH4YeHUe (BblOEeNIeHO XUPHbLIM): max log file action = ignore

3aTeM HacTpauBaeTCsa cucTeMHasa poTaumsa logrotate.

touch /etc/logrotate.d/auditd
chmod 644 /etc/logrotate.d/auditd; chown root:root /etc/logrotate.d/auditd
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nano /etc/logrotate.d/auditd

Muwem B hpanne auditd:

# daily rotation keep last 2 days and compress old
/var/log/audit/audit.log {

daily

missingok

notifempty

sharedscripts

rotate 2

compress

delaycompress

postrotate

/usr/bin/systemctl kill -s USR1 auditd.service >/dev/null 2>&1 || true

endscript

Mepe3anyckaem cnyxbbl logrotate n auditd:

systemctl restart logrotate.service; systemctl restart auditd.service

Knaccnyeckum cbop cobbitnim auditd ¢
nomouwlbto Rsyslog

MpoBeaunTe HACTPOKY MO 3TOM MHCTPYKUMK: https://kb.kuma-community.ru/books/podkliucenie-

istocnikov/page/sbor-sobytii-auditd-s-pomoshhiu-rsyslog

YpnaneHHasa otnpaBka Jsioros auditd

He nopgpepxxumnBaetcsa kopoboyHbiM Nnapcepom [OOTB] Linux auditd syslog for KUMA 3.2

NHorpoa ecnm MecTo Ha cepBepe OrpaHU4YeHO U XpaHUTb o6beMHbIn nor audutd HeT
BO3MOXXHOCTM, OJ11 3TOM0 MOXXHO HAaCTPOUTL OTMPaBKY JIOFOB Cpa3y Ha yAaJIeHHbIN cepBep, A4
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3TOoro bygem ncnonb3oBaTh NaarnH audispd-plugins, KOTOPbLIA Mbl 3arpy>Kaiun BbiLLeE.

OTKIOYMM NOKasibHOe BeLieHVe JIOroB ayauTa B pansie /etc/audit/auditd.conf BbICTaBJISAEM
3HavyeHue write_logs = no:

root@kuma# nano /etc/audit/auditd.conf
local events = yes

write logs = no

name format = HOSTNAME

He nponuceiBante name_format = HOSTNAME ecnu naaHupyeTe UCNosb30BaTb
kopobo4yHbIn Nnapcep [OOTB] Linux auditd syslog for KUMA 3.2

Tenepb HaM HY>XHO UCMPaBUTb (haisl MO NPUMEPY HUXKE OJ1s OTMPABKM JIOFOB Ha YAaJIeHHbIN
cepsep:

root@kuma# nano /etc/audit/plugins.d/au-remote.conf

active = yes

direction = out

path = /sbin/audisp-remote
type = always
#args =

format = string

Hanee Hy>XHO oTpefakKTUpoBaTb hamn /etc/audit/audisp-remote.conf cnepytowmm obpasom:

root@kuma# nano /etc/audit/audisp-remote.conf

#
# This file controls the configuration of the audit remote
# logging subsystem, audisp-remote.

#

remote server = 192.168.0.100

port = 16666

transport = tcp

queue file = /var/spool/audit/remote. log
mode = immediate

queue _depth = 10240



format = ascii

network retry time = 2
max_tries per record = 3
max_time per record = 5

heartbeat timeout = 0

network failure action = stop
disk low action = ignore

disk full action = warn_once
disk error _action = warn_once
remote ending action = reconnect
generic_error_action = syslog
generic_warning action = syslog
queue _error action = stop
overflow action = syslog

startup_failure action = warn_once continue

##krb5 principal =
##krb5 client name = auditd

##krb5 key file = /etc/audisp/audisp-remote.key

Tenepb HY>XHO Nepe3anycTuTb cepBuc auditd ona npumMmeHeHna 06HOBNEHHbIX KOHMUIypaLuun :

systemctl restart auditd.service

Chipble cobbiTua 6ynyT 6e3 3aronoBka syslog, napcep Unix U3 koMmbloHUTU-Naka obpaboTaeT
KOPPEKTHO TaKune Noru:

node=kuma-aio.local type=PROCTITLE msg=audit(1704808440.087:50482):
proctitle=2F7362696E2F617564697463746C002D52002F6574632F61756469742F61756469742E72756C6573
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