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MNpoBepbTe KOPPEKTHOCTb HACTPOEK BPEMEHM N HaCOBOro Nosica, MPOBEPUTb CUHXPOHU3ALMIO C
NTP-cepepoM (MpuHATL BO BHMMaHue, 41o OC VMware ESXi paboTaeTt Tosbko no UTC).

BbIMOJIHUTBL pe3epBHOe KonmnpoBaHue KoHpurypaumm ESXi-xocTa.
Yepes web-nHTepgenc noakno4nTbca K ESXi-XoCTy nCnonb3ysa yY4eTHYI0 3anuchb root.

B rnaBHOM MeHIO B pa3fesie HaBuUrauum pa3BepHyTb BKiagky Host n nepentum no nytn: Host -
Manage - Advanced Settings.
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B okHe noucka HabpaTb Syslog.global.LogHost, BuibpaTs napameTp Syslog.global.LogHost n
OTpefAaKTMpoBaTb €ro.
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Syslog global logDir
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Syslog loggers.clusterAgent size
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Syslog loggers.cmmdsTimeMachine size
Syslog. loggers.cmmds TimeMachineDump rotate
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YKaXxuTe npoToKoJ1, agpec n noptT Kosnektopa KUMA n HaxxmMuTe Save.

[# Edit option - Syslog.global.logHost

New value udp://192.168.101.212:514

(string)

Cancel

HDanee nepenante Ha Bknaaky Networking - Firewall rules.
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Hanante npaBuno syslog, BbiaennTe ero (MoOXXHO BOCMOJIb30BaThCSA MOUCKOM) U BKJIIOYNTE €ro,
Ha>xaB Ha Actions - Enable.
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?7?7?7?? SSH

HacTponKy ayanTa MOXHO BbINOJIHUTL 4Yepe3 SSH. Bkao4nTb AocTyn no SSH Ha ESXi-xocTe,
nepenTtun no nyHkTam: Host - Actions - Services - Enable Secure Shell (SSH).
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MoaokntounTech K ESXi-xocTy nmo SSH ncnonb3ysa y4yeTHyto 3anuck root (Hanpumep yepes Putty).

e HabepuTe KoMaHAOy: esxcli system syslog config set --loghost=udp://192.168.1.250:514
(KOHUrypupoBaHmMe NOAKOYEHUA K Syslog-cepBepy, ip-aApec B KOMaHae He aBnseTcs
NernTUMHBbIM N YKa3aH UCKJTIYUTENbHO A npuMepa).

e HabepuTte KoMaHAy: esxcli network firewall ruleset set --ruleset-id=syslog --
enabled=true (BKJIlOYEHMWE pa3peLlatolero npasuaa GuabTpaunm ons syslog).

e HabepuTte KoMaHAay: esxcli network firewall refresh (0OHOBJIEHME HACTPOEK
MeXXCeTeBOoro skpaHa ESXi-xocTa).

e HabepuTte KoMaHAy: esxcli system syslog config get (MpoBepka HacTpoek syslog-cny 6ol
ESXi-xocTa):
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e HabpaTb KOMaHAy: esxcli system syslog reload (Mepe3arpy3ka syslog-cny6bl ESXi-
X0CTa).

ABTOpUM30BaTbCA Ha ESXi-xocTe, Yyepe3 ero web-mHTepdenc non y4eTHoOM 3anncbto C
AOMUHNCTPATUBHBLIMU NpaBaMu 1 OTKJOYUTb BocTyn no SSH (npnmevaHue: CornacHo
pekomMeHaaunam VMware, gocTtynbl No SSH n K ESXi-shell Hy>KHbI TONIbKO BO BpeMs
ANarHOCTNYECKNX N aBapuiHbIX paboT).

(OnuuoHanbHO) Ecnm Heobxoammo oTnpasasaTb cobbITUA Syslog Ha APYronM NOPT Ha3Ha4YeHus,
Heobxoavmo nobasuTb NpaBuao ans M3 ESXi, ons 3Toro 3angnte Ha XoCcT no SSH.

CospanTte harn (MCNOMb3YyOTCA KNaccmyeckme Linux kKoMaHabl) CO cefyolnm CogepXUMblM,
Hanpumep ans nopta 5140 (Ha3oeeMm cann syslogPort-5140.xml):

<!-- /Jetc/vmware/firewall/syslogPort-5140.xml -->
<!l-- remote syslog configuration -->
<ConfigRoot>
<service>
<id>syslogPort-5140</id>
<rule id='0000"'>
<direction>outbound</direction>
<protocol>udp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<rule id='0001"'>

<direction>outbound</direction>
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<protocol>tcp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<enabled>false</enabled>
<required>false</required>
</service>

</ConfigRoot>

Ona ncnosnb3oBaHMs 3TOro MpaBWJia BbIMNOJIHNUTE KOMaHAbl HNXKE, N aKTVIBVIpyI7ITe ero:

e cp syslogPort-5140.xml /etc/vmware/firewall/
e esxcli network firewall unload

e esxcli network firewall load

VMware vCenter

CoenanTe snapshot nnm BeinonHNTE pesepBHoe KonupoBaHue vCenter.

Yepes web-6paysep noaknwo4vnTeck kK vCenter Server Appliance Management Inteface (VAMI)
NCNONb3ysa aAMUHNCTPATUBHYIO YYETHYIO 3annuck (Hanpumep, administrator@vsphere.local).

Habepute B web-6pay3epe: https://vcenter.test.local:5480 n BBeCTU aAMUHNCTPATUBHbLIE YHETHbIE
OaHHble (Mmsa vcenter.test.local He ABAAeTCA NErMTUMHBIM U YKa3aH A5 npuMmepa).

YbennTecb B KOPPEKTHOCTU HAaCTPOEK BpeMeHU B pa3aesie Time (4acoBOM MOSAC yKa3aH B KavyecTBe
npuMmepa, a TUM CUHXPOHU3aUUK B «dunuane» byaet nHANBMUAYaIbHO 3aBUCETb OT YKa3aHHbIX
MECTHbIX HaCTPOEK).
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Mode Host

Current appliance time Wed 03-29-2023 11:42 AM +04

MepenTn B pasagen Syslog, 4Tobbl HacTponTb Forwarding. Haxatb kHonky CONFIGURE, ykaxute
NMPOTOKOJ, agpec n nopT kosnekTopa KUMA n HaxxmnTe Save.


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/qtOimage.png

Create Forwarding Configuration

Specify forwarding configuration for remote syslog servers (no more than three).

Server Address Protocol Port
192.168.1.250 UDP v 514 >
-+ app

Forwarding Configuration ()
EDIT SEND TEST MESSAGE  DELETE

Remote Syslog Host Protocol Port Connection Status

192.168.1.250 UDP 514 Unknown

OTnpaBbTe TeCTOBOE coobLleHme:

Send Test Message

Manually verify from remote syslog servers if the message has been received.
Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250

Send Test Message

@ Successtully sent the test message to all sysiog servers.

Manually verify from remote syslog servers if the message has been received

Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250
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