
????????? ???????????? ???????? ??????? ? ???????? ?????, ????????? ????????????? ? NTP-

???????? (??????? ?? ????????, ??? ?? VMware ESXi ???????? ?????? ?? UTC).

????????? ????????? ??????????? ???????????? ESXi-?????.

????? web-????????? ???????????? ? ESXi-????? ????????? ??????? ?????? root.

? ??????? ???? ? ??????? ????????? ?????????? ??????? Host ? ??????? ?? ????:  Host –

Manage – Advanced Settings.

? ???? ?????? ??????? Syslog.global.LogHost, ??????? ???????? Syslog.global.LogHost ?

??????????????? ???.

Настройка аудита VMware ESXi и vCenter

VMware ESXi

Через веб-интерфейс
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??????? ????????, ????? ? ???? ?????????? KUMA ? ??????? Save.

????? ????????? ?? ??????? Networking – Firewall rules. 

??????? ??????? syslog, ???????? ??? (????? ??????????????? ???????) ? ???????? ???, ?????

?? Actions – Enable.
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????????? ?????? ????? ????????? ????? SSH. ???????? ?????? ?? SSH ?? ESXi-?????, ???????

?? ???????: Host  – Actions – Services – Enable Secure Shell (SSH) .

???????????? ? ESXi-????? ?? SSH ????????? ??????? ?????? root (???????? ????? Putty).

???????? ???????: esxcli system syslog config set --

loghost=udp://192.168.1.250:514  (???????????????? ??????????? ? syslog-???????, ip-

????? ? ??????? ?? ???????? ?????????? ? ?????? ????????????? ??? ???????).

???????? ???????:  esxcli network firewall ruleset set --ruleset-id=syslog --

enabled=true  (????????? ???????????? ??????? ?????????? ??? syslog).

???????? ???????:  esxcli network firewall refresh  (?????????? ????????

??????????? ?????? ESXi-?????).

???????? ???????:  esxcli system syslog config get  (???????? ???????? syslog-??????

ESXi-?????):

Через SSH
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??????? ???????: esxcli system syslog reload  (???????????? syslog-?????? ESXi-

?????).

?????????????? ?? ESXi-?????, ????? ??? web-????????? ??? ??????? ??????? ?

????????????????? ??????? ? отключить доступ по SSH (??????????: ????????

????????????? VMware, ??????? ?? SSH ? ? ESXi-shell ????? ?????? ?? ?????

??????????????? ? ????????? ?????).

(Опционально) ???? ?????????? ?????????? ??????? Syslog на другой порт

назначения, ?????????? ???????? ??????? ??? ?? ESXi, ??? ????? ??????? ?? ???? ?? SSH.

???????? ???? (???????????? ???????????? Linux ???????) ?? ????????? ??????????, ????????

??? ????? 5140 (??????? ???? syslogPort-5140.xml):

??? ????????????? ????? ??????? ????????? ??????? ????, ? ??????????? ???:

cp syslogPort-5140.xml  /etc/vmware/firewall/

esxcli network firewall unload

esxcli network firewall load

???????? snapshot ??? ????????? ????????? ??????????? vCenter.

<!-- /etc/vmware/firewall/syslogPort-5140.xml -->

<!-- remote syslog configuration -->

<ConfigRoot>

  <service>

    <id>syslogPort-5140</id>

    <rule id='0000'>

      <direction>outbound</direction>

      <protocol>udp</protocol>

      <porttype>dst</porttype>

      <port>5140</port>

    </rule>

    <rule id='0001'>

      <direction>outbound</direction>

      <protocol>tcp</protocol>

      <porttype>dst</porttype>

      <port>5140</port>

    </rule>

    <enabled>false</enabled>

    <required>false</required>

  </service>

</ConfigRoot>

VMware vCenter



????? web-??????? ???????????? ? vCenter Server Appliance Management Inteface (VAMI)

????????? ???????????????? ??????? ?????? (????????, administrator@vsphere.local).

???????? ? web-????????: https://vcenter.test.local:5480 ? ?????? ???????????????? ???????

?????? (??? vcenter.test.local ?? ???????? ?????????? ? ?????? ??? ???????).

????????? ? ???????????? ???????? ??????? ? ??????? Time (??????? ???? ?????? ? ????????

???????, ? ??? ????????????? ? «???????» ????? ????????????? ???????? ?? ????????? ???????

????????).

??????? ? ?????? Syslog, ????? ????????? Forwarding. ?????? ?????? CONFIGURE, ???????

????????, ????? ? ???? ?????????? KUMA ? ??????? Save.

????????? ???????? ?????????:
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