MS WMI

NHdpopmaumns, npuBefeHHas Ha aHHOW CTpaHuue, aBnaeTcsa pa3paboTKkom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

https://www.youtube.com/embed/SxSDfGzCs0O0?si=bKWWTObyXomL-OWv

Cxema paboTbl cbopa no WMI

.........
.....

Windows Server

: e~
WMIRPC—> l
€-------- E'-.-'E'r_e-l '

Windows PC

Windows PC

KUMA Collector

Windows PC

HacTponka ayanTa oTOEe/IbHOro cepBepa

[ns HacTpoMKK ayamTa Ha psnoBom cepBepe/paboyen cTaHUMmM HeobxoanMo:
3anycTnTb ocHacTKy Local Security Policy - secpol.msc


https://www.youtube.com/embed/SxSDfGzCsO0?si=bKWWT0byXomL-OWv

Bce NpHAOKEHUA

AoKyMEHTH

NapameTpil HMHTEpHeT

NMyuwee cooTBETCTEAE

secpaol.msc

Noxyment Microsoft Common Co...
Mowuck B MHTepHeTe

£ secpol.msc - Cu. peayasTatei 8

WHTEpHETE

secpol.msc
> Aoxyment Microsoft Common Ci
FacnonoxeHme CAWindows\syste
NocnegHes WM
EHEHME
—"
= OTkpLITe

- 3a MYy CK OT HMEHH agMUHHUCTRATOPa

il OTEPEITE NANKY ¢ daiaom

[-:j KonUpoBaTs MoAHBLIA nyTe

2 secpol.msd

MepenTn B pasnen MapameTpbl 6e3onacHocTU/JIoKanbHble MOMNTUKU/TTIONNTNKE ayanTa u
BKJIIOYNTb HEOBXOAUMbIE HACTPOMNKM ayanTa YCrewWHbIX N HE YCNELHbIX NOMNbITOK.

7 NlexansHan noanTuka BesonacHocTh

Dain  Jeiicteme Bua Cnpaexa

o 25 = HEE

54 Napamerpo GesonacHocTs
& MonuTien yueTHex 3anucei
~ [ [lokantHbie nonuTHen
4, Moawmmka aygura
5, Haznauenwe npae nonsscsatens
g, Mapamerpel GesonacHocTy
| MonwTop Bpangmayspa 3awmrHuka '
| MoawTuen gucneTyepa cnncka ceten
| MoAuTukn oTkpeITore KAKYa
_| MonuThkK crpaHUYeHHEre HCNoL3o
| MoauTkn ynpasnexna npuaoxesna
&, Nonurakn IP-Besonackoctn Ha “Mok:
| Kondurypayma paciumpennoi nommn

B obuiem cnyyae, He06x04MMO BKAOYUTL C/ieaytolle napameTpbl ayamTa

Monutrka

2| AyAMT BXOAS B CHCTEMY

| Ay AMT H3MEHEHMA NONMTHEN

Lg| AyaMT cHCTEMHBI COBBITHRA

2| AyamT coBBITUA BX03 B CUCTEMY

2| AYAMT YNPEENEHMA YYETHBIMMN 33NHCAMM
L) AyamT gocTyna K obbexTam

| AyamT AocTyna K caywGe KaTanoros

2g) AyAWT MCNONB3OBAHWA NPUEWAETHA

| AyAMT OTCAEXMEZHNA NPOLECCOB

Mapamerp GezonacHocTy
Yenex, Orraz

¥Yenex, Otras

Yenex, Omrasz

Yenex, Oricaz

¥cnex, Omkaz

Her ayauta

Her ayauta

Her ayauta

Her ayauta
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AyouT BXo4a B CUCTEMY Ycnex, OTKas;

AyOuT U3MEHEHUS MOJINTUKN Ycnex, OTKas;
AYyONT CUCTEMHbIX COBbLITUI Ycnex, OTkas;
Ayont cobbITnin cxoda B CMCTEMY Ycnex, OTkas;
AyOunT ynpaBsieHNS YYETHbIMUY 3anmcsamm Ycnex, OTkas;

an/IMepr pekoMeHa0BaHHbLIX MOJINTUK MOXHO HaNTK TYT

HacTponka ayanTa npuv MoMoLLn
rPynnoBON NOJINTUKNA

IOnsa ueHTpasn30BaHHOM HAaCTPOWKKM ayanTa Npu MOMOLLM FPYMNMNOBbIX MOJINTUK OOMEHa,
HeobxoaumMo 3anyCcTuTb ocHacTKy Group Policy Management, BoibpaTb HY>KHYIO MOJINTUKY 1
nepenTn K pefakTuposaHuto - 3anyctntca Group Policy Management Editor. Ha npumepe,
npencrtaBieHHOM HUXKe, HacTpoKa ayauTa BbinosiHaeTcsa B paMkax Default Domain Policy:

=] Pegaxtop nokansHoi rpynnoBoi NOAMTHEN - O X
Daiin  [Jeiicteme Bug Cnpaexa
o 2@ = Hm

(=[ Monwmmka "MokansHeii komnsroTep” A || Monutvka Mapamerp ﬁéa NacHOCTH
M EPH:}"WP“HF xomneroTepa | AyanT EXCA B CUCTEMY ¥enex, Orras
’ N OHPHTyPaUNS “PwPaMM | AYANT MIMEHEHMA NOAUTHEW Yenex, Oras
v | Kondurypauus Windows
N | AyauT cucTemmbi cobeimui Yenex, Oteas
» | MonuTuka paspewweHna MMeH A
-\ | AyanT coBBITHIA BXOA3 B CUCTEMY ¥Yenex, Otras
=] CueHapuu (zamyck/aBeplLUeHuE)
= 2| AyANT yNpaBneHnA YYETHRIMMK 33NHCAME ¥enex, Oreas
» = PaseepHyToie NpuHTEPSI
w ii MapameTpw GesonacHocTh <4 AyanT gocTyna k obmextam Her ayaura
5 A Monumukm yuerrix sanucedi g Ayamut goctyna k cnyxBe katanoroe Her ayanTa
v (@ JlokansHeie noanTMkM 23] AYANT MCAONB3CBAHUA NPUEWAETHI Her ayanTa
s 4 Nonurwka ayaura 3] AYAHT OTCAEKMBEHMA NPOLECCOE Her ayaua

» [[g HasHauerne npae nonbic
» [ Napamerpe GesonacHoct
Maonutep Gpanamayapa Jaw,
MonuTii gMcneTHepa cnmce

» MonuTiks oTKpBITOro KN4

W

) 0 2 e I

MonuTiem OrpaHHYEHHOMD K
» | MNonutven ynpaenesna npua
b S Moawtvem IP-BesonacHocTy |
» ] KoHdurypaums paclunpeHHs
> gl QoS na ocHose noanTIEK v

B cnyyae, ecnm npennonaraetcs cb6op xxypHanoB Windows ¢ 60/1bLLIOIF0 KONIMYECTBa CEPBEPOB, NN
€CJIM YCTaHOBKA areHTOB Ha KOHTPOJIIepbl JOMEHa He [OMNyCKaeTCsl, peKOMeHAyeTCs
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NCMNosb30BaTb NepeHanpaB/ieHNe XYPHa0B Ha OTAesIbHble CeEPBEpPbl C HACTPOEHHOW Cy>Xbon
Windows Event Collector.

MpnMepbl peKOMEHA0BAHHbIX MOJIMTUK MOXXHO HanTwn TYT

HacTponka cepBepa - UCTOYHUKA COObITUN

Ha cepBepe - NCTOYHHUKE CcobbITUN AOMKHbI BbITh 3anylwleHbl cnegyroline cepBucChl:

e Remote Procedure Call (RPC);
e PRC Endpoint Mapper.

O603HaYeHHble Bbllle CepPBUChI MOTYT ObITb 3anyLLeHbl U3 0CHACTKK Cay>x6bl B Windows.

. Services
File Action View Help
o [ EG = L I

’..e, Services (Local)
Remote Procedure Call (RPC) Name Description Status Startup Type Log On As
-C), Remote Desktop Configuration Remote Des.. Running  Manual Local System
Description: &) . .
The RPCSS ice is the Service 5 Remote Desktop Services Allows users .. Running  Manual Network Se...

Control Manager for COM and 1) Remote Desktop Services UserMode Port Re..  Allows there.. Running  Manual Local System
DCOM servers. It performs object #1 Remote Procedure Call (RPC) The RPCSS 5. Running Automatic Network Se..
activations requests, object exporter ¢ Remote Procedure Call (RPC) Locator In Windows . Manual Network Se...
resolutions and distributed garbage -f}, Remote Regist Enables rem, Automatic (Tri..  Local Service
collection for COM and DCOM o egistry N h
servers. If this service is stopped or \Q, Resultant Set of Policy Provider Providesa n.. Manual Local System
disabled, programs using COM or 8} Routing and Remote Access Offers routi... Disabled Local System
[iCOMI will not f“"‘E::tFI’"°P°"Y-h“ iS 1), RPC Endpoint Ma ResolvesRP..  Running  Automatic Network Se..
strongly recommen at you have .
the RPCSS service running. -Q; Secondary Logon Enables start... Manual Local System
£} Secure Socket Tunneling Protocol Service Provides sup.. Running  Manual Local Service

Tak>Xe Ha cepBepe UCTOYHUKE COBLITUN AO/KHbI BbITb OTKPbITLI NOpTbl TCP: 135, 445, 5985,
49152-65535. OTKpbITb AaHHbIE MOPTbI A9 BXOAAWNX NOAKIIIOHEHNIA MOXKHO C MOMOLLbIO
oCHacTkn BpaHgMayspa 3awmuTHuka Windows B pe>kxuMe noBbiLLEHHOW De3onacHoOCTM.

. e =r . ra e gy FE- -y .

- = faal e r e, m ] gt L T - -t )

.ﬁ.l[c wmi-agent Yes Allow Any 4 135, 445, 49152-65535
i pw e————— - - - s Rea By — L N
il g Sl o, v 5] - [ = - — -y b

[ONns NpoBepKU A0CTYMNHOCTU LIEeSIEBbLIX CEPBEPOB - UCTOYHUKOB COOLITUIA C KOMMbIOTEPA, Ha
KOTOPOM MJIaHNPYyeTCsA YCTaHOBKa WMmi-areHTa MO>XXHO BbIMOJIHUTL C/ieAyoLy0 KOMaHay 13
PowerShell:

Get-WmiObject -Namespace "root\cimv2" -Class Win32_Process -Impersonation 3 -ComputerName <hostname

LeneBon MallnHbI>
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[TpoBepKa pabdboThbl BbINOJIHEHUS
yaaneHHbIXx WMI 3anpocoB Ha NCTOYHUKE

BeinonHuTe € xocTa, rae nnaHupyetcsa K yctaHoske KUMA Agent crnefyoLwyo KOMaHay B
PowerShell gna nposepkn paboTsbl WinRM Ha yganeHon MallnHe:

Test-WSMan -ComputerName </msa komnbioTepa nav IP>

Mpwn ycnewHom NnpoBepkKe Noay4nMm Crenyrwmnm pesynbTaT:

wsmid - sche -dmtf.org/wbemn

ProtocolVersion : s .dmtf.org/w
ProductVendor : Mi t Corporation
ProductVersion

Ons npoBepkn focTyna K XypHanam rno WMI, MOXXHO BbIMOJIHNTb C/IeAYIOLLY0 KOMaHay (He
0653aTeNIbHO A0XMAATbCA KOHLLA BbINOJIHEHWS 3anpoca, ecam byaeT ownbka oHa cpasy
MosIBUTCA):

$strComputer = "dc-01.sales.lab"
$colLogFiles = Get-WmiObject -Class Win32_NTEventLogFile -ComputerName $strComputer | Where-Object
{$_.LogFileName -eq 'security'}
foreach ($objLogFile in $colLogFiles)
{
"Record Number: " + $objLogFile.NumberOfRecords

"Maximum Size: " + $objLogFile.MaxFileSize

Co3pnaHue kKonnektopa KUMA

Ons cospaHna Konnektopa B Beb-mHTepdence KUMA nepenante Ha Bknagky Pecypchl -
Konnekropbl 1 HA)XKMUTE Ha KHOMKY JLoOaBUTb KOMNEKTOP. TakKe MOXXHO Ha BKJlaaKe
Pecypcbl Ha)kaTb Ha KHOMKY Ha KHOMKY MoAKAIO4YUTbL UCTOYHUK COOLITUMN.

Mocne BbINOJIHEHMS YKAa3aHHbIX OEACTBUA OTKPOETCS COOTBETCTBYOLWMIA MacTep. Ha nepBoMm ware
Heobxoanmo BbiIbpaTb UMsA KonnekTopa n TEHaHT, K KOTOPOMY OH ByeT npuHaaiexaTb.
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Connect event sources

Transport

Event parsing

Event filtering

Event aggregation

Event enrichment

Reouting

Setup validation

Connect event sources

Collector is used to get events from event source and convert them inte KUMA format for further processing

can also filter out useless events, merge multiple events into one, and enrich events with additional data.

Complete the wizard to create collector, For details see Online Help

*Collector name

*Tenant

Workers

Debug

Description

Windows WMI Collector

Main

Disable

Ha BTopoM wiare macTtepa Heobxoanmo BblbpaTbh TPaHCNOPT. B 4aHHOM c/lyvyae peKkoMeHayeTcs
ncnonb3oBaTh http. B none URL Heob6xoamMMo yka3aTb NOPT, Ha KOTOPOM KoJIJleKTop byneT

oXXumpaTb coeguHeHMe OT areHTa. B kadecTse pasaennTtens Heobxoanmo YKa3aTb \O.

Ha Bknagke [lonosiHMTENbHbIe NapaMeTpbl 418 LWN(PPOBAHHON Nepefayn AaHHbIX
areHToM 1 KONIeEKTOPOM Heobxoanmo BbibpaTh Pexxum TLS - C Bepucdukaumen.

© © 06 o6 o0 o © o

Connect event sources

Transport

Event parsing

Event filtering

Event aggregation

Event enrichment

Routing

Setup validation

Transport

Add a source from which you want to receive events. For details see Online Help

Basic settings

*Connector

*Kind

*URL

Delimiter value

Advanced settings

Create new

http

15544

v @
v @
@
Mexay

L
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Connect event sources

Tranzport

Event parsing

Event filtering

Event aggregation

Event enrichment

Routing

Setup validation

Transport

Add a source from which you want to receive events. For details see Online Help .

Basic settings Advanced settings

Buffer size [ o l @
Character encoding [ w l @
TLS mode [ With verification v l

Compressicn

Debug

Disabled

Disabled

Ha TpeTbeMm ware mactepa HeobxoAnMMO yKasaTb HOpMann3aTop. B gaHHOM cny4dae
peKoMeHOyeTCs MCMNOoJIb30BaTb NPeayCTaHOBAEHHbIN PaclUMPEHHbI HOpMann3aTop A5 cobbiTui
Windows [OOTB] Windows Extended v.0.3.

Event parsing

Normalization scheme Enrichment

*Normalizer [OOTBI] Windows Extended v.0.3 v [

LWarun macTtepa HaCTpOVIKM C HYeTBepTOro rno LIEeCTON MOXHO nponyCcTnTb N BEPHYTLCA K NX
HaCTDOMKe nosgHee.

Ha ceabMoM Lware Mactepa He06Xx0AMMO YKa3aTb TOYKM Ha3HaveHus. na xpaHeHns cobbiTuin
Heobxoanmo 006aBUTb TOYKY Ha3HavyeHMs Tuna XpaHunuuwe. B cnyyae ecnm npeanonaraeTcs
Tak)Xe Koppensumns no cobbiTnam Heobxoammo nob6aBMTb TOYKY Ha3HavyeHUs Tuna Koppensatop.
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@ Connect event sources

-
Routing

@ Transport Specify where processed events should be routed to. It is recommended to send events to at least two destinations: to a comelator for analysis and to a storage for retention. For details see Dnline Helo
@ Event parsing Starages
© Eventfiltering [Example] Storage storage test-kuma sales lab 7230

Correlators
@ Eventaggregation

[Example] Correlator correlator test-kuma sales lab 7249
@ Eventenrichment

Add destination v

@ Routing
O Sewpvalidation

Ha 3aBepuiatolleM Liare Mmactepa HeobxooMMo Ha)kaTb Ha KHOMKY CoOXpaHUTb U CcOo3aaThb
cepBMC. [Tocsie Yero NoABUTCA CTPOKa YCTAaHOBKM CepBMCa, KOTOPY HeobxoamMo CKONMMpoBaTb
0N fasbHenLWen ycTaHOBKMN.

@ Connect event sources

© Transport Configuring collector is complete and service is created in KUMA For details see Online Help
© Eventparsing To start receiving events, you must install this service on the server, dedicated for the collecter (see example of
the install command below). Make sure network access and perts were properly configured. For details see

Online Heln
@ Event filtering

Services using this collector
@ Eventaggregation

Kind Name
@ Eventenrichment
collector Windows WMI Collector
@ Routing
Save and restart services Save and reload services
0 Sewp validation
Ri ded d for installation
Jopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 568a8ea8-7517-4897- M Copy

| bb71-cf673bfc3464 --api.port 7284 --install

Tak>xe rnocse BbINOJIHEHUS YKa3aHHbIX AeNCTBUN Ha BKNagke Pecypcbl - AKTUBHbIE CEPBUCHI
NOSIBUTCS CO3aHHbIA CEepPBUC KOJIIEKTOpA.

Resources and services » )
) Add service Refresh
Services

Status  Kind t Service Version Tenant FQDN IP Address APl port Uptime
[ Collector Windows WMI Collector Main

YcTaHOBKa KoiekTopa KUMA

MNepen BbINOJIHEHNEM YCTAaHOBKN PEKOMEHAYETCSH BbINOJHUTL U3 KOMAaHAHOW CTPOKN KOMaHAYy,
CKOMMPOBaHHYO Ha nMpoLusioM ware 6e3 katYa --install, 4T06bl y6eanTbCa B OTCYTCTBMM OLLNOOK.
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~]# fopt/kaspersky/kuma/kuma collector core https st -kuma.sales,lab:7216 wd 568a8ead-751
-bb71-cf673bfc3464
tination '[Example] Sto '] - 0:43:47 ,-’upt.-’th agent/_work/1 \dk;dpsfmatmn\;basp go:65: st:rtad

‘[[—.rarnple] S [ y 4 _-pr;*rfs agent/_wor

B Ccnydae OTCYyTCTBUA ownbokK B BbIBOAE KOMaHOHOM CTPOKMH, Heobxoanmo npepBaTtb UCrNoJIHEHNE B
KOMaHAHOMN CTpOKe, nocJsie 4Hero MOXXHo rnepexoanTb K yCTaHOBKE.

Ina yCTaHOBKWU CepBuCa KOJIIEKTOPa HEOOXOANMMO U3 KOMAHAHOW CTPOKU BbIMOJIHUTbL KOMaHAay,
CKOMMPOBaHHYKO Ha MpPOoLJIOM LUare.
[root@test-kuma ~]# _,."IZI[.]t,."krl‘ai:ll:'i"sk}’;"k[lﬂld_ﬂ"kllm.—] collector re h :/fte KUma . es.lab:7216 wd 568a8eaB-7517-4097-bb71-cf673bfc3464

api.port 7284
Created symlink /etc/systemd/system/multi-user.target.wants/kuma-collector-568a8ea8-7517-4097-bb71-cf673bfc3464.service -+ fusr/lib/systemd/

system/kuma-collector-568a8ea8-7517-40897 -bb71-cf673bfc3464.service.
[root@test-kuma ~J# ]

Tak>xe Heobxoanmo fobaBMTb NOPT KOIEKTOPA B UCKIIIOYEHUSA haepBoia U 06HOBUTbL NapamMeTpbl
CNyX06bl

firewall-cmnd --add-port=5544/tcp --permanent

firewall-cmd --reload

lMocne ycnewHom yCTaHOBKM CepPBUCaA ero B CTaTyC B BeO6-koHCoM KUMA n3MeHUTCHA Ha 3eJIeHbIn.

. Add service Refresh
Services

Status Kind 1 Service Version Tenant FQDN IP Address APl port Uptime
@ Collector Windows WM| Collector 2003086 Main test-kuma.sales lab 106885125 7284 30 seconds

Co3aaHne areHTta KUMA

Ons co3paHuna areHTa B Beb-nHTepdence KUMA nepenante Ha Bkiagky Pecypchbl - AreHTbl 1
Ha>XMUTe Ha KHOMKY [lo6aBUTb areHT.

B oTkpbiBLEencs Bknagke Obuime napameTpbl Heobxoanmo BoibpaTb UMa areHTa v TeHaHT, K
KOTOpPOMY OH ByneT npuHagiexaTb.
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Agents >
Create Agent

Base settings Config #1 —+

*Agent name Windows WMI Agent

*Tenant Main v

Debug

Description

Ha Bknagke MopkniovyeHue 1 B NMnapaMeTpax KOHHEKTOPa HeobxoauMo 3aaaTh TN wmi. Onsa
MYyHKTa YaaneHHble XoCTbl Heob6xoanMmMo 3a4aThb napaMeTpbl NOOKNKOHYEHNA K yaAaJIEHHbIM XOCTaM
Co cnegyrowimMmnm orpaHnN4eHnaMn:

e IMSA XOCTa A0JIKHO coaep>kaTb nojiHbin FQDN xocTa win ip-appec;

e [JOMEH XOCTa AO0JIKEH coaep)xaTb MOMEH XOCTa UK, B CJly4ae OTCYyTCTBUA LOMeHa
FQDN vnn ip-appec XocCTa;

e TN XXYPHaAJIOB 3a4aeTCsA B COOTBETCTBUN C TpeboBaHMAMN K JIOTMPOBAHMIO;

e B NoJie cekpeT Heobxoammo BbibpaTb MM Co3haThb HOBLIM cekpeT Tuna credentials ¢
yKa3aHMeM JIOTMHA U Naponsd, Npu 3ToM JIornH Heobxoamnmo 3afaBaTh 6e3 JOMeHHOMN
yactm (user - npaBunbHO, domain\user - HenpaBuabHO, user@domain -
-HenpaBuJIbHO). Y4yeTHas 3annucb 3ajaHHas B NapaMeTpax AOCTyMna K XOCTy AO0JIKHa
ObITb YIEHOM rpynnbl YUTaTENEN xXypHana cobbiTtun (nogpobHee cMm. Mpuno>xeHue A).

YKa3blBaTb M UCMOJIb30BaTb AJI9 HACTPONKN MOAKI/IIOYEHNS K XOCTaM Yy4eTHYI0 3anucb no
ymonuyaHuio (Default credentials) He pekoMmeHayeTcs.
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Connector:

Basic settings Advanced settings

Create new ~
“Mame Windows WMI Connector
*Kind wWimi hd @
Default credentials v | 4+ £

*Remote hosts Host Domain Log type Secret

winser19.sales.lab sales.lab Security winservly v + &£ b4

+ Add new element

YKa3biBaeMm IP B nonax Xoct u [loMeH B ciyyae, ec/iv UCroJib3yeTcs JiokaJibHaa Y3 Ha
cucteme ang cobopa Noros, MHa4Ye UMA X0CTa U ero goMeH. B napameTtpax CekpeT HE
yKa3blBanTe OMEH, AOCTAaTO4YHO MCMNOJIb30BaTh JIOFUH 1 NapoJib.

B 0bwmx napameTpax TOYKN Ha3HavyeHUs Heobxoammo ykasaTb Tvn http (nomkeH coBnagaTb C
HacTponkamu kosniekTopa). URL Hy>XKHO yKka3aTb B opmaTe fgdn:port (FQDN kKonnektTopa u
MopT, AOJIKHbI COBMafaTb C HACTPOMKaMW KOJIIEKTOpPaA).
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Destinations:

Basic settings Advanced settings

Create new v
*Mame Windows WMI Collector
Disabled
*Kind http v
*URL test-kuma.sales lab:5544
+URL @
*Authorization disabled v

B pononHuTenbHbIX NapaMeTpax Heobxoanmo ykasaTb Pexxum TLS C Bepudpukaumen, ecau
TpebyeTcsa wWnhpoBaTb COEANHEHMNE MEXAY KOJIJIEKTOPOM M areHToM (HaCcTpoMKa A0J/KHa
coBMnagaTb C COOTBETCTBYIOLLEN Ha CTOPOHE KoJiIleKTopa). Pasgenntens Heobxoammo ykasaTb \O
(mos>KeH coBnagaTb C HACTPOMKaMK KoJislekTopa). TakXXe Ha n3o0bparkeHnn HMXKe NMpruBeneHbl
[OMNOJIHUTENbHbIE NapaMeTpbl U UX peKOMeHAYyeMble 3HaYeHUS.
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Destinations:

Basic settings Advanced settings

Compression Disabled v
Proxy b
Buffer size 1073741824

Timeout

Disk buffer size limit 1073741824

TLS mode With verification A
URL selection policy v
Delimiter VO w

Mocne yKa3aHua BCeX NapaMeTpoB HEO6X0A4MMO COXPaHUTb CO3aHHbIA pecypc areHTa.

ybnnkaunsa aredta KUMA

B pa3nene Pecypchbl - AKTUBHbIE CepBUCHI He06X0ANMO onybaNKOBaTb CO34aHHYIO
KoHdurypaumio KUMA Windows Agent.
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Choose a service

™ Name

Windows WMI Agent
Windows WM Collector
Wingiows WEC Agent
Windows WEC Collector
WIN_WMI_20

WIN_wec_20

Wi WEC HTTR/5142

Kind

agent

collector

agent

collector

agent

agent

collector

Mocne nybnmkauwnm cepsmnca HeobxoamMmo ckonmpoBaTh id AaHHOrO cepBMCa ANA NOCNAe[yoLWen
yCTaHOBKW Ha KoMnbloTepe nofj ynpasneHnem Windows.

Services

Reload Restart CO%D Go to events Go to active lists Go to partitions

E Status  Kind 1 Service Version Tenant
®  igent Windows WMI Agent Main
L] Collecter ingow I Is 200306 Main

Reset certificate Rermove

FQDN

test-kuma sales lab

YcTaHOBKa areHta KUMA

IP Address

10.68.85.125

API port Uptime

7284 18 minutes 17 seconds

BbinosHsieTcs Ha cepBepe Windows, >XypHasbl KOTOpOoro Heobxoanmo HanpasuTb B KUMA.
MpenBaputensHo FQDN KUMA ponxeH 6biTb AobasneH B hann hosts Ha ueneson mawinHe, nnbo

nobasneH B DNS-30Hy opraHusauum.

e B (hali/IOBOV CUCTEME CEpBEpPa PEKOMEHAYETCS CO34aTb Nanky C:\Users\<ums

nosb3oBaTena>\Desktop\KUMA

e CKOMMpPOBaTb B Hee BuHapHbI hann kuma.exe

®ann kuma.exe Haxo4UTCH B apXMBe NakeToB ycTaHOBKM KUMA
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/root/KUMA/kuma-ansible-installer/roles/kuma/files/

Name Size Changed
e Lt 13.09.2021 19:52:10
ﬁclickhause.tar.gz 94868 KB 13.09.2021 19:52:36
ﬁcnnsu[e.tar.gz 4339KB 13.09.2021 19:52:14
| example-content 1806 KB 13.09.2021 19:52:10
£3 grafana.tar.gz 33937KB  13.09.2021 19:52:32
| | kuma / 36291 KB  13.09.2021 19:52:37
(5 kuma.exe 19843 KB 13.09.2021 19:52:37
| LEGAL_NOTICES 187KB  13.09.2021 19:52:10
| LICENSE A KB 13.09.2021 19:52:10
|| license.key 4KB 08.10.2021 10:39:28
ﬁmnngadh,tar.gz 61866 KB 13.09.2021 19:52:25
B3 victoria-metrics.tar.gz 8713KB  13.09.2021 19:52:27

e 3alMyCTNTb KOMaHOHYIO CTPOKY C nMpaBaMnm aaMMHUCTPATOPa

e NMPUMUTE NNLEH3NOHHOE CorJlalleHne: C:\Users\<umsa nosib3osaTtensa>\Desktop\KUMA\kuma.exe
license

e NepenTn B Nanky C:\Users\<ums nosb3oBatens>\Desktop\KUMA © BbIMOJIHUTb KOMaHOy O/14
npoBepkun paboTbl areHTa (He obsA3aTesibHasa 4acTu, B ciydae ownbkum nonpobynte
KOMaHAY YCTaHOBKN HUXe):

C:\Users\<ums nonb3zosatensa>\Desktop\KUMA>kuma.exe agent --core https://<DOMAIN-NAME-KUMA-CORE-

Server>:7210 --id <Windows Agent ID>

e YIOCTOBEPUTLCS B YCMELWHOCTM 3arnycka areHTa, B Beb-uHtepderce KUMA cTtaTyc areHTa
Windows Lo/1)KeH N3MEHUTLCA Ha green, rnocjie 3Toro, OCTaHOBUTbL paboTy areHTa nyTem
npepbiBaHUSA NCMOJIHEHWSA B KOMaHAHOW CTPOKe.

e HA3HAYUTb YYETHOWM 3aNMNCKU NOJIb30BATENS, OT UMEHN KOTOopon ByaeT 3anyCckaTbCs areHT

npaBa Bxoha B kKavyecTBe cyx6bl (cM. MpunoxxeHue B) 1 npaBa Ha YTeHMe XypHana

cobbiTun (cm. Mpuno>xeHue A).

e 3alyYCTNTb YCTAHOBKY alreHTa KOMaHI0M:

C:\Users\<ums nonb3osaTtensa>\Desktop\KUMA>kuma.exe agent --core https://<DOMAIN-NAME-KUMA-

CORE-Server>:7210 --id <Windows Agent ID> --user <Windows User> --install

B pesynbTaTe, B OC ycTtaHoButCca cepeuc KUMA Windows Agent <Windows Agent ID>


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/Ooeimage.png
https://kb.kuma-community.ru/books/sablony/page/ms-wec#bkmrk-%E2%80%83%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-%D0%91.-%D0%9D%D0%B0%D0%B7%D0%BD%D0%B0
https://kb.kuma-community.ru/books/sablony/page/ms-wec#bkmrk-%E2%80%83%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-%D0%90.-%D0%9D%D0%B0%D0%B7%D0%BD%D0%B0
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/I6uimage.png

Ceomcrea: KUMA Windows Agent a4422834-f324-4f04-80dd-714a5... X

Ofwwe Bxons cuctemy Boccranosnerme 3asucumocTv
Wms cnyx6ei: VindowsAgent-a44228344324-4f04-80dd-714a513125¢0

Ovofpaxaemoe  KUMA Windows Agent a44228344324-404-80dd-714a¢

UMA:
Ormcanme: Everts proxy to https://kumapoc.com: 7210
WenonHaemeit ain:

"C:\Program Files\Kaspersky Lab\KUMA\kuma exe" agent —core hitps://ku

Tun sanycka: JIS——— v

CocTosHue: BeinonHgeeTcA
3anycime Octaroeums |  MpuoctaHosums | MpoponxuTs

Bsl MoxeTe yka3aTe NapaMeTpel 3aNyCKa, NPUMEHREMBIE NPW 3aNycKe
cnyx6ii M3 3TOMO AMANOroBOr0 OKHA.

0K Omvena MNpumerns

Ecnn cTtaTyc areHTa Beb-nHTepdence KUMA otobparkaeTcs Kak red, Heobxoamnmo
YOOCTOBEPUTLCA B AOCTYNHOCTY nopToB 7210 1 nopTa KonnekTopa Windows rno HanpaB/ieHUto oT
areHTa K KUMA Collector.

[na ynaneHus cepBuca areHTa rno oKoOH4YaHUO TeCcTUpoBaHus npoaykTa n3 OC MOXXHO
nocpeacTBOM CrieayloLlen KoMaHabl:

C:\Users\<ums nonb3oBatena>\Desktop\KUMA>kuma.exe agent --id <Windows Agent ID> --uninstall

[Tpnno>xeHne A. HasHa4eHne npas
ynTaTens XXypHana cobbITun

MpenocTaBUTb NpaBa YNTATENSA XXYPHasa COObITMA B paMKax AOMEHa MO>XHO Npu MOMOLLK
ocHacTku Active Directory Users and Computers gomeHa, 0o6aBnB COOTBETCTBYOLLYO
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YYETHYI0 3anuncb NnoJsib30BaTess UM KOMMblOTEpPa B BCTpoeHHyto rpynny Event Log Readers:

E Active Directory Users and Computers
File Action View Help

e nm 0 XEE HE PeaETE%R

b | ManagedSena
| Users

1 Active Directory Users and Com|| Name Type [
b [ Saved Queries H2, Administrators Security Group...
4 3 example.com 82 Backup Operators Security Group... E

1 Builtin 52 Certificate Service DCOM Access  Security Group... |
p | Computers 2 Cryptographic Operators Security Group... |
b (21 Domain Controllers 2, Distributed COM Users Security Group... !
p | ForeignSecurityPrincipal: 82 Event Log Readers Security Group... |

Member Of | Managed By |

Active Directory Domain Services Folder
& EvColl_service example com/Users
1A EVENT-COLLECTOR example.com/Computers

[Ona oToenbHOro KoMnbloTepa HeobXxoAMMO NePenTN B OCHACTKY YNpaBJ/ieHUe KOMMNbIOTEPOM,
BbibpaTb NYHKT JIOKas&ibHble NOJIb30BaTEJIU U FPyNnbl, NepenTn Ha BKAaaKy Fpynnbl, BbIOpaTh
rpynny Event Log Readers n no6aBuTb B Hee COOTBETCTBYIOLLYIO YHETHYIO 3anncCb N0sb30BaTeNSA
nan KoMnbtoTepa:

@ YnpaeneHue KOMNLHOTEPOM — m] X

Daiin  [feiicteme Bug Cnpaexa

oo 2@ XE = HE

& Ynpaenenue komnsiotepom (0| Vs Oniicaniie Deiicreuna

e m ®5n:6r|ue nporpamel | SIIS_IUSRS BcTpoenHan rpynna, KOTOPYH WC.. _
» BHUPOBLLMK 3343HNI - ~ .
> @ Npocwmotp cobsrmwii gx::::z:: Ceoiictea: Yuratenn xyprana cobemmii ? X [loNONHWTENBHBIE A€ii... P

> ml OBuwme nanku 0
~v & NokaneHbie nonbzosar ﬁBnanubu.u ye

[ Monesosarenn & rocru ; JononHutensHsie geii.. b
| Tpynnsi & Kpnnrorpadm ﬁ YnTatenu xypHana cobeimai
» @ MpoussoguTensHocTe ﬁo"ep“"""' |
& Incneruep yerpoiicre & Oneparop "] Ormcarme: | Hnerl 370/ rpynnst MoryT uuTaTs xypranst cobbma ¢
v 23 3anomunatowue yetpoiicr & Oneparopsi n NOKANLHOro KOMMLIO Tepa
== Ynpaenenne anckamu % Onuimrsie non
> ?5; CyxBbl M NPUAOKEHUA ﬂl‘lonbsonamm Unerei rpynne::

&% Nonszoearen | A Gutsko_|
B Nanzasarand
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[lpnoxxeHne b. HasHa4yeHKe NpaB BXo4a
B Ka4vyecTBe c/yXbbl

Ins Ha3sHavYeHMAa NpaB BXo4a B KavyecTBe cnyXbbl 419 KOMMNbIOTEPOB AOMeHa HeobxoaAnmMo
OTKpPbITb 0OCHAacTKy Group Policy Management, BbibpaTb He06X0AMMYIO MONUTUKY (B LaHHOM
npumepe 310 Default Domain Policy) n Ha)kaTb Ha KHOMKY pefakTUPOBaHUS MOJINTUKMN.

B oTKpbiBLLEMCSA OKHe Heobxoaumo nepenTm no nytn Computer Configuration - Windows
Settings - Security Settings - Local Policies - User Rights Assignment n B ceoricTBa Log on
as service 106aBMTb COOTBETCTBYIOLLYIO YHETHYIO 3anNucCb NoJsib3oBaTens. JOonoNHUTENbHO,
Heobxoammo ybeanTbCs, 4TO COOTBETCTBYOLLAA y4eTHaa 3anncb OTCYyTCTBYeT B cBoNcTBax Deny
log on as service.

|, Group Policy Management
~ A\ Forest saleslab
« | #a Domains
~ Y saleslab
s Default Domain Policy
« (3] Domain Controllers

Default Domain Policy

File Action View Help

o9 am XDz Bm

] i o | -
4 Default Domain Controllers Policy ||| ¥ Default Domain Policy [DC-01.5ALES.LAB] Policy Policy Policy Setting
2! Groups + 1% Computer Configuration ., Create global objects Mot Defined
21 Microsoft Exchange Security Groups ~ (& Polices ., Create permanent shared objects -
21 MsK | Software Settings Log on as a service Properties ? *

<, Create symbolic links

, « [ Windows Settings
4 Group Policy Objects .
WM Filters 1 Name Resolution Policy < Debug programs Sacurty Py Satting

4 Seripits (Startup/Shutdown) ., Deny access to this computer from the network

) Starter GPOs =1 i ) .
B e Comienntanss | ?
Y Group Policy Modeling « B Security Settings 0
B Group Policy Results 3 Account Policies . Deny log on locally - Dafine thess .

N v @ Local Policies 2 Deny lng on thraugh Remote Desktop Sarvices S— y seting

3 Audit Policy
i User Rights Assignment

i, Enable computer and user accounts to be trusted for del
<, Foree shutdown from a remaote system

3 Security Options L Generate security audits

dl Eventlog o Imp a client after au

& Restricted Groups s, Increase a process working set
@ System Services . Increase scheduling prierity

A Registry L Wead and unload device drivers

A File System
5/ Wired Network (IEEE B02.3) Policies
1 Windows Defender Firewall with Advanoe
| Network List Manager Policies
¢ Wireless Network (IEEE B02.11) Policies
1 Public Key Policies
_ Software Restriction Policies
| Application Control Palicies
#, 1P Security Policies on Active Directory (5 *
>

i Lok pages in memary

i Log on as a batch job /
B Log on as a service

<. Manage auditing and security log

w Modify an object labal

. Modify firmwane envirenment values
_, Obtain an impersonation token for another user in the

| R

. Perform volume maintenance tasks
s, Profile single process

MNocne coxpaHeHns HacTpPoeK AN UX MPUMEHEHUSA Ha L,esIeBOM KOMMbloTepe Heobxoanmo 13

KOMaHOHOW CTPOKW, 3anyLLEeHHON OT MMEHN aAMUHUCTPaTOopa BbINOJIHUTL KOMaHAy: gpupdate
/Force

MNpaBa BXxo4a B KayecTBe CNy>XObl MOXXHO HAaCTPOUTb JIOKabHO A1 OTAEJIbHOr0O KOMMbloTepa ¢
nomoLubto ocHacTkn Local Security Policy. [1nsa aToro Heobxoanmo BbibpaTb NyHKT Local
Policies, nepeintn Ha Bkiaaky User Rights Assignment n B ceoincTea Log on as service
[00aBNTb COOTBETCTBYIOLLYIO YYETHYIO 3annch noJjibzoBaTtens. onoaHUTeIbHO, HeobxoanmMo
ybeonTbcs, 4TO COOTBETCTBYIOLWAS y4eTHas 3anmcb OTCYTCTBYeT B cBoncTBax Deny log on as
service.
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i Local Security Policy
File Action View Help

e 2EIXEE HE

B Security Settings Policy Security Setting

> [ Account Policies 1 Create symbolic links Administrators

v ‘)ﬂ i%c:lu::';:q :ﬁ Debug programs . Administrators

S Rt s i Deny access to this curlfpuberfrwn the network
» A Security Options .4 Denylogonasa bau;hpb
5[] Windows Defender Firewall with Advz L= Deny log on a5 a service |
" Metwork List Manager Policies < Deny log on locally

3 [ Public Key Policies :,\ Deny log on through Remote Desktop Services

s 7 Software Restriction Policies 3 Enable computer and user accounts to be trusted for delega... Administrators

» 7] Application Control Policies i Force shutdown from a remote system Administrators, Server Q...

> 8 IP Security Policies on Local Compute i Generate security audits LOCAL SERVICE METWQ...

» [ Advanced Audit Policy Configuration|| ' Imp te a client after authentication LOCAL SERVICENETWO...
24 Increase a process working set Users
H Increase scheduling priority Administrators, Window ...
i Load and unload device drivers Administrators, Print Op...
24| Lock pages in memory
‘fﬂ Log on as a batch job / Administrators,Backup ...
[ Log on as a service NT SERVICE\ALL SERVIC...
jﬂ Manage auditing and security log Exchange Servers Admin...
<4 Modify an object label
;ﬁ Meodify firmware environment values Administrators

¢ > < Obtain an impersonation token for another user in the same... Administrators

‘l | Incoming connections:
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