MS Windows Server 2016
SNMP

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unn community KUMA n HE aBnseTcsa ouumanbHON peKkoMeHaaumnem BeHgopa.

HacTponka Ha ctopoHe Windows.

HacTtpownka cepsnca SNMP

1. Bkawuutb nogaep>xky SNMP Ha Windows

[z Add Roles and Features Wizard - O X
+ DESTINATION SERVER
Select features ey

Before You Beain Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection . . . . : :
A fE I [] RAS Connection Manager Administration Kit (CM2 Simple Network Mana.geninent
Server Roles [] Remote Assistance Protocol (SNMP) Service includes
[C] Remote Differential Compression agents that monitor the activity in
= | [W] Remote Server Administration Tools (2 of 41 instal network devices and Feportio the
] RPC over HTTP Proxy network console workstation.

[[] Setup and Boot Event Collection
[] Simple TCP/IP Services
+| SMB 1.0/CIFS File Sharing Support (Installed)
[C] SMB Bandwidth Limit
[] SMTP Server
4 [SNMP Service (0 of 1 installed
(] SNMP WMI Provider
+| Telnet Client (Installed)
[C] TFTP Client
[[] VM Shielding Tools for Fabric Management
[C] WebDAV Redirector
[C] Windows Biometric Framework
I [[] Windows Defender Features
71 Windows Identity Foundation 3.5

< Previous Next > nstall Cancel

2. B cBoncTtBax cepsuca SNMP Service HacTponTb community (community_string) (dhakTuyeckn,
3TO MOXXHO MCMNOJIb30BaThb Kak Naposb) n nobasntb agpec KUMA B pa3pelwleHHble (nnbo any)



SNMP Service Properties (Local Computer) X
General LogOn Recovery Agent Traps Secuity Dependencies

[ Send authentication trap

Accepted community names
Community Rights
KLaapt-M1 READ ONLY
Add... ‘ - Edi... | | Remove
(® Accept SNMP packets from any host

(O Accept SNMP packets from these hosts

3. Tepe3anyctutb cepBuc SNMP Service

HacTtponka Ha ctopoHe KUMA

Ho6aBnTb HOBbIN NCTOYHUK, TUM SNMP. Community - 3TO Ta XXe CTpPOKa, yKa3zaHHas B SNMP
Service B Windows - KLaapt-M1
MopT 161 - No ymoa4aHuio.

SNMP-pecypc

Bepcua SNMP* snmpV2 v
Xoct* © 192168.62.2
Mopt* 161
Cexpet* | |snmp_secret ~
' Coszpatb
® SNMP-pecypc snmp_secret V4

MapameTpsl



PepakTupoBaHue cekpeTa

*
HaasaHwe snmp_secret

*®
Tun snmpV1/V2

C Kownseptuposath 8 NG

Yposenb goctyna® © | <community_string>

Tern Vv
YT06bl HACTPOUTL MAMUHI MONEN HYXXHO
e 00pPATUTBLCA K AOKYMEHTALNN UCTOYHUKA SNMP
e https://oidref.com/
e Ycnonb3oBaTb MIB 6pay3epbl. Ona Windows, Hanpumep,
https://www.ireasoning.com/downloadmibbrowserfree.php
& iReasoning MIB Browser — o *
File Edit Operations Tools Bookmarks Help
Address: 127.0.0.1 ~ | Advanced . |01D: 136121130 v Operations: Get fnd
Result Table
) Name/OID Value Tye | PPt | | g
lZI'sysComact A0l 4 LT 1227136115, Uctetbtnng [1.27.0.0.1...
[# sysName 13614.177.1.227.13.7.75.7... OctetString [127.0.0.1... &
[ sysLocation 13.6.14.177.1.227.13.11.11.. |Octetstring 127,001 | 3
W sysServices 1361417712280 0 Integer 1127001 | 13
o | interfaces 1361417713.10 0 [Cmarﬂ 127.0.0.1... >
-] at 136141771320 0 Counter32 [127.0.0.1...
=-[ip 136141771330 169 [Counter32 127001 &
o iemp 136141771340 0 Counter32 [127.0.0.1...
@B tcp 136141771350 0 |Counter32 [127.0.0.1...
= | udp 136141771370 0 Integer  [127.0.0.1...
o egp v| 136141771410 SALES [DcmSlnng 127.00.1...
Syntax TIMETICKS Al 136141771410 (Snmp End Of Mib View) EndOfMi... [127.0.0.1...
A ccess [m_mh, || |sysUpTime.0 27 minates 48.37 seconds (1... |T:im"ﬁd5 127.0.0.1...
Status mandatory || |sysUpTime.0 27 mimtes 49.76 seconds (1... TimeTicks [127.0.0.1...
DefVal | sysUpTme.0 28 mumutes 4.58 seconds (16... TmeTicks 127.0.0.1..
iso_org dod internet mgmt mib-2 system sysUpTime 0

HacTpouku Ha ctopoHe KUMA

Co3naiiTe KOJIJIEKTOP CO CaeAyowmM TPaHCNopToM:



https://oidref.com/
https://www.ireasoning.com/downloadmibbrowserfree.php

© Noaxmouesme ucTouHIkon OcHoBHbIe NapamMeTpel  [ononNHUTeNbHbIE NAPaMETRbI

€ Tpaucnopt

*KonHexTop Coznats v @
© Napcunr cobbimmi -

*Tun snMp b
© OuneTpauMA COBLITHRA

*Bepcua SMMP snmpVe v | (D
© Arperaumn cobemuia 7
O OGorawenme cobuTuin *XocT ksc.saleslab
© Mapupytuiauma “Mept 161
@O Mposepxa napameTpos . A

*Cexpet [SNMP] Windows Community v | + | &£

4+ SMMP-pecypc

*[anHbIE MCTOUHKMKE

H MW

essanne oID Kmiou
napameTpa

sysUpTime 136121130 sysUpTime
+ Oobasurs cTooky

Hazan Bnepen

YCTaHOBUTb CEPBUC KONIEKTOPA, MPOBEPUTb, YTO COBLITMSA MocTynatT

& MHdopmauma o cobeiTum

©

CobbiTus S Heotuet
Unified Monitoring SELECT # FROM “ewents WHERE ServicelD 98bal286-c217~4df 4-b5bb-Fobdef1 77565’ LINIT 250
e e ; w IR £ sarvicelD 21286217447 4-b5bb~F3b, LINIT 250

Tasaas v Timestamg Hamae DaviceProdiact DovecaViend

HacTponTb HopManusauunio Anas TUna OaHHbIX json



MapcuHr cobbiTuin

*HazzaHue [SNMP] Windows
*TenaHT Main
*MeTon napcuHra json

*XpaHuTo ucxoaHoe coboiTne | He xpasuTs
*CoXpaHnTs AONONHMTENbHble | HeT
nons

Onucarne Onucatue

MNpumepsl coBHTHA

ConocTasneHue
MexoaHele naHHbI MNone KUMA
sysUpTime ya DeviceCustomStringl

MpoBepnTb NAPCUHT COBLITUN

) UHdopmauunsa o cobbiTum

TenantName Main

Timestamp 18 oesp. 2022 r. 16:38:12 428
DeviceReceiptTime 18 pesp. 2022 r. 16:38:12 428
DeviceCustomStringl 164954
DeviceCustomStringilabel Uptime

Service SNMP] Windows

Priority Huzxmin

Type Base

TpabnwyTnTb MOXHO co cTopoHbl KUMA yTnnnton snmpget

yum install net-snmp

MNeognucek

Uptime

X




yum install net-snmp-utils
snmpget -v 2c -c KLaapt-M1 ksc.sales.lab .1.3.6.1.2.1.1.3.0
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