MS Windows Server 2016
SNMP

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA un HE aBnsieTcsa ounumanbHOM peKkoMeHaaumnen BeHaopa.
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1. BkawouuTb nogaep>xky SNMP Ha Windows

= Add Roles and Features Wizard - O X
A DESTINATION SERVER
Select features s

Eefore You Bzain Select one or more features to install on the selected server.

Features Description
[C] RAS Connection Manager Administration Kit (CM2 * Simple Network Management
ver Roles D Remote Assistance Protocol (SNMP) Service includes
[] Remote Differential Compression agents that monitor the activity in
Features - . network devices and report to the
I [m] Remote Server Administration Tools (2 of 41 instal :
[ ] RPC over HTTP Proxy network console workstation.

[] Setup and Boot Event Collection
[] Simple TCP/IP Services
+| SMB 1.0/CIFS File Sharing Support (Installed)
[C] SMB Bandwidth Limit
[] SMTP Server
4 NMP Service (0 of 1 installed
[C] SNMP WMI Provider
« Telnet Client (Installed)
[C] TFTP Client
[] VM Shielding Tools for Fabric Management
[C] WebDAV Redirector
[C] Windows Biometric Framework
I [[] Windows Defender Features
71 Windows Identity Foundation 3.5 v

< Previous Next > nstall Cancel

2. B cBoncTtBax cepBuca SNMP Service HacTponTb community (hakKTU4eckun, 3TO MOXKHO
NCNONb30BaTb Kak Naposb) 1 gobasntb agpec KUMA B pa3pelueHHble (nnbo any)



SNMP Service Properties (Local Computer) X
General LogOn Recovery Agent Traps Secuity Dependencies

7] Send authentication trap

Accepted community names
Community Rights
KLaapt-M1 READ ONLY
Add... | | Edi... | | Remove
(® Accept SNMP packets from any host

(O Accept SNMP packets from these hosts

Add... Edt... Remove

ok 1 concel | [ soni

3. Tepe3anyctutb cepBuc SNMP Service

Ho06aBnTb HOBbIN NCTOYHUK, TUM SNMP. Community - 3TO Ta XXe CTpPOKa, yKa3zaHHas B SNMP
Service B Windows - KLaapt-M1
MopT 161 - Nno ymon4aHuio.

YT06bI HACTPOUTL MAMNWUHI NOJIEN HYXKHO

e 00PATUTBLCHA K AOKYMEHTALNN NCTOYHUKA SNMP

e https://oidref.com/

e ncnosb3oBaTb MIB 6pay3epbl. Ona Windows, Hanpumep,

https://www.ireasoning.com/downloadmibbrowserfree.php



https://oidref.com/
https://www.ireasoning.com/downloadmibbrowserfree.php

& iReasoning MIB Browser — [m]
File Edit Operations Tools Bookmarks Help
Address: 127.0.0.1 | Advanced.. |OID: 136121130 v Operations: Get |
SNMP MIBs Result Table
Sl LT 8 Name/OID Value Type | IPPort
(3 sysContact A6 T3 TTT I IITTI6TIS. UctetStrng |127.0.0.1-7 o
[# sysName 1.36141.77.1.2271.3.7.75.7... OctetString [127.0.0.1...
[ sysLocation 1.3.614.1.77.1.227.13.11.11.. |Och¢t$lmg 127.0.0.1...
W sysServices 1361417712280 0 Integer 127001
& mberfaces .1.36.14177.13.10 0 [Cmu'ﬂ 127.0.0.1...
B at 136141771320 0 Counter32 [127.0.0.1...
B p 136141771330 169 [(:mﬂn 127.0.0.1...
# L emp 136141771340 0 Counter32 (127.0.0.1...
B[} tcp 1.3.614.1.77.1.350 0 |Cma'32 127.0.0.1...
& udp 136141771370 0 Integer  |127.0.0.1...
@] egp v|[13614177.1410 SALES [ﬂcmﬁmg 127.0.0.1...
Syntax TIMETICES A1 1136141771410 (Snmp End Of Mib View) EndOfMi... [127.0.0.1...
[orze=n read-only | sysUpTmme.0 27 minutes 48.37 seconds (1... |TineT1rJu 127.0.0.1...
Stams mandatory sysUpTime 0 27 mimites 49 76 seconds (1. TimeTicks [127.0.0.1._.
DefVal sysUpTme.0 218 mumutes 4,58 seconds (16... TmeTicks 127.0.0.1.
diso.org dod.internet megmt mib-2_system sysUpTime.0
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Co3naiiTe KOJIJIEKTOP CO CeAyowmM TPaHCNopToM:

o MogumoueHne MCTOMHUKOS OcHoBHEIE napaMmeTpel ADHDJ’IH“TCJ'IIQHHG napaMeTpi

| Tpawcnopt

*KoHHexTop Coznate v D
© Napcuur cobemma

*Tun snmp v
© OwnbTpaumMA coBLITHA
o A R *Bepcums SNMP snmpV2 ~ O

rperauma cobbTH

© Oorawenne cobuwit *Xoct ksc.saleslab @]
© Mapwpytwsaums *Mopr 161 @
© Nposepxa napamerpos )

*Cexper [SNMP] Windows Community v | +| &£

4+ SNMP-pecypc

*[aHHbIE MCTOUHMKA

Hazsanue oD Ko
napameTpa
sysUpTime 136121130  sysUsTime

+ doSasuts cTooky

YCTaHOBUTb CEPBUC KOJIJIEKTOPA, MPOBEPUThL, YTO COOLITUSA MOCTyNatoT



& UHbopmaumna o cobbITHM

-
ey perraley
Unified Monitoring
and Analysis Platform

CobbiTHA 3 He oteon

Tasassar Hama D DarvacaVimndy
5 4ee 20220 1634
2 eec. 2022 42

HaCTpOI/ITb HOPMaJIn3auunto OJid Tula AaHHbIX jSOﬂ

MapcuHr cobbiTuin X

*Hazza-ne [SNMP] Windows
*TenaHT Main v

*MeToa NnapcuHra son v
*XpaHuTo ucxoaHoe coboiTne | He xpaHuTo v
'-Cc.:ma-.:f: oononsuTeNsHoie | Het v
vUnucCaHne

v
ConocTasneHne
WMecxoaHble paHHbIE Mone KUMA MNeanwuece
sysUpTime e DeviceCustomStringl Uptime X

MpoBepUTb NAPCUHI COObITUN

SELECT * FRUM “ewents WHERE ServiceID » '9abal2d6-c217-4df4-bSbb-fobdef177%5  LINIT 250 S— 00 e 0. $EAAY 30



3 UHdopmauma o cobbiTum
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TpabawyTnTbe MOXXHO CO CTOPOHbI KUMA yTuanTon snmpget
yum install net-snmp

yum install net-snmp-utils

snmpget -v 2c¢ -c KLaapt-M1 ksc.sales.lab .1.3.6.1.2.1.1.3.0
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