MS DNS

NHdopMauuvs, npuBedeHHas Ha AaHHOW CTpaHuLEe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

Ons KUMA 3.2 nobaBuncsa HoBbii cnocob c6opa DNS noros B popmaTe ETW. MNogpobHee B

cTtaTbe: https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/ms-etw-dns-

analytics-kuma-32

HacTtponka DNS cepBepa

Mepepnayva cobbiTnnm s MS DNS B KUMA ocyuwiecTBnasgeTcsa nyTeMm 4yTeHus nor ganna DNS. Mo
YMOIYaHMIO 3anncb cobbiTnim B hana Ha DNS cepBepe BbikOYEHa.

YT06bl BKIIOYNTL SIOrpoBaHmne cobbiTnm DNS B hann Heobxoanmmo onst Ha4ana Co3aaTh Nanky, B
KoTopyto ByayT 3anucbiBaTbCcs danbl cobbiTuin DNS. Hanpumep, C:\dns.

Mocne co3paHma Nnankm HeobxognmMo paspewmnTb 06WmMin 4OCTYN Ha YTEHME K 3TOW nanke.
PekoMmeHayeTCs co34aTb OTAENLHOMO MoJib30BaTeNa 419 3TOW onepauunn.

General Sharing  Security Previous Versions Customize 22 Network access
Network File and Folder Sharing
dns Choose people on your network to share with
Shared
Network Path: Type a name and then click Add, or click the arrow to find someone.
\DC-01\dns
Share...
| | w Add
Advanced Sharing Name Permission Level
Set custom permissions, create multiple shares. and set other .
advanced sharing options. 2, Omitry Dronov Owner
2, SALES\kuma Read ¥
GMvanced Sharing...
I'm having trouble sharing
GShare Cancel

OK Cancel Apply
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HDanee Heobxognmo 3anycTuTb ocHacTKy DNS Manager, BoibpaTb Hy>XHbIN DNS cepBep un
rnepenTn B CBONCTBA.

3.1. DNS Manager _ 0

File Action View Help

e« nm XBaz Hm § O

& DNs || Name
a m_,rhi —

Configure a DNS Server_
Create Default Application Directory Partitions..
New Zone..
Set Aging/Scavenging for All Zones..
Scavenge Stale Resource Records
Update Server Data Files
Clear Cache
Launch nslookup
All Tasks 2
View :
Delete
Refresh
Export List..
Properties /
Help

|

Opens the properties dialog box for the current selection.

B cBoncTBax cepBepa Heobxoaommo nepenTtn Ha BKNagky Debug Logging, BKO4YMTb
paclUMpeHHOe NorMpoBaHme 1 3adaTh NyTb K hanny, B KOTOPbIN ByayT 3anncbiBaTb cnorn DNS
cepBepa. Pa3mep nor canna pekomengyetcsa 50 M6.



DC-01 Properties ? X

Interfaces Forwarders Advanced Root Hints
Debug Logging Event Logging Monitoring Security

To assist with debugging, you can record the packets sent and received by
the DNS server to a log file. Debug logging is disabled by default.

(- Log packets for debugging
Packet direction: Transport protocol:
& Outgoing select at UDP select at
4 Incoming leastone [ TCP least one
Packet contents: Packet type:
[ Quenes/Transfers ] Request } select at
& Update selectat - least one
pc?a 5 least one ] Response
[ Notifications
Other options:
[ Log unmatched incoming response packets
[ Details
[ Filter packets by IP address Fiter...
Log file
File path and name:  C:\dns\dns.log
Maximum size (bytes): 50000000
OK Cancel Apply Help

MoHTupoBaHMe nanku B KUMA

IOnsa yTeHna cdanna noros Kosnektopom KUMA Heob6xoanMo NPpUMOHTMPOBATL NanKy COAEp Kallyto
norun DNS cepBepa Ha cepBep koJsiiekTopa KUMA.,

Ona Havana Heobxoaumo YCTAHOBUTb YTUINTY cifs, ecqin oHa elle He yCTaHOBJ1€Ha.

yum install -y cifs-utils

Hanee HeobxoOoMmMo co3aaTh q)a|7|n C Yy4€THbIMW OaHHbLIMW MOJIb30BaTeNA ONA OO0CTYyMNa K obuien
nanke /root/.dns-secret CO CnegyroLnm COOEPXKNMbIM:

username=<uMa nonb3oBaTena C MNnpaBaMn Ha 4YTeHWUE Nanku>

password=<naposb nonb30BaTens>



domain=<pgoMeH, B Clly4yae OOMEHHOro Mofib3oBaTena>

[anee Hy>XHO co3a4aTb NManky Ha cepsepe KosnekTopa KUMA, kyga byneT npMMoHTUpPOBaHa nanka
c noramm DNS cepsepa.

mkdir /mnt/dns

HDanee B KoHel panna /etc/fstab Heobxoanmo nobaBnTb CTPOKY

\\<nyTb K obwei nanke cepsepa> <MyTb MOHTUpPOBaHUA> cifs credentials=<¢ann C y4eTHbMU

OaHHbIMK>, cache=none 0 0
Mpumep:
\\dc-01.sales.lab\dns /mnt/dns cifs credentials=/root/.dns-secret,cache=none 0 0

HDanee Heob6xoOMMO NPUMOHTUPOBaATbL O6LLYI0O ManKy KOMaHOoM:

mount -a

[ns NpoBepKn yCNewHOCTM MOHTUPOBAHNS MOXKHO BbIMONHUTL CeAYyOLLY0 KOMaHAY:

1s /mnt/dns

B BbIBOAE KOHCOM O0JI)KEH NpUCYyTCTBOBaTb hans noroB DNS cepBepa € npaBaMu Ha YTeHMe AN
BCeX NnoJib3oBaTenen

[ root@test-kuma ~]# 1ls -1 /mnt/dns
total 66304

-rwxr-xr-x 1 root root 67821587 Sep 19 12:19 dns. log

Co3paHune kKonnektopa KUMA

Ons cozpanHma konnektopa KUMA Heobxoanmo B Beb-koHconm KUMA nepenTun Ha BKNaaKy
Pecypchbl - KonneKkTopbl 1 Ha)XXaTb Ha KHOMKY JLoOaBUTb KoNNeKTop. TakXXe MOXKHO Ha
Bk1agke Pecypchbl BbibpaTb NYHKT MOoAKAKOYUTb UCTOYHUK. B 060KMX cnyyasd oTKpoeTcsa MacTep
NOOKIIOYEHNSA NCTOYHUKOB COBbITUNA.

Ha nepBoM Lwiare mactepa HeobxoanMo BbibpaTh TeHaHT, KoTopoMy ByeT NpuHaaiexaTb
KOJIIeKTOp 1 Takxe 3aaaTb UMa konnekTopa.
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Connect event sources

Transport

Event parsing

Event filtering

Event aggregation

@ Eventenrichment

@ Routing

) Setupvalidation

Connect event sources

Collector is used to get events from event source and convert themn into KUMA format for further processing. It
can also filter out useless events, merge multiple events into one, and enrich events with additional data.
Complete the wizard to create collector. For details see Online Help

*Collector name MS DNS Collector

*Tenant Main v
Werkers

Debug Disable v
Description

&

Ha BTOpoM ware mactepa Heobxoammo BbibpaTb TN NnogkatoyeHus file n ykasaTb nanky cepsepa
KOJIIeKTopa, Kyda NPpMMOHTMPOBaHa narnka ¢ noramu DNS cepsepa.

@) Connect event sources
@ Transport

©) Eventparsing

Event filtering

Event aggregation

Event enrichment

e o ©

Routing

) Setupvalidation

Transport

Add a source from which you want to receive events. For details see Online Help.

Basic settings Advanced settings

*Connector Create new v | (®
*Kind file v | ®
“URL /mnt/dns/dns.log ®@

Ha TpeTbeM wware mactepa Heobxognmo BbibpaTb NpeayCcTaHoOBAEHHbIN HOpManu3aTop [OOTB]
DNS Windows. B cnyyae oTCyTCTBMSA YKa3aHHOro HopMasamn3saTopa, obpaTuTecb K CBOEMY
MeHeO)Xepy A1 ero nojyvyeHus.
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Event parsing

Normalization scheme Enrichment

*Mormalizer [QOTE] DNS Windows v | [A
[ save normalizer

*MName

*Parsing method regexp v @

LLlary MacTepa C Y4eTBEPTOro Mo LWeCTON MOXXHO NMPOMNyCTUTbL, MO0 3aMoJIHATL NO34HEE MO CBOEMY
YCMOTPEHMUIO.

Ha cegbMoM wWare mactepa He0bX0ANMO yKa3aTb TOYKM Ha3HAYeHUs Tuna XpaHunuwie, ecnm
TpebyeTcs coxpaHeHune cobbiTuii B b n Tna KoppenaTtop, ecnv TpebyeTca koppensauuns
cobbITUN.

@ Connect event sources .
Routing

@ Transport Specify where processed events should be routed to. It is recommended to send events 1o at least two destinations: 1o a comelator fior analysis and to a storage for retention. For details see Cnline Help
© Evemtparsing Storages
© Event filtering [Example] Storage storage test-kuma sales lab: 7230

Correlators
@ Eventaggregation

[Example] Correlator correlator test-kuma sales lab: 7249
@ Event enrichment

Add destination v

@ Routing
O Setupvalidation

Ha nocnegHem wware Mactepa He0bXo0AMMO HaXKaTb Ha KHOMKY COXPaHUTb U cO38aTb CEPBUC,
nocJsie Yero CKONMPoOBaTb MOSIBUBLLYIOCS KOMaHAy AN AaJfibHelllen yCTaHOBKN CepBuca
KOJIIeKTOpa.
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0 Connect event sources

Setup validation

fguring collector is complete and service is created in KUMA. For details see

@ Transport Cenfigu

) Event parsing

© Evem filtering

Services using this collector

@ Event aggregation

Kind Name
@ Event enrichment
collector MS DNS Cellector
@ FRouting
Save and restart services Save and reload services

0 Sewp validation
Recommended command for collector installation

fopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 4882d631-eaed-4¢85- 0 cory
ba64-1efecfIce744 --api.port 7286 --install

B pe3ysbTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBMUCHI MOSIBUTCS CO3A4aHHbIN CEPBUC
KoJIleKTopa.

Resources and services >
Services

Status Kind T Service Version Tenant FQDN IP Address API port Uptime

L] Collector Main

YcTaHOBKa KonsiekTopa KUMA

Ons YCTaHOBKW CepBnCa KOJIJIeKTOPa Heobx0aAMMO NOAKIYUYNTLCA K KOHCOIN cepBepa KOJIJIEKTOPa
KUMA.

Ins yCTaHOBKU CepBMCa KOJIIeKTopa HE0H6X0AMMO BbINMOSIHUTL CKOMUPOBAHHYO KOMaHAYy.

d 4882d631-eaed-4c85-babd-lefecfoce744

port 7286
Created symlink /etc/systemd/system/multi-user.target.wants/kuma-collector-4882d631-eaed-4c85-babd-1lefecfoce744.service = Jusr/lib/system
d/system/kuma-collector-4882d631-eaed-4c85-babd-1lefec f9ce744.service.
[root@test-kuma ~J# [

CESOUrces and services »
i REJ[ESh
Services

Status Kind T Service Version Tenant FQDN IP Address APl port Uptime

* Collector MS DNS Collector 2.0.0.306 Main test-kuma.sales lab 10.68.85.125 7286 16 seconds
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[Ona npoBepku nocTynneHnsa cobbiTuin BoibeprTe COOTBETCTBYIOLLMN KOJIEKTOP (rasiodka ciesa) u
Ha)KMUTe Ha KHOMKY MepenTn K COObLITUAM. B OTKPbLIBLLEMCS OKHE COBLITUA NPU HaXKaTuUn Ha
3HAYOK Nynbl AOJ/KHbI N0ABUTbLCA cobbiTMA DNS cepsepa.

Events 2 & Event details

E SELECT = FROM ‘events WHERE ServicelD 48820631 -eaed-4cB5-babd-1efectcalsd” LIMIT 250

Tenanthame Main
TenantID Timestamp DeviceCustomStri..  DeviceCustomStri..  DeviceCustomStri DeviceCustomStri.
Timestamo 2022-0%-19 123701 780
Main 202209-19123701 © 8261 DR SERVFALL EndTime 2022.00-1912 3654 780
Mair 2022-09-191237:01 o 001 o NOERACR Devicekction R
DeviceReceictime -0%-19 123701 780
Main 2022-0%-19 123701 o 0001 o NQERRCR
DeviceTimeZone +03:00
Main 2022-0%-19 123701 L+] 5081 o/ NOERRCR = o
Sourceiddres 10688555
Main 20R2-0F-19 123701 -] [nr) o NOERROR DestinationHostName elasticsearchl
B o fam
Main We203-19123701 © s281 oR SERVEALL Destnsenfrocestiane one
DeviceCustomStingl -]
Main 20220519 123701 ] 5281 oA SERVFAIL
DeviceCustemStringiLabel Cpcode
Main 20220919 123701 L] 0001 o NOERROR DeviceCustomGtnngs g281
Main 2022-05-191237:01 o 8081 oR MNOERROR Devicelistombtnng2label Flags_hex
DevieCustomSting3 DR
Main 2022-0%-19 123701 L] 0001 ] NOERRCR
DeviceCustomStingSLabel Flags_char
Main 2022-09-19 123701 L+] 5281 o/ SERVFAIL
DeviceCustombtings SERVFAIL
Main 2022-09-13123701 o 001 o NOERROR DeviceCustemstnngaLatsal ResponseCode
Main 2022-09-191237:01 -] 8281 R SERVFAIL DesiceCustomStringS A
DeviceCustomStringSLabel CumstionType
Main 20220919 12301 ] 0001 ] NOERROR
Service Collector
Main 2022-09-19 123701 -] [0 o NOERROR Teansporwotcsl, e
Main 2022-05-19 123701 o #2681 oA SERVFAIL Tyoe Baze
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