MS DHCP

NHdpopmaumns, npuBefeHHas Ha aHHOW CTpaHuue, aBnaeTcsa pa3paboTKkom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

HacTtponka DHCP cepBepa

MNepepnaya cobbiTnnm n3 MS DHCP B KUMA ocylwiecTBnseTca nytem 4teHmsa nor annos DHCP.

OTkponTe ocHacTky DHCP n ybenuntecs, 4to ans DHCP cepBepa BKJIIOYEHO SIOrMpOBaHME.
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[¥ Enable DHCP audit logging

Wiites server activity to a file daily to monitor system pedformance and
troubleshoot service issues.

™ Show the BOOTP table folder
Displays the sarver tabls which can contain configuration entries to
support BOOTP chents.

CobbiTna DHCP cepBepa nuwyTcsa B nanky C:\Windows\system32\dhcp\ . 18 AaHHON Nanku
Heo6XxoaAMMO BKAOYNTb 0OLWMIA [OCTYN Ha YTeHue.




dhcp Properties

General Sharing Security Previous Versions Customize

Network File and Folder Sharing

dhep
Mot Shared

MNetwork Path:
Mot Shared

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and setother
advanced sharing options.

| Qﬁdvanced Sharing...

oK | Cancel

Apply
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File folder

Advanced Sharing

[ share this folder

Settings
Share name:

| dhep

Ak Remove
Limit the number of simultaneous users to:

Comments:

[ Permissons | Cacing |

oo Cancel

File folder

File folder

File £oldao

MNocne npepocTtasneHns obuiero AocTyna y nanku gosixkeH 6biTe cTaTyc Shared.




dhcp Properties

General Sharnng Security Previous Versions Customize

Metwork File and Folder Sharing

dhep
Shared

MNetwork Path:
\DC-01\dhcp

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

Ghdvanced Sharing...

Close Cancel Apply

MoHTupoBaHne nanku B KUMA

Ons yTeHna cdanna noros Kosnektopom KUMA Heob6xoanMo NpUMOHTMPOBATL NanKy COAEP KaLlyto
norn DHCP cepBepa Ha cepBep KosiekTopa KUMA.

Ona Havana Heobxoanmo YCTAHOBUTb YTUJINTY cifs, ecqin oHa elle He yCTaHOBJ1€Ha.

yum install -y cifs-utils

HNanee HeobxoaMMo co3aaTh Al C Y4e€THbIMU OAaHHbLIMUK MOJb30BaTENS OJ19 AOCTyna K obuwen
nanke /root/.dhcp-secret co cnegyowmmM CoOaep>XNMbIM:



username=<umMsa noJsib3oBaTesia C rMpaBaMn Ha YTeHne nankn>
password=<r|aponb nonb3oBaTenda>

domain=<pgomeH, B cJZlydae OOMEeHHOro noJib3oBaTtesa>

[anee Hy>XHO co3aaTb Manky Ha cepeepe KosnekTopa KUMA, kyga 6yoeT npMMoOHTUPOBaHa nanka
c noramu DNS cepsepa.

mkdir /mnt/dhcp

Hdanee B KOHel, panna /etc/fstab HeobxoanMMo 006aBUTb CTPOKY

\\<nyTb K obLLen nanke cepepepa> <nNyTb MOHTUPOBaHUA> Cifs credentials=<dann c ydyeTHbIMU gaHHbIMKU> 0 0

Mpumep:

\\dc-01.sales.lab\dhcp /mnt/dhcp cifs credentials=/root/.dhcp-secret 0 0

Nanee Heob6xo4MMO NPUMOHTMPOBATbL 06LLYI0 ManKy KOMaH4oOWN:

mount -a

Ong MPOBEPKN YCNMEWHOCTN MOHTNPOBAHNA MOXXHO BbINOJIHATL CNeAYIOLWYHO KOMaHAY:

Is /mnt/dhcp

B BbIBOAE KOHCOJIM O0J/IXKHbI NPUCYTCTBOBaTL (hansibl loroB DHCP cepBepa C npaBaMn Ha YTeHue
ONa BCexX noJsib3oBaTenien

[root@test-kuma ~]# 1ls -1 /mnt/dhcp
total 32424
drwxr-xr-x
=rWXr=-xr-x
-IWXr=Xr-X
-WXr=Xr-x
-rwWXr=-Xr-x
-rWXr=-Xr-x
-IrwWXr-Xr-x
-IWXI=Xr-x
-IrwWXr-Xr-x
-IWXr=Xr-x
-IrwWXr-xr-x

root root 0 Sep ku

root root 16384 Sep 1€ dhcp.jfm
root root 1048576 Sep 19 dhcp.mdb
root root 0 Sep 1€ dhcp.pat

root root 287335 Sep DI
root root 354767 Sep DI
root root 644746 Sep DhcpS
root root 645334 Sep DhcpSry
]
DI
]

root root 11510 Sep
root root 536088 Sep
root root 10444 Sep
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Co3paHune kKonnektopa KUMA

Ons cospaHna konnektopa KUMA Heobxoanmo B Beb-koHconn KUMA nepenTn Ha BKIaaKy
Pecypchbl - KonneKkTopbl 1 Ha)XaTb Ha KHOMKY JLoOaBUTb KOMNEKTOP. TakXXe MOXKHO Ha
Bkagke Pecypchbl BbibpaTb NyHKT MOoAKAKOYUTb UCTOYHUK. B 060X cnyyass oTKpoeTcsa MacTep
NOOKIOYEHNSA NCTOYHUKOB COBbITUNA.

Ha nepBoM ware mactepa Heobxoanmo BbibpaTb T@HAHT, KOTOpOMY bByaeT NnpuHaanexaTb
KOJIIEKTOP M TakxXe 3aaaTb UMA KonnekTopa.

@ Connect event sources

Connect event sources

© Transport Coellector is used to get events from event source and convert them into KUMA format for further processing. It
can also filter out useless events, merge multiple events into one, and enrich events with additional data
Complete the wizard to create collector. For details see Online Help

€ Eventparsing

*Collector name MS DHCP Collector
© Event filtering
© Eventaggregation *Tenant Main e
@ Eventenrichment Workers
Routing
o Debug Disable v
© Setup validation
Description

b

Ha BTOpoM Wware mactepa Heobxoanmo BbibpaTb TN noakntoyeHus file n ykasatb Mmacky nyTtu
ona gannos noros DHCP cepsepa.
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Connect event sources

Transport
@ Transport Add a source from which you want to receive events. For details see Online Help.
h—
ﬂl Event parsing Basic settings Advanced settings
@ Eventfiltering

*Connector Create new v (D
@ Eventaggregation

*Kind file v | (D
@ Eventenrichment

*URL /mnt/dhcp/DhepSrvLog-277.log @
@ PRouting
) Setup validation

I'IomJ,epmleaeMble MaCKW:

e * - CcOOTBeTCTBYET JtoboWN NocnenoBaTebHOCTN CUMBOJIOB;
e ['['~']{ anana3oH cumBo0B } '] - KJlAaCC CUMMBOJI0B (HE A0JIXKEH BbITb NYCTbIM);
e ? - COOTBETCTBYET /IOBOMY OANHOYHOMY CHMMBOJY.

Ownana3oHbl CUMBOJIOB:

e [0-9] - 4wmucCna;
e [a-zA-Z] - BYKBbl JATUHCKOr 0 asihaBuTa.

Mpumepsbl:

e /var/log/*som?[1-9].log
e /mnt/dns_logs/*/dns.log
e /mnt/proxy/access*.log

Ha TpeTbeM wware mactepa Heobxognmo BbibpaTb NpeayCcTaHOBAEHHbIN HOpManu3aTop [OOTB]
MS DHCP file. B cny4yae oTCyTCTBMA yKa3aHHOMO HOpMasan3aTopa, obpaTnTecb K CBOEMY
MeHeO )Xepy A1 ero noayvyeHus.


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/ZJlimage.png

Event parsing

Mormalization scheme Enrichment

*Normalizer [OOTB] MS DHCP file ~ [
O

*Name

*Parsing method regexp v @

LLlarn macTepa C 4eTBEpPTOro Mo WecTONn MOXXHO NPONyCTUTb, MO0 3anoIHUTL NO34HEe No CBOeMy
YCMOTpPEHMUIO.

Ha cegbMmomMm Lware MacTepa HeobxoaMmo YKa3aTb TOYKN Ha3Ha4Y€HUA TUMa XpaHunuu.l,e, ecinn

TpebyeTcsa coxpaHeHne cobbiTnii B b1 1 Tna Koppenatop, ecnn TpebyeTcs Kkoppensyms
cobbITUN.

Connect event sources

o .
Routing

© Transport Specify where processed events should be routed to. It is recommended to send events 1o at least two destinations: 1o a comelator fior analysis and to a storage for retention. For details see Cnline Help
© Event parsing Storages
© Event filtering |[Example] Storage storage test-kuma sales lab 7230

Correlators
© Eventaggregation

[Example] Correlator correlator test-kuma sales lab 7249
@ Event enrichment

Add destination v

@ Routing
© Sewpvalidation

Ha nocnepgHem ware Mmactepa He0O6X0AMMO HaXkKaTb Ha KHOMKY COXpPaHUTb U cO3AaThb CEPBUC,
nocJie 4ero CKoMMpoBaTb NMOABUBLLYIOCA KOMaHAY ANS AafibHellweln yCTaHOBKM cepBuUca
KoJ1eKTopa.
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) Connect event sources

Setup validation

& Transport Configuring collector is complete and service is created in KUMA. For cetails see

) Event parsing

© Eventfiltering

Services using this collector

@ Eventaggregation

Kind MName
@ Eventenrichment

collector M5 DHCP Collector

) Routing

Save and restar services Save and reload services
D Setupvalidation

Recommended command for collector installation

i Jopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 38e95e63-9691-4b88- 0 Ceny
| al6e-c2198e893fbc --api.port 7288 --install

B pe3ysibTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBUCHI NOSBUTCS CO34aHHbIN CepBUC
KoJIJleKTopa.

A Add service Refresh
Services

Status Kind Service Version Tenant FQDN IP Address AP| port Uptime

[ ] Collector MS DHCP Collector Main

YcTaHoBKa kKosisiekTopa KUMA

[ns yCTaHOBKW CepBUCa KOIJIeKTopa HeoBX0AMMO NOAKIOYNTBCS K KOHCOIM CepBepa KOJIJ1IeKTopa
KUMA.

Mepen BbINO/IHEHNEM YCTAaHOBKN PEKOMEHAYETCSHA BbIMOJIHUTL KOMaHAy, CKOMUPOBAHHYIO Ha
npeablaywem ware, 6es knw4da --install.

13 fbc

Jescription’

started

B cnyyae oTcyTCTBMA OWMOBOK U M3MEHEHUA CTaTycCa KosilekTopa B Beb-uHTepdence KUMA Ha
3es1eHbl, Heo6X0AMMO TEMPUHUPOBATL BbIMOJIHEHNE KOMaHAbl N NEPenTn K yCTaHOBKe.

Ons yCTaHOBKW CepBUCa KOMJIEKTOPa HEOOXOAMMO BbINOJIHUTbL CKOMUPOBAHHYO KOMaHAOy C
KJn4oMm --install.
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c<aspersky/kuma/kuma collector --core h 5 ) Ld : 6591-4b88-albe-c2198e093fbc

stem/multi-user e /kuma-collector-38e95e63-9691-4b88-albe-c2198e093fbc.service = Jusr/lib/system

16 fbc.service.

st-kuma ~]# ]

B pe3ynbTaTe cTaTyc KonnekTtopa B Beb-uHtepdence KUMA namMeHNTCS Ha 3eJieHbIN.

Resources and services » 3
) Add service Refresh
Services

Status  Kind T Service Version Tenant FQDM IP Address APl port Uptime

L] Collector MS DHCP Collactor 2.0.0.306 Main test-kuma sales lab 10.68.85.125 7288 12 seconds

[na NnpoBepKu NocTynseHns cobbiTuii Boibepute COOTBETCTBYIOLWMIA KOJIIEKTOP (rasiovka cnesa) u
Ha)KMUTe Ha KHOMKY MepenTn K coObITUAM. B OTKPbLIBLLEMCH OKHE COBLITUA NPU HaXKaTun Ha
3HAYOK Nynbl A4O/HKHbI N0ABUTLCA cobbiTuas DHCP cepsepa.
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