MS DHCP

NHdopMaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkon KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTca ouumanbHOM peKoMeHaalnen BeHaopa.
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Mepepnaya cobbiTnnm s MS DHCP B KUMA ocyliecTsigeTca nyTeMm yTeHus nor gannos DHCP.

OTkponTe ocHacTky DHCP n ybeauntecn, 4to ansa DHCP cepBepa BKJ/IIOYEHO JIOFMpPOBaHME.
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CobbiTna DHCP cepsepa nuwyTCcA B nanky C:\Windows\system32\dhcp\ . s OaHHOW Nanku
HeobXx0aVMO BKJKOYNTL OOLLMA OOCTYM Ha YTEHME.




dhcp Properties

General Sharing Security Previous Versions Customize

Network File and Folder Sharing

dhep
Mot Shared

MNetwork Path:
Mot Shared

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and setother
advanced sharing options.

| Qﬁdvanced Sharing...

oK | Cancel

Apply

Type Size

R IL= LWLVl ]

File folder

Advanced Sharing

[ share this folder

Settings
Share name:

| dhep

Ak Remove
Limit the number of simultaneous users to:

Comments:

[ Permissons | Cacing |

oo Cancel

File folder

File folder

File £oldao

MNocne npepocTtasneHns obuiero AocTyna y nanku gosixkeH 6biTe cTaTyc Shared.




dhcp Properties X

General Sharnng Security Previous Versions Customize

Metwork File and Folder Sharing

dhep
Shared

MNetwork Path:
\DC-01\dhcp

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

Ghdvanced Sharing...

Close Cancel Apply

P90907?°°07°°07°°07°7°? 277?77 ? KUMA

Onsa 4TeHna cdanna noros Konnektopom KUMA Heob6xoanMo NpUMOHTMPOBATL NanKy COAEP KaLLyto
norn DHCP cepBepa Ha cepBep KosiekTopa KUMA.

Ona Havana Heobxoanmo YCTAHOBUTb YTUJINTY cifs, ecnin oHa elle He yCTaHOBJ1€Ha.

yum install -y cifs-utils

Hanee HeobxoAMMO co3aaTh (hana C y4eTHbIMM AaHHbIMU NOJsIb30BaTeNsa ANa AoCTyna K obuen
nanke /root/.dhcp-secret co cnenyrowmm cooepXMbIiM:

username=<uMa nonb3oBaTtena C MNnpaBaMnU Ha 4YTeHWUE NankKu>

password=<naponb noJib3oBaTtena>



domain=<pgoMeH, B Clly4yae OOMEHHOro Mofib3oBaTena>

[anee Hy>XHO co3a4aTb NManky Ha cepsepe KosnekTopa KUMA, kyga byneT npMMoHTUpPOBaHa nanka
c noramm DNS cepsepa.

mkdir /mnt/dhcp

Hanee B KOHel panna /etc/fstab Heobxoanmmo 0ob6aBUTb CTPOKY

\\<nyTb K obwei nanke cepsBepa> <NyTb MOHTUpPOBaHUA> cifs credentials=<¢ann C y4eTHbMM OAHHbLMU>

00
Mpumep:
\\dc-01.sales.lab\dhcp /mnt/dhcp cifs credentials=/root/.dhcp-secret 0 0

HDanee Heob6xoOMMO NPUMOHTUPOBaATbL O6LLYI0O ManKy KOMaHOoM:

mount -a

[ns NpoBepKn yCNewHOCTM MOHTUPOBAHNS MOXKHO BbIMONHUTL CeAYyOLLY0 KOMaHAY:

1s /mnt/dhcp

B BbIBOA4E KOHCONM O0JIKHbI MPpUCYTCTBOBaTL harabl ioroB DHCP cepBepa € npaBaMu Ha YTeHME
ONa BCeX noJib3oBaTenen

[root@test-kuma ~]# 1ls -1 /mnt/dhcp
total 32424

-Xr-x
-WXIr=Xr=X
-MWXr=-Xr-x
-WXr=Xr-x
-IWXr=-Xr-x
=IrWXr=xr=x
-IWXr=Xr-x
-IWXF=-Xr-x
-WXr=Xr-x
-rWXr-Xr-x
=WXr=Xr=-x

root root 0 Sep ku

root root 16384 Sep 2:42 dhcp.jfm
root root 1048576 Sep : dhcp.mdb
root root 0 Sep 1€ :42 dhcp.pat

root root 287335 Sep [
root root 354767 Sep

root root 644746 Sep DhcpSi
root root 645334 Sep 19 00:00 Dh
>3:40 DI
|
[

)hcpSrv

root root 11516
root root 536088 S
root root 10444

S e e e e = B
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Onsa cospaHua konnektopa KUMA Heobxognmo B Beb-koHconm KUMA nepenTtu Ha BKNIagky
Pecypchbl - KonneKkTopbl 1 Ha)XXaTb Ha KHOMKY JLoOaBUTb KONNEeKTop. TakXXe MOXKHO Ha
BKNagke Pecypchbl BbibpaTb NYHKT MoAKNIOYUNTD UCTOYHUK. B 060nx cnyyvasa oTkpoeTcs mactep
NOAKIIOYEHNSA NCTOYHUKOB COBbITUIA.

Ha nepBoM wware macTtepa Heobxoammo BbibpaTb T@HaAHT, KOTOpoMY ByaeT NnpuHagnexaTb
KOJIJIEKTOP N TakxXe 3agaTb UMA konnekTopa.

)
-

Connect event sources

Transport

Event parsing

Event filtering

Event aggregation

Event enrichment

Routing

Setup validation

Connect event sources

Collector is used to get events from event source and convert them intc KUMA format for further processing. It
can also filter out useless events, merge multiple events into one, and enrich events with additional data
Complete the wizard to create collector, For details see Online Help

*Collector name MS DHCP Collector

*Tenant Main hd
Workers

Debug Disable v
Description

Ha BTopoM ware mactepa Heobxoanmo BblbpaTbk TN noakoyveHus file n ykasaTb Macky nyTu
ansa pannos noros DHCP cepsepa.
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Connect event sources

Transport

Event parsing

Event filtering

Event aggregation

Event enrichment

Routing

Setup validation

Transport

Add a source from which you want to receive events. For details see Qnline Help.

Basic settings Advanced settings

*Connector Create new v (O
“Kind file v @
*URL /mnt/dhcp/DhepSrvLog-?77.log @


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/0uiimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/ZJlimage.png

MoopoepxmsaemMble MacKu:

e * - COOTBETCTBYET Nt0bON NocnenoBaTesIbHOCTU CMMBOJIOB;
e [' [ '~ 1 { mmanasoH cumBonoB } '] - KJlACC CMMBOJIOB (He A0JIXKeH BbITb MyCTbIM);
e ? - cooTBeTCTBYET Nt0O6OMY OANHOYHOMY CMMBOJY.

Jnana3oHbl CUMBOJI0OB:

e [0-9] -y4ucCha;
e [a-zA-Z] - ByKBbl JATUHCKOro andaBmnTa.

Mpumepsbl:
e /var/log/*som?[1-9].log

e /mnt/dns logs/*/dns.log

e /mnt/proxy/access*.log

Ha TpeTbeMm ware mactepa Heobxoanmo BbibpaTb NpenyCcTaHOBAEHHbIN HopManusaTop [OOTB]
MS DHCP file. B cnyyae oTCyTCTBUS yKa3aHHOro HopMaaimsaTopa, obpaTuTecb K CBOEMY

MeHep)Xepy A5 ero nosiyyeHus.

Event parsing

Normalization scheme Enrichment

*Normalizer [OOTB] MS DHCP file v [
i

*Name

*Parsing method regexp v @

LLlarn macTtepa c 4eTBEPTOro Mo LWeCTOoM MOXXHO NMPonyCcTUTb, MM60 3aNoNHUTL NO3AHEee Mo CBoeMy
YyCMOTpEHMIO.
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Ha cenabmoM ware mactepa He0o6xo0AMMO yKa3aTb TOYKN Ha3HA4YeHUs Tuna XpaHunauiie, ecau
TpebyeTcsa coxpaHeHue cobbiTuin B B 1 Tuna KoppenaTtop, ecnun Tpebyetca Koppenaums
cobbiTun.

@ Connect event sources

Routing
© Transport Specify where processed events should be routed to. It is recommended to send events 1o at least two destinations: to a comelator for analysis and to a storage for retention, For details see Online Help
Event parsi Storages
g ge:
© Event filtering [Example] Storage storage test-kuma sales lab 7230
Correlators
© Eventaggregation
[Example] Correlater correlator test-kuma sales lab7245

O Event enrichment

Add destination v
i Routing

0 Sewpvalidation

Ha nocnegHem ware Mmactepa He06Xo04MMO Ha)kKaTb Ha KHOMKY COXPaHUTb U CcO3AaThb CEPBUC,
nocJie Yero CKoNMpoBaTh MOSIBUBLLYIOCS KOMaHAy ANs AaJibHeNLlen yCTaHOBKWN cepBuca
KOJIIeKTopa.

@ Connect event sources

Setup validation

© Transport Configuring collector is complete and service is created in KUMA_ For details see Online Heln

© Event parsing To start receiving events. you must install this service on the server. dedicated for the collector (see example of
the install command below). Make sure network access and ports were properly configured. For details see
Qnline Haly

© Eventfiltering

Services using this collector
@ Eventaggregation

Kind Name
O Event énrichment

collector MS DHCP Collector
) Routing

Sawe and restar sérvices Save and reload serices
i Setupvalidation

Recommended command for collector installation

fopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 38e95e63-9691-4b88- i oY Cony
al6e-c2198e893fbc --api.port 7288 --instal

B pe3ysbTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBUCHI NOSBUTCS CO3AaHHbIN CEepPBUC
KoJIleKTopa.

Resources and services > .
. Add service Refresh
Services

Status  Kind 1 Service Version Tenant FQDMN IP Address AP| port Uptime
[ Collector MS DHCP Collector Main

P70700°0727°07°07° 27°07?27°7°7?°7°7?7?77? KUMA


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/Vf2image.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/EVwimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-08/Sa0image.png

Ina yCTaHOBKU CepBuCa KOJIEKTOPa HE0OBX0ANMO MOAKIIHYUTLCA K KOHCOIN CepBEPa KOJIIEKTOPa
KUMA.

Ons YCTaAaHOBKW CepBMCa KOJIJIEKTOPa HeobXxoAMMO BbINOJHUTb CKOMMpPOBaHHYKO KOMaHAY.

symlink /

kuma-col

B pe3ynbTaTe cTaTyc KonnekTopa B Beb-uHTepdence KUMA namMeHNTCS Ha 3eJieHbIN.

Resources and services » 3
) Add service Refresh
Services

Status  Kind T Service Version Tenant FQDM IP Address APl port Uptime

L] Collector MS DHCP Collactor 2.0.0.306 Main test-kuma sales lab 10.68.85.125 7288 12 seconds

Ina npoBepKu NocTynsieHns cobbiTui BoibepuTe COOTBETCTBYIOLWMIA KOJIIEKTOP (rasiovka cnesa) u
Ha)KMUTe Ha KHOMKy MepenTn K coObITUAM. B OTKPbLIBLLEMCH OKHE COOLITUA NPU HaXKaTun Ha
3HAYOK Nynbl AO/HKHbI N0ABUTLCA cobbITA DHCP cepsepa.
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