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- 4663(S): An attempt was made to access an object.

- 4656(S, F): A handle to an object was requested.
- 4658(S): The handle to an object was closed.

- 4660(S): An object was deleted.

- 4657(S): A registry value was modified.

- 5039(-): A registry key was virtualized.

- 4670(S): Permissions on an object were changed.

s ] S
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& SELECT = FROM “events’ WHERE DeviceProduct Windows® AND DeviceHostMames=' pc-4.demo.lab’ AND DeviceEventClassID="4657° ORDER BY Timestamp DESC LIMIT 258

Timestamp 4 MName SourcellserMame DeviceHostName DestinationProces FileName DeviceCustomStri DeviceCustomStri
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TenantName

Timestamp

Name

Main

08.11.2023 11:37:09:133

A registry value was modified

EndTime

DeviceAction

08.11.2023 11:37:09:133

Existing Registry Value modified

DeviceAssetiD
DeviceEventCategory
DeviceEventClassiD
DeviceHostName
DeviceNtDomain
DeviceProduct

DeviceReceiptTime

DeviceTimeZone
DeviceVendor

SourceAccountlD
SourceAssetiD

SourceHostName
SourceNtDomain
SourceProcessName

SourceUserlD

PC-4
Microsoft-Windows-Security-Auditing
4657

pc-4.demo.lab
DEMO.LAB

Windows

08.11.2023 11:43:26:756
+03:00

Microsoft

bob dylan

XDR-KSC

xdr-ksc.demo lab
DEMO.LAB

Advapi

§-1-5-21-2175569601-655194666-3432137315-11

05
SourcelserName bob
DestinationHostName localhost.demo.lab

DestinationNtDomain

DestinationProcessName

DEMO.LAB

C:\Windows\regedit exe

DestinationUserlD

Revision #1

Created 2023-11-09 09:57:46 UTC by Koala
Updated 2024-12-18 10:16:19 UTC by Koala

0x493e0ca

DestinationUserName

DestinationUserPrivileges

DeviceCustomIPv6Address
2label

DeviceCustornNumberl

DeviceCustormNumberlla
bel

DeviceCustomString3

DeviceCustomString3Label

5-1-5-21-2175569601-655194666-3432137315-11
14

SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SelmpersonatePrivilege
SeDelegateSessionUserimpersonatePrivilege

Source IPv6 Address

LogonType

0x5300

Process ID

DeviceCustomString4

DeviceCustomString4Label

bitps dyandexsu

New Value

DeviceCustomString5

DeviceCustomStringSLabel

bitps.//genglecarn

CldValue

DeviceCustomString6

DeviceCustomString6Label

Default_Page_URL

Object Value Name

Service WMI-Collector (TCP/5550)
ExternallD 1469905
FilelD 0x358
IFileName \REGISTRY\MACHINE\SOFTWARE\Microsoft\Intern l
et Explorer\Main
FlexStringl 0x493e0ca
FlexStringlLabel Destination Logon ID
Type Base


https://kb.kuma-community.ru/uploads/images/gallery/2023-11/Xraimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-11/dHFimage.png

