MOHUTOPUHI KJII0OYeN
peecTtpa Windows

Ona MoHMTOpUHra kntoyen peectpa B KUMA MOXHO MCMOAb30BaTb CTaHAApPTHble MeXaHWU3Mbl
ayanta Windows. 1515 3TOro Heobxo4nMo HaCTPOUTb paCLUIMPEHHbIN ayANT Ha AOCTYMN K peecTpy u
onpenennTb pasfenbl, onepauum C KAKYaMU KOTOPbIX HeobXoOAMMO MOHUTOPUTL. [aHHble
HaCTPOMKM MOryT OblTb BbIMOJHEHbI JIOKaJlbHO Ha CepBepe, a TakXe 3afaHbl C MOMOLLbIO
rPyrnnoBOW MOJINTUKK. B cTaTbe HMXKe ByaeT pacCKa3aHo O JIOKaJlbHbIX HACTPOMKaX.

HacTpoka NoNNTUKM ayaonuTa

3aI'IyCTVITe cmd.exe u3-nopg yLIETHOVI 3arnncum AJJ,MVIHVICTpaTOpa n BbIMNOJIHNUTE CJieayrLulyro
KOMaHL4Y:

auditpol /set /subcategory:"PeecTp" /success:enable /failure:enable

Opyrum BapnaHTOM SBASIETCA BHECEHNE N3MEHEHWUI B JIOKAJIbHYIO NOANTUKY 6e3onacHoCTU. YTobbl
BbIMOJIHNTL €ro, OTKpouTe pepakTop JlokanbHOM noanTukm 6es3onacHOCTU W nepenguTte B
"MapameTpbl 6e3onacHocTN" - "KoHurypaums pacliMpeHHON NOANTUKK ayauTta" - "MoanTuku
ayauTa cuctembl" - "O6BbEKT NOKaIbHOW FPynnoBON NOANTUKKN" - "[ocTyn K o6bekTam".
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Moaxateropua

L5t AyanT cobbiTnid, cozpaBaeMbIX NPUACKEHHUAMM
0] Ayaut cayx6 ceptrdukaunm

5] AyanT ceeaenmii o6 oblwem daiinosom pecypce
5% Ayut oBuwero daiinosoro pecypca

1o AyauT aiinosoil cucTemsl

12 AyAMT NOAKNKOUEHWA MAATHOPMbI PUALTPALMHK
5] AyanT OTEpackiBaHNA NakeTos NAaTGOPMOii GUALT..
515 AyauT paboTbi ¢ geckpunTopamu

1) Ayaut oBbexTo aapa

L AyAWT ApYrvX coBbITWid JocTyna Kk obbekTam
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HacTpolika ayouTa pa3gesa peectpa

OTKponTe oCHacTKy "PenakTop peecTpa" n nepengnte K pasgeny, ayanT KOoToporo Heobxognmo

HaCTPOUTDb
m Penaktop peectpa — m X
Dann [lpaeka Bwua Vzbpandoe Cnpaeka
Komnsrotep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main
' Low Rights | Mma Tun 3HaueHuWe 2
Main .f{!‘](l’lo YMOAYAHWID) REG_SZ (3HayeHMe He MPUCBOEHO)
Migration %%\ Anchor_Visitation_Horizon ~ REG_BINARY 0100 00 00
NavigatorPluginsList 24| ApplicationTilelmmersiveA.. REG_DWORD 0x00000001 (1)
Elgugins .\-g'g%]AssociationActivationMode REG_DWORD 0x00000000 (0)
ProtocolExecute .ﬁg]AutoHide REG.SZ yes
Registration .f-’g'g't]Cache_Percent_of_Disk REG_BINARY 0a 00 00 00
SearchScopes f{E{]Default_Page_URL REG_S7 https://yandex.ru
Security ab|Default_Search_URL REG_SZ http://go.microsoft.com/fwlink/?Linkld=54896
Styles 2b|Default_Secondary_Page_U.. REG_MULTI_SZ "
Transitions v ||<] >

Ha>xmuTe NMKM Ha Hy>XHOM pa3gene v BbibepnTe NyHKT Pa3pelueHus

ﬁ PepakTop peectpa

Main [Mpaeka Bwa W3bpaHHoe Cnpaeka

Komnetotep\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Internet Exploreri\M
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Paspewenws ana rpynnel "Main” x

BezonacHoOCTE

Epyl’ll’lhl WK NONBZ0BATETA:

[ BCE MAKETHI MPMINOXEHIAM ~

5-1-15-3-1024-1065365936-1281604 716-3511738428-1654 72168

£R CO30ATENL-BNANENEL
ER CUCTEMA
ER AnmuHmcTpaTtopel (PC-4\AOMUHMETpaTOpSI) b4
< >
NoEaBnTh... YaoanuTte
Pazpewenwna ana rpynne "BCE
MNAKETRI MPUNOXEHWIA" PazpewnTte 3anpeTuTe
MonHeR oocTyn ] ]
Hrenune ]

OcoBble paspelweHns

YTo6Ll 3808Th OCOBLIE pASPEWEeHMA WU
napaMeTphl, HEXMHUTE KHOMKY
"MononHMTensHO".

HononHWTeNEHOD

OTtMeHa MpyUMeHTE

B HOBOM OKHe nepenaunTe Ha BKknaaky "Ayant" n nobasbTe Heobxoagnmoe npaBusIo ayanTa
pa3faena. B naHHOM npuMepe HaCTPOEH ayauT MOJIHOMO AOCTYMa BCexX CYyObeKTOB K TeKyLLeMY
pa3fesny n BCeM ero rnogpasgesam.

[llononHuTensHble NapameTpsl besonacHocT ana “Main”

Bnzaenew; CACTEMA  M3menuts
Paspewenua Ayt [ledcTytoWme Npaga 40CTyNa

[LnA NoAYYEeHWA A0NOAHMTENLHLIX CBEEHMIA ABAKAL! LEAKHWUTE 3aMWUch ayauTa. YTo6bl M3MEeHUTL 3aM1ch ayauTa, BblAeNUTe ee M HaXMuTe
kKHOMKY "M3meHuTs" (ecnn oHa A0CTyNHa).

JNeMeHTEl ayauTa:

Tun Cybbext foctyn ¥HacneaosaHo oT MpUMEHAETCA K
B Bce Bce MonnHew goctyn Her 3TOT pasden v ero Noapasaensi
NobaenTe Yaanute MpocmoTpeTs

OTkNKOUEHWE HacNedoBaHMA

D 3ameHUTs BCe 3anMCK AOUEPHEro 06bLeKTa ayaAnTa Ha 3anuck, Hacnelyemsle OT 3Toro 06bLeKTa

OtmeHa [Npr¥MeHHTb

MNpUMeHNTE BbIMOJHEHHbIE HACTPOMKMN.
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Pe3ynbTaT

B pe3ynbTaTe BbINOJIHEHHbIX HACTPOEK B XXypHane 6e3onacHocTu (security) Windows 6yayT
NOABAATLCA COOLITUA B 3aBUCMMOCTU OT HAaCTPOEHHOr 0 ayguTa.

CobbiTus, KOTOpPble MOTYT NOABNATbLCA:

- 4663(S): An attempt was made to access an object.
- 4656(S, F): A handle to an object was requested.

- 4658(S): The handle to an object was closed.

- 4660(S): An object was deleted.

- 4657(S): A registry value was modified.

- 5039(-): A reqgistry key was virtualized.

- 4670(S): Permissions on an object were changed.

Kak 3710 Bbirnagnt B KUMA (Ha npumepe cobbitna 4657):

COGb'THﬂ {3 Heobwoamate v in 24

E SELECT * FROM “events’ WHERE DeviceProduct “Windows® AND DeviceHostMames='pc-4.demo.lab’ AND DeviceEventClassID="4657° ORDER BY Timestamp DESC LIMIT 258

Timestamp 4 MName SourcelserName DeviceHostName DestinationProces FileName DeviceCustomStri DeviceCustomStri

08112023 113709  Aregistry value was moditied bob pe-4.demolab CiWindowsiregeditexe  \REGISTRYVMMACHINEL hittps-/yandex hitps:/igooghe.com
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TenantName

Timestamp

Name

Main
08.11.2023 11:37:09:133

A reqistry value was modified.

EndTime

DeviceAction

08112023 11:37:09:133

Existing Registry Value modified

DeviceAssetiD
DeviceEventCategery
DeviceEventClassID
DeviceHostName
DeviceNtDomain
DeviceProduct

DeviceReceiptTime

DeviceTimeZone
DeviceVendor

SourceAccountlD
SourceAssetlD

SourceHostName
SourceNtDomain
SourceProcessName

SourceUserlD

@
Microsoft-Windows-Security-Auditing
4657

pe-4.demo.lab

DEMOLAB

Windows

08.11.2023 11:43:26:756

+03:00

Microsoft

bob dylan
XDR-KSC
xdr-ksc.demo.lab

DEMO.LAB

Advapi

§-1-5-21-2175569601-655194666-3432137315-11

05
SourceUserName bob
DestinationHostName localhost demo lab

DestinationNtDomain

DestinationProcessName

DEMO.LAB

C:\Windows\regedit exe

DestinationUserID

0x493elca

DestinationUserName

DestinationUserPrivileges

DeviceCustoml|Pv6Address
2Label

DeviceCustomNumberl

DeviceCustomNumberlla
bel

DeviceCustomString3

DeviceCustomString3Label

5-1-5-21-2175569601-655194666-3432137315-11
14

SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SelmpersonatePrivilege
SeDelegateSessionUserimpersonatePrivilege

Source IPv6 Address

LogonType

0x5300

Process ID

DeviceCustomString4

DeviceCustomString4Label

bitpgdyandexru

New Value

DeviceCustomsStrings

DeviceCustomStringSLabel

hitps//geaglecen

OldValue

DeviceCustomStringé

DeviceCustomString6Label

Default_Page_URL

Object Value Name

Service WMI-Collector (TCP/S5550)

ExternallD 1465905

FilelD 0x358

FileName \REGISTRYAMACHINE\SOFTWARE\Microsoft\Intern
et Explorer\Main

FlexStringl 0x493e0ca

FlexStringlLabel Destination Logon 1D

Type Base
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