
??? ??????????? ?????? ??????? ? KUMA ????? ???????????? ??????????? ????????? ??????

Windows. ??? ????? ?????????? ????????? ??????????? ????? ?? ?????? ? ??????? ? ??????????

???????, ???????? ? ??????? ??????? ?????????? ??????????. ?????? ????????? ????? ????

????????? ???????? ?? ???????, ? ????? ?????? ? ??????? ????????? ????????. ? ?????? ????

????? ?????????? ? ????????? ??????????.

????????? cmd.exe ??-??? ??????? ?????? ?????????????? ? ????????? ????????? ???????:

?????? ????????? ???????? ???????? ????????? ? ????????? ???????? ????????????. ?????

????????? ???, ???????? ???????? ????????? ???????? ???????????? ? ????????? ? "?????????

????????????" - "???????????? ??????????? ???????? ??????" - "???????? ?????? ???????" - "

?????? ????????? ????????? ????????" - "?????? ? ????????".

???????? ???????????? "????? ???????" ? ????????? ??????????? ????????

Мониторинг ключей реестра Windows

Настройка политики аудита

auditpol /set /subcategory:"??????" /success:enable /failure:enable

https://kb.kuma-community.ru/uploads/images/gallery/2023-11/7M9image.png


???????? ???????? "???????? ???????" ? ????????? ? ???????, ????? ???????? ??????????

?????????

??????? ??? ?? ?????? ??????? ? ???????? ????? ??????????

Настройка аудита раздела реестра
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? ??????????? ???? ??????? ?? ?????? "?????????????"

? ????? ???? ????????? ?? ??????? "?????" ? ???????? ??????????? ??????? ?????? ???????. ?

?????? ??????? ???????? ????? ??????? ??????? ???? ????????? ? ???????? ??????? ? ???? ???

???????????.
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????????? ??????????? ?????????.

? ?????????? ??????????? ???????? ? ??????? ???????????? (security) Windows ?????

?????????? ??????? ? ??????????? ?? ???????????? ??????. 

???????, ??????? ????? ??????????:

- 4663(S): An attempt was made to access an object.

- 4656(S, F): A handle to an object was requested.

- 4658(S): The handle to an object was closed.

- 4660(S): An object was deleted.

- 4657(S): A registry value was modified.

- 5039(-): A registry key was virtualized.

- 4670(S): Permissions on an object were changed.

??? ??? ???????? ? KUMA (?? ??????? ??????? 4657):

Результат
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