Kubernetes (k8s) via
webhook

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unn community KUMA n HE aBnseTcsa ouumanbHON peKkoMeHaaumnem BeHgopa.

[OaHHbIN crocob aBNsSieTCHA SKCNepuMeHTaslbHbIM. PekoMmeHayeMbIi cnocob npueeneH B

ctatbe k8s via rsyslog

ObLee

HacTpoika noruposaHua Kubernetes (k8s) BbinonHaeTca nytem moandgukaumm kube-apiserver.

MonpobHoe onucaHne mexaHusmMa ayanta k8s npmeeneHo Ha ounumanbHOM cauTe. [laHHas

MHCTPYKLUWMA NpeaHa3Ha4YeHa OnA HaCTpOVIKI/I ayanTa k8s ons nocne,uyrou_lelh rnepegadnm sioros B
KUMA.

HacTponka k8s

1. Heobxoammo noakn4nTbCca K Hoae k8s ¢ ponbto control plane

2. Ha Hooe co3naem OMpeKkToputo, Kyaa byaeT nomelieHa noamMTrMKa ayanTta

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHOM AnpeKkTopumn co3ngaem ana C NONTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocoboMm. ComeprxmmMmoe daia MOXKET BapbUPOBaTbLCA OT LieNen
JIOrPOBaHUSA, HUXXe NMpuBeaeH NpuMep NOJNTUKK C oPULIMaNbHOro canTa.

byabTe BHUMaTENbHbI, KOHpUrypaumnn B k8s Kak npaBuo 3agatoTca B Buae anaos YAML,
KOTOpble YyYBCTBUTE/IbHbI K OTCTYNaMm. Bannanpynte gannbl nepes nx npuMeHeHneM Bo
n3bexxaHve owmnboK.


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kubernetes-k8s-via-rsyslog

Mpumep nonutukm ayaurta k8s

apiVersion: audit.k8s.io/vl # This is required.

kind: Policy

# Don't generate audit events for all requests in RequestReceived stage.

omitStages:

"RequestReceived"

rules:

#

Log pod changes at RequestResponse level

level: RequestResponse

resources:

- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]

Log "pods/log", "pods/status" at Metadata level

level: Metadata

resources:

- group:

resources: ["pods/log", "pods/status"]

Don't log requests to a configmap called "controller-leader"
level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

Don't log watch requests by the "system:kube-proxy" on endpoints or services
level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

Don't log authenticated requests to certain non-resource URL paths.
level: None

userGroups: ["system:authenticated"]



nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:

- group: # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: "" # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

"RequestReceived"

4. B 3TOW Ke gupekTopumn colgaemM ann /etc/kubernetes/audit/audit-webhook.yaml nt06bIM
yO06HbIM cnocobom. Mpumep cogep>XMmMoro gania npmeseneH HuUxe:

apiVersion: vl
kind: Config
preferences: {}

clusters:



- name: kube-auditing
cluster:
server: http://10.10.10.10:7777/1input
users: []
contexts:
- name: default-context
context:
cluster: kube-auditing

user:

current-context: default-context
Foe 10.10.10.10 - agpec konnektopa KUMA, a 7777 - nopT KosnekTopa. Bce npoyne napameTpsbl

N3 NpUMepa MOXKHO OCTaBNATbL 6e3 n3MeHeHunin.5. [lanee co3gaemM OUPEKTOPUIO, B KOTopyto byayT
3anucaHbl 1orv ayamTa k8s

5. Nanee Heobxoammo byaeT BHECTU N3MEHEHUS B KOHuUrypauuto noga kube-apiserver. lNepen
3TUM HaCTOATENIbHO PEKOMEHAYETCA CAeaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepnyloulen KOMaHAoM 13 Ballen paboyen oupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml .

6. BHocnM namMeHeHue B kube-apiserver C NOMOLbO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B ceKuuUmn spec.containers.command yKa3biBaeMm cnenywouimne gpnaru, cobnonas oTcTynbl:

- --audit-webhook-config-file=/etc/kubernetes/audit/audit-webhook.yaml
- --audit-webhook-mode=batch

- --audit-webhook-batch-max-size=1

0e /etc/kubernetes/audit/audit-policy.yaml - MyTb K MOJINTUKE ayguTa.

HacTtpomnka cekuum spec.containers.command



ommand:
kube apiserver
—advertise-:
——allow-priJLleged—t|
—authorization-mode=Node,RBAC
—client-ca-file=/etc/kubernetes/pki/ca.crt
—enable 1ssion-plugins=NodeRestriction
-—enable-bootstrap-token-auth=true
—etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt
—etcd-certfile=/etc/kubernetes/pki/apiserver-etcd-client.crt
—etcd-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
—etcd-servers=https://127.0.0.1:2379
—kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubelet-client.crt
—kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key
—kubelet-preferred-address-types=InternalIP,External IP,Hostname
-——proxy-client-cert- TLle—fetcikubernetesfpklifront proxy-client.crt
—proxy-client-key-file=/etc/kubernetes/pki/front-proxy-client.key
—requestheader-allowed-names=front-proxy-client
—requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca.crt
——quHPHTthHPF extra-headers-prefix=X-Remote-Extra-

Hp-th er —X-Remote-Group

kuherneteq default qvc.cluster.local

jetc!kuhernetequklfqa key
:luafer-1p ranqv__u 0/12
—tls-cert- file=/etc/kubernetes/pki/apiserver.crt
—tls-priate-key-file=/etc/kubernetes/pki/apiserver.key
——dud1T -policy-Tile=/etc/kubernetes/audit/audit-policy.yaml
J k-config-file=/etc/kubernetes/audit/aud1t-webhook. yaml

—aud1 ‘I’ -webhook-mode=batch
aud1t-webhook-batch-max-si1ze=1
wnage: registry.k8s.1o/kube-apiserver:vl.31.1

9. llanee B TOM e halsie co3aeM COOTBETCTBYOLWMA TOM U TOYKY MOHTUPOBAHUS AN NMOJNTUK

10. B cekuunto volumes pobasnsiem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate

name: k8s-audit

30ecb /etc/kubernetes/audit/ - MyTb K OUPEKTOPUU C MOJINTUKON ayanTa n HacTpomnkamm webhook

Hactpomnka cekuum volumes



volumes:
- hostPath:
path: /etc/ssl/certs
type: DirectoryOrCreate
name: ca-certs
hostPath:
path: /etc/ca-certificates
rype: DirectoryOrCreate
name: etc-ca-certificates
hostPath:
path: /etc/kubernetes/pk1
ype: DirectoryOrCreate
k8s-certs

type: DirectoryOrCreate
name: usr-local-share-ca-certificates
hostPath:
path: fusr/share/ca-certificates
type: DirectoryOrCreate
name: usr-share-ca-certificates

nostracn:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate
~ name: k8s-audit
Btatus: {}

11. B cekuuto volumeMounts pobasnsem crepyrowee cobnogas oTCTynbl:
- mountPath: /etc/kubernetes/audit/

name: k8s-audit

readOnly: true

HacTtpomnka cekuumn volumeMounts



0 lumeMounts:
mountPath: fetc/ssl/certs
1 1 ca-certs
IOnly: true
intPath: fetc/ca-certificates
»: etc-ca-certificates
eadOnly: true
mountPath: fetc/kubernetes/pktil
1ame: k8s-certs

mountPath: /fusr/local/share/ca-certificates

»: usr-Llocal-share-ca-certificates
I0nly: true

intPath: fusr/share/ca-certificates
1 usr-share-ca-certificates
I0nly: true

intPath: /etc/kubernetes/audit/
1 k8s-audit

12. CoxpaHsieM BCe BHeCEHHble B (hall NU3MHEHMS.

T.K. Bblna m3MeHeHa KoHdurypauums kube-apiserver, To nog bynoeTr nepeco3faH, 4TO MOXeET
notpeboBaTb MpUMEpPHO A0 1 MUHYTbl BpeMeHW. Ecnn noj He CMOr noaHATbCA, Heobxopmmo
NPOBEPUTb BCE BHECEHHbIE U3MEHEHUS Ha npeaMeT OWNBOK 1 0MnevyaToK, a TakXe U3YyYUTb J1Iorun
no NyTn /var/log/pods/

HacTpounka konsiektopa KUMA

Mocne Toro Kak napamMeTpbl Mepeaayn cobbiTUN HAaCTPOeHbI, TpebyeTcsa co3aaTh KOMNEKTOP B Be6-
nHtepgence KUMA gna cobbliTmin k8s .

1. Ha ware TpaHCNOPT yKaXXuTe Tun 1 NopT B COOTBETCTBUN C HACTPOMNKaMN Ha CTOPOHe
Kubernetes ( audit-webhook.yaml) .

2. Ha ware NMapcuHr cobbiTuin Boibepnte HopMmanmsaTop k8s via webhook.

3. Ha ware MapwpyTuM3aumsa npoeepbTe, 4TO B HAbOp pecypcoB KossiekTopa AobaBneHbl
cnenyoume ToOYKN Ha3HavYeHns:

- XpaHunuwe. [1na otrnpaBkn o6paboTaHHbIX COOLITUI B XpaHUULLE.
- KoppensaTtop. na otnpaskn o6paboTaHHbIX COOLITUI B KOPPeNaTop.
Ecnm To4yku Ha3HavyeHna Xpauunuwe 1 Koppensatop He fgobassieHbl, co3ganTe uX.



4. Ha ware NMpoBepkKa napaMeTpoB Ha)xMnTe CoxpaHUTb U co3a4aTb CepPBUC.

5. CkonnpynTe NosaBMBLLYIOCA KOMaHAY 019 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbIJIKN

MakeT kKoHTeHTa anga k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

JokyMeHTaumnsa no HacTporke ayaunTa k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/
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