Kubernetes (k8s) via webhook

NHdopMaumrs, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnsieTca ohuumasibHOW peKoMeHaumen seHaopa.

HaHHbIN criocob sBnsieTcs SKCNnepunMeHTaJibHbIM. PeKOMeHﬂ,yeMbII?'I criocob rnpuBeneH B

ctaTbe k8s via rsyslog

?77?777

HacTpoika normpoBaHunga Kubernetes (k8s) BbinonHsaeTca nytem moandukaumm kube-apiserver.

MoapobHoe onncaHne MmexaHusma ayanTa k8s npueesieHo Ha ouLInanbLHOM cauTe. [laHHas
NHCTPYKLUNA NpeiHa3Ha4YeHa a9 HacTPOoMKKn ayamTa k8s nna nocnenytoLlen nepenayn ioros B
KUMA.

??7?7?7?7?7?7?7? k8s
1. Heobxoanmo noakn4nThCca K Hoae k8s ¢ ponbto control plane

2. Ha Hooe co3fnaem OMpeKkToputo, Kyaa byaeT nomeleHa noamMTrMKa ayanTta

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHON AnpeKkTopumn cosgaem ala C NONTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbeiM cnocobom. Coneprxmmoe hania MOXKET BapbMpPOBaTLCA OT Lenen
JNIOTMPOBAHUSA, HUXKE NpuBeaeH NpuMep NOJNTUKK C oPrLManbHOro canTa.

byabTe BHMMaTENbHbI, KOHpUrypauun B k8s Kak npaBuo 3agatoTca B Buae anaos YAML,
KOTOpble YyBCTBUTE/IbHbI K OTCTyNaMm. Bannanpynte dannbl nepes nx npuMeHeHneM Bo
n3bexxaHve owmnboK.

MpuMmep nonuTuku ayputa k8s


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kubernetes-k8s-via-rsyslog

apiVersion: audit.k8s.io/vl # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
"RequestReceived"
rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

"/api*" # Wildcard matching.



"/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: "" # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

- "RequestReceived"

4. B 3TON e AupeKkTopumn colgaeM ann /etc/kubernetes/audit/audit-webhook.yaml st06bIM
ya06HbIM criocobom. MpuMep comepXMmoro danna NpuBeneH HUXE:

apiVersion: vl

kind: Config
preferences: {}
clusters:

- name: kube-auditing

cluster:



server: http://10.10.10.10:7777/input
users: []
contexts:
- name: default-context
context:
cluster: kube-auditing

user:

current-context: default-context
Foe 10.10.10.10 - agpec kosiekTopa KUMA, a 7777 - nopT KoJilekTopa. Bce npo4vne napameTpsl

N3 NpMuMepa MOXXHO 0CTaBNATb 6e3 nsmeHeHWn.5. [lanee co3gaem AMPEKTOPULD, B KOTOpPYLo ByayT
3anmcaHbl 1orn ayauTa k8s

5. lanee Heobxoammo byaeT BHECTU U3MEHEHMUSA B KOHUrypauuto noga kube-apiserver. lNepen
3TUM HaCTOATESIbHO PEKOMEHAYETCS CAeNaTh Pe3epPBHY KOMMIO KOHUrypauum, Hanpumep,
crefylouwen KoMmaHaom n3 Bawen pabovyen aupekTopun:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHoCuM nameHeHune B kube-apiserver ¢ noMoLlbo KOMaHabI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B cekumm spec.containers.command YyKa3blBaeM cnegyouwime dnaru, cobnogas oTcTynbl:

- --audit-webhook-config-file=/etc/kubernetes/audit/audit-webhook.yaml
- --audit-webhook-mode=batch

- --audit-webhook-batch-max-size=1

Foe /etc/kubernetes/audit/audit-policy.yaml - MyTb K NOJINTUKE ayauTa.

HacTtpomnka cekuum spec.containers.command



ommand:
kube apiserver
—advertise-:
——allow-priJLleged—t|
—authorization-mode=Node,RBAC
—client-ca-file=/etc/kubernetes/pki/ca.crt
—enable 1ssion-plugins=NodeRestriction
-—enable-bootstrap-token-auth=true
—etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt
—etcd-certfile=/etc/kubernetes/pki/apiserver-etcd-client.crt
—etcd-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
—etcd-servers=https://127.0.0.1:2379
—kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubelet-client.crt
—kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key
—kubelet-preferred-address-types=InternalIP,External IP,Hostname
-——proxy-client-cert- TLle—fetcikubernetesfpklifront proxy-client.crt
—proxy-client-key-file=/etc/kubernetes/pki/front-proxy-client.key
—requestheader-allowed-names=front-proxy-client
—requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca.crt
——quHPHTthHPF extra-headers-prefix=X-Remote-Extra-

Hp-th er —X-Remote-Group

kuherneteq default qvc.cluster.local

jetc!kuhernetequklfqa key
:luafer-1p ranqv__u 0/12
—tls-cert- file=/etc/kubernetes/pki/apiserver.crt
—tls-priate-key-file=/etc/kubernetes/pki/apiserver.key
——dud1T -policy-Tile=/etc/kubernetes/audit/audit-policy.yaml
J k-config-file=/etc/kubernetes/audit/aud1t-webhook. yaml

—aud1 ‘I’ -webhook-mode=batch
aud1t-webhook-batch-max-si1ze=1
wnage: registry.k8s.1o/kube-apiserver:vl.31.1

9. llanee B TOM e halsie co3aeM COOTBETCTBYOLWMA TOM U TOYKY MOHTUPOBAHUS AN NMOJNTUK

10. B cekuunto volumes pobasnsiem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate

name: k8s-audit

30ecb /etc/kubernetes/audit/ - MyTb K OUPEKTOPUU C MOJINTUKON ayanTa n HacTpomnkamm webhook

Hactpomnka cekuum volumes



volumes:
- hostPath:
path: /etc/ssl/certs
type: DirectoryOrCreate
name: ca-certs
hostPath:
path: /etc/ca-certificates
rype: DirectoryOrCreate
name: etc-ca-certificates
hostPath:
path: /etc/kubernetes/pk1
ype: DirectoryOrCreate
k8s-certs

type: DirectoryOrCreate
name: usr-local-share-ca-certificates
hostPath:
path: fusr/share/ca-certificates
type: DirectoryOrCreate
name: usr-share-ca-certificates

nostracn:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate
~ name: k8s-audit
Btatus: {}

11. B cekuuto volumeMounts pobasnsem crepyrowee cobnogas oTCTynbl:
- mountPath: /etc/kubernetes/audit/

name: k8s-audit

readOnly: true

HacTtpomnka cekuumn volumeMounts



0 lumeMounts:
mountPath: fetc/ssl/certs
1 1 ca-certs
IOnly: true
intPath: fetc/ca-certificates
»: etc-ca-certificates
eadOnly: true
mountPath: fetc/kubernetes/pktil
1ame: k8s-certs

mountPath: /fusr/local/share/ca-certificates

»: usr-Llocal-share-ca-certificates
I0nly: true

intPath: fusr/share/ca-certificates
1 usr-share-ca-certificates
I0nly: true

intPath: /etc/kubernetes/audit/
1 k8s-audit

12. CoxpaHsieM BCe BHeCEHHble B (hall NU3MHEHMS.

T.K. Bblna m3MeHeHa KoHdurypauums kube-apiserver, To nog bynoeTr nepeco3faH, 4TO MOXeET
notpeboBaTb MpUMEpPHO A0 1 MUHYTbl BpeMeHW. Ecnn noj He CMOr noaHATbCA, Heobxopmmo
NPOBEPUTb BCE BHECEHHbIE U3MEHEHUS Ha npeaMeT OWNBOK 1 0MnevyaToK, a TakXe U3YyYUTb J1Iorun
no NyTn /var/log/pods/

P70 ?2°07?7°7°7?°77?7?77? KUMA

Mocne Toro Kak mapamMmeTpbl Mepegayn cobbiTUN HAaCTpPOoeHbl, TpebyeTcsa co3aaTh KONEKTOP B Be6-
nutepgence KUMA gns cobbiTnm k8s .

1. Ha ware TpaHCNOPT YKa>KnTe TUM 1 NOpT B COOTBETCTBUMU C HACTPOMKaMN Ha CTOPOHE
Kubernetes ( audit-webhook.yaml) .

2. Ha ware MapcuHr cobbituinn Boibepute HopMmann3saTop k8s via webhook.

3. Ha ware MapwpyTuM3auusa npoeepbTe, 4TO B HABOp pecypcoB KossiekTopa AobaBneHbl
cnepyolme TOYKM Ha3HaYeHus:

- XpaHunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHWUIINLLE.
- KoppensaTtop. [na otnpaBkn 06paboTaHHbIX COBLITUIA B KOppenaTop.
Ecnm To4ykun HasHavyeHna XpaHuumnuwe 1 Koppenatop He gobaBnieHbl, CO3aanTe ux.

4, Ha ware MpoBepkKa napaMeTpoB Ha)xMnTe CoXpaHUTb U co3a4aTb CepPBUC.



5. CkonnpynTe NosSBMBLLYIOCA KOMaHAY 0719 YCTaHOBKKU KosiiekTopa KUMA.

PPV 007070707

MakeT KoHTeHTa ana k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokyMeHTaumnsa no HacTponke ayanTta k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/
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