Kubernetes (k8s) via Rsyslog

NHdopMauuvs, npuBedeHHas Ha AaHHOW CTpaHuLEe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

ObLee

HacTponka norunposaHusa Kubernetes (k8s) BbinonHsaeTca nyTeM moandukaynm kube-apiserver.

MoanpobHoe onucaHmne MmexaHnsMa ayamnTa k8s npmeeneHo Ha ounumanbHOM cauTe. [laHHas
WHCTPYKUMA NnpegHa3HavyeHa a8 HacTponku ayauTa k8s ong nocnegyowen nepenaym Joros B
KUMA.

HacTponka k8s

1. Heobxoanmo noakn4nTbCca K Hoae k8s ¢ ponbto control plane

2. Ha Hopge co3pgaem aupekTopuio, Kyaa byaeT noMelleHa noanTuka ayanTa

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHOM anpekTopumn co3gaem dans C NoOJMTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocobom. Coneprxmmoe dania MOXKET BapbMpPOBaThLCA OT LieNen
NOrMPOBAHUSA, HMXXE NpuBeaeH Nnpumep noJMTUKK € ohuumanbHOro canTa.

bynbTe BHUMaTEeNbHbI, KOHpUrypauum B k8s Kak npaBuso 3agatoTca B Buge anaos YAML,
KOTOpble YYBCTBUTEJIbHbLI K OTCTYNaM. Banngnpynte dainbl nepen nx npuMeHeEHUEM BO
n3bexxaHme ownbOK.

Mpumep nonutukm ayaurta k8s

apiVersion: audit.k8s.io/vl # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.

omitStages:


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

- "RequestReceived"
rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None
userGroups: ["system:authenticated"]
nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.

- level: Request



resources:
- group: "" # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata

resources:
- group: "" # core API group
resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

"RequestReceived"

4. lanee co3faeM AUPEKTOPUIO, B KOTOpYto ByayT 3anmcaHbl orun aygmTa k8s

sudo mkdir -p /var/log/kubernetes/audit/
5. Nanee Heobxoammo byaeT BHECTU M3MEHEHUS B KOHuUrypauuto noga kube-apiserver. lNepeg

3TUM HaCTOATENIbHO PEKOMEHAYeTCA CAesliaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepyloulen KOMaHAoOM 13 Balwen paboyven gupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHocnm nameHeHue B kube-apiserver C NOMOLLbIO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml



7. B cekuunn spec.containers.command YKa3blBaeM crnegytouime dpnaaru, cobnaogas oTCcTynbl:

- --audit-policy-file=/etc/kubernetes/audit/audit-policy.yaml
- --audit-log-path=/var/log/kubernetes/audit/audit.log

oe /etc/kubernetes/audit/audit-policy.yaml - MyTb K NOJINTUKE ayguTa, a
/var/log/kubernetes/audit/audit.log - NyTb K pansy oa4 3anunciu JI0ros.

8. [lonosHNTEeNIbHO MOXHO onpenennTb apyrme rnmapaMeTpbl IOrMpoBaHWA, TaKNe KakK pa3Mep

hanna noroeB 1 Konm4ecTso annos (NoapobHoe onncaHne NapaMeTPoOB MOXKHO HANTU TYT):

- --audit-log-maxsize=500

- --audit-log-maxbackup=3

HacTpo#ka cekuum spec.containers.command

c.cluster.local



https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#log-backend

9. [lanee B TOM »xe calinie co3aaeM COOTBETCTBYOLWME TOMA N TOYKN MOHTUPOBAHUS ANA
NOJINTUKM N ONPEKTOPUN OS5I XPaHEHUSA JIOFOB

10. B cekuunto volumes pobasnsem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/audit-policy.yaml
type: File
name: audit
- hostPath:
path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

name: audit-log

340ecb /etc/kubernetes/audit/audit-policy.yaml - NyTb K MOJUTUKE ayaouTa, a
/var/log/kubernetes/audit/audit.log - MyTb K palny 475 3anNmMcKu s10roB.

HacTtpouka cekuum volumes
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11. B cekuuto volumeMounts mobasnsem crepytoliee cobntogas oTCTyMbl:

- mountPath: /etc/kubernetes/audit/audit-policy.yaml
name: audit
readOnly: true

- mountPath: /var/log/kubernetes/audit/
name: audit-log

readOnly: false

Hactpomnka cekuum volumeMounts
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12. CoxpaHsieM BCe BHeCEHHble B halal N3MHEHUS.
T.K. 6blna n3meHeHa KoHpurypaumnsa kube-apiserver, To noa 6byneT nepeco3faH, 4To MOXeT
noTpeboBaTb NpuMepHO A0 1 MUHYTbI BpeMeHun. Ecnn noa He cMOr NOAHATLCSA, HE0BX0ANUMO

MPOBEPUTb BCE BHECEHHbIE U3MEHEHUNSA Ha NpeaMeT oWnBOK 1N onevyaToK, a TakKXXe U3YUYnUTb JIorn
no nyTwn /var/log/pods/

Ecnu Bce 6b1s10 coenaHo npaBuibHO, To nog kube-apiserver nogHMMeTCA 1 B AMPEKTOPUN
/var/log/kubernetes/audit/ nossuTca dann audit.log n Ha4YHET HaMONHATBLCA Nnoramm k8s.

HacTpounka Rsyslog

HacTponkn HM>xe npuBeneHsl anasa deb-cucrtem.

1. YcTaHoBKa rsyslog

apt install rsyslog

2. BkntoveHune n 3anyck cny>x6bl rsyslog



systemctl enable rsyslog.service

systemctl start rsyslog.service

3. Co3aaHune hanna KoHpUrypauum oasa oTnpaBku 4epes rsyslog ganna nora k8s

nano /etc/rsyslog.d/k8s.conf

MpumMmep copep>xmmoro dansa c otnpaskonm no TCP:

$ModLoad imfile

$InputFileName /var/log/kubernetes/audit/audit.log
$InputFileTag tag k8s log:

$InputFileStateFile k8s log

$InputFileSeverity info

$InputFileFacility localé

$InputRunFileMonitor

local6.* @@10.10.10.10:7777

Foe 10.10.10.10 - agpec konnektopa KUMA, 7777 - nopT KonnekTopa KUMA

Ons oTnpaBku cobbiTuin no npotokoay UDP nocnefHIo CTPOYKY C/leayeT 3aMeHUTb Ha:

local6.* @10.10.10.10:7777

4. MNocne coxpaHeHUsa N3MeHeHUN B hansie HeobxoaMMo nepesanycTuTb cepBuc Rsyslog
KOMaHOoM:

systemctl restart rsyslog.service

HacTpounka konsektopa KUMA

MNMocne TOoro Kak NapameTpbl Nepenayvm CobbITUN HACTPOEHbI, TpebyeTcsa co3faTb KONEKTOp B Beb-
nutepgence KUMA gns cobbiTnin k8s .

1. Ha ware TpaHCNOPT YKa>knTte TUM 1 NoOpT B COOTBETCTBUM C HACTPOMKaMM Ha CTOPOHe
Kubernetes.

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsaTtop k8s via syslog.



3. Ha ware MapwpyTusaumsa nposepbTe, 4TO B Habop pecypcoB KoslekTopa Ao6aBsieHbl
cnegytolme TOYKN Ha3HavYeHus:

- Xpanunuwe. 1na otnpaBkn 06paboTaHHbIX COOLITUA B XpaHUNULLE.
- KoppenaTtop. [na otnpaBkn 06paboTaHHbIX COBLITUIA B KOPPENATOp.
Ecnn To4kn Ha3HavyeHns XpaHuunuwe 1 Koppenatop He gobasrieHbl, co3ganTe ux.

4. Ha ware NpoBepKa napaMeTpoB HaXxMnTe COXpaHUTb U cOo3aaTb CEPBUC.

5. CKonnpynTe NosBMBLLYIOCA KOMaHAY 0719 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbINTKN

MNakeT KoHTeHTa ana k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokyMeHTaumnsa no HacTponke ayanTta k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/

Revision #10
Created 2024-10-09 07:40:07 UTC by Koala
Updated 2024-10-24 10:07:36 UTC by Koala


https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

