Kubernetes (k8s) via Rsyslog

NHdopMaumrs, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnsieTca ohuumasibHOW peKoMeHaumen seHaopa.

?77?777

HacTpoika normposaHunsa Kubernetes (k8s) BbinonHsaeTca nytem moandpukaumm kube-apiserver.

MoapobHoe onncaHne MmexaHusma ayanTa k8s npueeseHo Ha ouLInaibLHOM cauTe. [laHHas

NHCTPYKLUNA NpeHa3HayYeHa a9 HacTPoMKKn ayamTa k8s ona nocnenytoLlen nepenayn ioros B
KUMA.

??7?7?7?7?7?7?7? k8s
1. Heobxoanmo noakn4nThCca K Hoae k8s ¢ ponbto control plane

2. Ha Hooe co3naem OMpeKToputo, Kyaa byaeT nomelweHa NoamMTrMKa ayanTa

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHON AnpeKTopumn cosngaem ala C NONNTUKOW ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6biM yoobHbeiM cnocobom. Coneprxmmoe ania MOXKET BapbMpPOBaThLCA OT Lenen
JIOrPOBaHUA, HUXe npusBeneH npuMep NOJNTUKK C opuLMaIbHOro canTa.

byabTe BHUMaTENbHbI, KOHpUrypaumnmn B k8s Kak npaBuso 3agatoTca B Buae panaos YAML,
KOTOpble YyBCTBUTE/IbHbI K OTCTyNaMm. Bannanpynte dannbl nepes nx npuMeHeHneM Bo
n3bexxaHve owmnboK.

MpuMmep nonuTuku ayputa k8s

apiVersion: audit.k8s.io/v1l # This is required.

kind: Policy

# Don't generate audit events for all requests in RequestReceived stage.
omitStages:

- "RequestReceived"


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None

resources:
- group: ""

resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None
userGroups: ["system:authenticated"]
nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.
- level: Request

resources:



- group: "" # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata

resources:
- group: "" # core API group
resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

- "RequestReceived"

4. Nlanee co3faem OUPEKTOPUIO, B KOTopyto ByayT 3anuncaHbl norm aygnta k8s

sudo mkdir -p /var/log/kubernetes/audit/
5. Nanee Heobxoammo byaeT BHECTU N3MEHEHMUS B KOHUrypauuto noga kube-apiserver. lNepen

3TUM HaCTOATENIbHO PEKOMEHAYETCA CAeaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepnytoulen KOMaHOoM U3 Ballen paboyvyen oupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHocnM namMeHeHue B kube—apiserver C NOMOLLbIO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B ceKuunmn spec.containers.command yKa3biBaem cnenywolime gpnaru, cobnonas oTcTynbl:



- --audit-policy-file=/etc/kubernetes/audit/audit-policy.yaml
- --audit-log-path=/var/log/kubernetes/audit/audit.log

Foe /etc/kubernetes/audit/audit-policy.yaml - MyTb K MOJINTUKE ayauTa, a
/var/log/kubernetes/audit/audit.log - NyTb K hanny ons 3annucm noros.

8. [lonoNHNUTENIbHO MOXKHO OMNPenennTb APYrne napamMeTpbl TOrMPOBaHUS, TakKne Kak pa3Mep

hanna noroe 1 Konm4decTso annos (mogpobHoe onncaHne NapaMeTpPoB MOXKHO HANTU TYT):

- --audit-log-maxsize=500

- --audit-log-maxbackup=3

HacTtpomnka cekuum spec.containers.command

luster.local



https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#log-backend

9. [lanee B TOM »xe calinie co3aaeM COOTBETCTBYOLWME TOMA N TOYKN MOHTUPOBAHUS ANA
NOJINTUKM N ONPEKTOPUN OS5I XPaHEHUSA JIOFOB

10. B cekuunto volumes pobasnsem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/audit-policy.yaml
type: File
name: audit
- hostPath:
path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

name: audit-log

340ecb /etc/kubernetes/audit/audit-policy.yaml - NyTb K MOJUTUKE ayaouTa, a
/var/log/kubernetes/audit/audit.log - MyTb K palny 475 3anNmMcKu s10roB.

HacTtpouka cekuum volumes
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11. B cekuuto volumeMounts mobasnsem crepytoliee cobntogas oTCTyMbl:

- mountPath: /etc/kubernetes/audit/audit-policy.yaml
name: audit
readOnly: true

- mountPath: /var/log/kubernetes/audit/
name: audit-log

readOnly: false

Hactpomnka cekuum volumeMounts
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12. CoxpaHsieM BCe BHeCEHHble B halal N3MHEHUS.
T.K. 6blna n3meHeHa KoHpurypaumnsa kube-apiserver, To noa 6byneT nepeco3faH, 4To MOXeT
noTpeboBaTb NpuMepHO A0 1 MUHYTbI BpeMeHun. Ecnn noa He cMOr NOAHATLCSA, HE0BX0ANUMO

MPOBEPUTb BCE BHECEHHbIE U3MEHEHUNSA Ha NpeaMeT oWnBOK 1N onevyaToK, a TakKXXe U3YUYnUTb JIorn
no nyTwn /var/log/pods/

Ecnu Bce 6b1s10 coenaHo npaBuibHO, To nog kube-apiserver nogHMMeTCA 1 B AMPEKTOPUN
/var/log/kubernetes/audit/ nossuTca dann audit.log n Ha4YHET HaMONHATBLCA Nnoramm k8s.

2??272??27?? Rsyslog
HacTponkun Huxe npuseneHbl ans deb-cucrem.

1. YcTaHoBKa rsyslog

apt install rsyslog

2. BkntoyeHne n 3anyck cnyxbsbl rsyslog



systemctl enable rsyslog.service

systemctl start rsyslog.service

3. Co3aaHune hanna KoHpUrypauum oasa oTnpaBku 4epes rsyslog ganna nora k8s

nano /etc/rsyslog.d/k8s.conf

MpumMmep copep>xmmoro dansa c otnpaskonm no TCP:

$ModLoad imfile

$InputFileName /var/log/kubernetes/audit/audit.log
$InputFileTag tag k8s log:

$InputFileStateFile k8s log

$InputFileSeverity info

$InputFileFacility localé

$InputRunFileMonitor

local6.* @@10.10.10.10:7777

Foe 10.10.10.10 - agpec konnektopa KUMA, 7777 - nopT KonnekTopa KUMA

Ons oTnpaBku cobbiTuin no npotokoay UDP nocnefHIo CTPOYKY C/leayeT 3aMeHUTb Ha:

local6.* @10.10.10.10:7777

4. MNocne coxpaHeHUsa N3MeHeHUN B hansie HeobxoaMMo nepesanycTuTb cepBuc Rsyslog
KOMaHOoM:

systemctl restart rsyslog.service

P92 27?2707°7°7°77?°77?7 KUMA

MNocne Toro Kak NnapameTpbl Nepefadun cobbITUM HaCTpoeHbl, TpebyeTca co3aaTbh KONNEKTop B Be6-
nHTepgence KUMA gna cobblTuin k8s .

1. Ha ware TpaHCNOPT yKa>XnTe Tl 1 NopT B COOTBETCTBUN C HACTPOMKaMn Ha CTOPOHE
Kubernetes.

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsaTop k8s via syslog.

3. Ha ware MapwpyTusaumsa nposepbTe, 4T0 B Habop pecypcoB KoslekTopa Ao6aBieHbl
cnenyloline TOYKN Ha3HaAYeHUs:



- XpaHunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHUIINLLE.
- Koppensatop. na oTnpaBkn obpaboTaHHbIX COBLITUI B KOPPENAaTop.
Ecnm To4kun Ha3sHavyeHna Xpauunuwe 1 Koppenatop He gobassieHbl, CO30anTe UX.

4. Ha ware nposepKa napaMeTpoB Ha>XMnTe COXpaHMTb U Cco3paTb cepBMUC.

5. CkonunpynTe NosiBUBLLYIOCA KOMaHAy A9 YCTaHOBKKU KosisiekTopa KUMA.

PPV 070707707

MakeT KoHTeHTa onga k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokymeHTaumsa no HacTponke ayauTa k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/
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