KSMG 2.0

>KypHanupoBaHue Ha BHellHeM cepBepe

Mcnonb3oBaTh XypHaNMpoOBaHWe Ha BHELLHEM
@ Bxn
cepsepe

Kateropua XypHan aynuta 6esonacHocTu cucTems!

Obwwe
S MepcoHansHLIe yHETHblE 3anncK

BHewHue cnyx6el

Kaspersky
Secure Mail Gateway

CoenvHenve G NPOKcU-CepBepom KypHan coBbITuii cUCTEMHBIX CAIyE

JKypHan sanycka 3aaay no pacnncaHmio

& MonutopuHr OS:cazehicas JKypHan scTpoerHoro MTA
AypHan Kaspersky Secure Mail Gateway
KSN/KPSN

Mpasuna Kypran Kaspersky Secure Mail Gateway 8 popmare CEF
MNonxniouenns k LDAP-cepeepam -
e e & pBep FQDN v IP-ampec 106885191 @)
TeNbCKNE CIINCKM
Bawwra KATA
- Mopr 6776 @
° XKypHanupoBaHue Ha BHellHeM cepeepe Mpotokon ° TCP o
UDP
KypHanbi 1 cobbrrus
TCP noeepx TLS
SToTNPOTOKON HEBE3ONACEH, er0 UCTIONE30BaHUE MOXET IPUBECTU K UCKAXEHIIO UnA
YeenomneHus YTEUKe KOHOUEHUMATLHBIX AaHHBIX. PekoMeryem BuibpaTs npoTokon TCP nosepx TLS.
AyTenTudmkaLms Ceprudukar YLLu FQDN
MoHUTORUHI
Otneuatok cepTudukata cepeepa
AecTyn knpunoxenuio Otnevatok cepTudukata cepeepa

BerpoenHbiii MTA

Ceprugukar YL

#  MNapamertpol °

Bo3MOXKHbIe KaTeropum: coobiTumn


https://kb.kuma-community.ru/uploads/images/gallery/2025-08/image.png
https://support.kaspersky.com/KSMG/2.1.1VA/ru-RU/218660.htm

CobbiTus He ofoansm: v ) (@ nowsm B v commmmoorsismes x 1 .

Kaspersky
Unified Monitoring and

“
Analysis Platform : E B W QO 8

52 BuiGpario TenanTos:1

SELECT * FROM “even ts® WHERE Service ID = '590ae0e3-bf55-4562-89d8-5a7a8521edeb’ ORDER BY Timestamp DESC LIMIT 250

PesyneTathl 3anpoca
B3 Mavenu morutopusira [GRE ®

£ Anepru TenantlD v Timestamp = v Devi v inationNtDomain v Devi v DestinationHostName v D. v ServicelD v DeviceProd.. v

Main 04.0820251819:56:899 106885148 590ae0e3-bf56-45e2-89d8-5a7a.
@ WnumpenTol

Main 04.0820251819:56:899 106885148 590ae0e3-bf56-45e2-89d8-5a7a.

P Cobbrrua

Main 04.08.20251819:56:892 106885148 590ae0e3-bf55-4562-89d8-5a7a.
= Axven . -

Main 04.08.20251819:365:162 10688565 590ae0e3-bf55-4562-898-5a7a.
i Orvern Main 04.08.20251819:365:162 10688565 590ae0e3-bf55-45€2-89d8-5a7a.
158 Pecypcn Main 04.08.20251819:35161 10688565 590ae0e3-bf56-45¢2-89d8-5a7a.
- Main 04.08.20251819:35161 10688565 590ae0e3-bf56-45¢2-89d8-5a7a.
3% CyberTrace
Main 04.08.20251819:35161 10688565 590ae0e3-bf55-45¢2-89d8-5a7a.
) Avcneves p
Main 04.08.20251819:35:079 10688565 590ae0e3-bf55-45¢2-89d8-5a7a.
£+ Napamerps

Main 04.08.20251819:35:078 10688565 590ae0e3-bf55-45¢2-89d8-5a7a.
Jocryn Main 04.08.20251819:35:064 10688565 590ae0e3-bf55-45¢2-89d8-5a7a
(e Main 04.08.20251819:35:063 10688565 590ae0e3-bf55-45¢2-89d8-5a7a
Main 04.08.20251819:35:062 10688565 590ae0e3-bf55-45¢2-89d8-5a7a
pyroe
Main 04.08.20251819:35:062 10688565 590ae0e3-bf55-45¢2-89d8-5a7a
B CocTosHie MCTONHKOS
Main 04.08.20251819:35:033 10688565 590ae0e3-bf55-45¢2-89d8-5a7a

& Merpuw
Main 04.08.20251819:35:032 10.68.85.65 590ae0e3-bf55-45e2-89d8-5a7a.

@ Ad d Main 04.08.20251819:35:032 10.68.85.65 590ae0e3-bf55-45e2-89d8-5a7.

/ opt / kasper sky/ ksng/ shar e/ t enpl at es/ core_settings/ event | ogger.json.tenplate :

"sienBettings":

{

"enabl ed": true,
"facility": "Local 2",
"l ogLevel ": "Info",
"formatting":

}
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*.info; mail.none;authpriv.none;cron. none; | ocal 0. none; | ocal 1. none /var/| og/ messages

?7?

*.info; mail.none;aut hpriv.none;cron. none; | ocal 0. none; | ocal 1. none; | ocal 2. none /var/ | og/ messages

local 2. * -/var/| og/ ksng-cef - mressages

5. 22722777 27?2 /var/| og/ ksmg- cef - nessages ? 2227?22?77 22722 2222722 ? 2722, 272 27227

PPV P77

touch /var/1 og/ ksng- cef - mnessages
chown root: klusers /var/l og/ ksng-cef - nessages
chnod 640 /var/| og/ ksng- cef - messages

/ var /1 og/ ksng- cef - messages

{
size 500M

rotate 10

notifenpty

sharedscripts

postrotate

/usr/bin/systenctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscri pt

}



$Act i onQueueFi | eNane Forwar dToSl EM

$Act i onQueueMaxDi skSpace 1g

$Act i onQueueSaveOnShut down on

$Act i onQueueType Li nkedLi st

$Acti onResunmeRet ryCount -1

| ocal 2. * @| P- 222727 22?27272722?2727?27?7 KUVA>S: <??27?7? 272?272727?27?27?27?7>

service rsyslog restart

Hactpouka KUMA

- XpaHUIULLLe. 2272 22222777 222772222277 2227772 2 2227277227

- KOPPenaTop. 22? 22222777 227722222772 22727722 ? 22727722277
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