KSMG 2.0

NHdopMauuvs, npuBedeHHas Ha AaHHOW CTpaHuLEe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

HacTpoinka nepenaydn cobbitum KSMG B
KUMA

DaHHaa HCTpyKuua npumeHuma onsa KSMG sepcum 2.0

YT106bl HacTpouTb Nepenaydy cobbitunm KSMG B KUMA:

1. Mogkntounteck K cepeepy KSMG no npokony SSH noag y4eTHOM 3anNnCbio C NpaBaMu
aAMUHUCTpaTopa nepenanTe B MeHto Technical Support Mode.

2. BHecuTe cnenytolime nameHeHus B aiia ¢ napameTpamm sKCrnopTa cobbiTui

/opt/kaspersky/ksmg/share/templates/core_settings/event_logger.json.template :

"siemSettings":

{

"enabled": true,
"facility": "Local2",
"logLevel": "Info",
"formatting":

{

Mpoyne napameTpbl OCTaBbTe 6€3 N3MEHEeHU.

MNepen BHECEHNEM U3MEHEHUN B haln /etc/rsyslog.conf peKoOMeHAyeTCcsa caenaTb ero
pe3epBHYy0 Konuto. Owmnbka Npn pefakTUpoBaHUM haria MOXXeT NPUBECTU K
HEKOpPpPEeKTHON paboTe CUCTEMBI.

3. B hanne /etc/rsyslog.conf U3MEHUTE CTPOKY:

*.info;mail.none;authpriv.none;cron.none;local0.none;locall.none /var/log/messages



Ha

*.info;mail.none;authpriv.none;cron.none;local0.none;locall.none;local2.none /var/log/messages

4. lobaBbTe B (haln1 /etc/rsyslog.conf CeAYIOLLYIO CTPOKY:

local2.* -/var/log/ksmg-cef-messages

5. Co3panTe hann /var/log/ksmg-cef-messages M HAaCTPONTE NpaBa AOCTyna K HeMy. [1na 3Toro
BbIMOJIHNTE KOMaHAbI:

touch /var/log/ksmg-cef-messages
chown root:klusers /var/log/ksmg-cef-messages

chmod 640 /var/log/ksmg-cef-messages

6. HacTponTe npasuia poTauny daisio C 3KCNOPTUPOBAHHLIMU COBbITUSAMU. [Ins 3Toro nobasbTe
B halnn /etc/logrotate.d/ksmg-syslog crenytoline CTPOKU:

/var/log/ksmg-cef-messages

{

size 500M

rotate 10

notifempty

sharedscripts

postrotate

/usr/bin/systemctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscript

}

7. Nepe3anycTuTe CepBUC I'Syslog C NOMOLLbIO cefyowen KoMaHabl:

service rsyslog restart

Ecnn Bam He TpebyeTcs coXpaHsATb (halsibl JIOKaAbHO, MPonycTuTe warun 4-7 ns
NHCTPYKLUM BbilLE

8. B Beb-uHTepdence npunoxxeHns B pasaene Mapamerpobl » XKypHanbl u cobbiTua -» CobbiTusa
BHECUTE U3MEHEeHMe B 3Ha4YeHune nboro napameTpa 1 HaXXMUTE Ha KHOMKY COXPaHUTDb.

3T0 Heo6X0AMMO AN CMHXPOHM3ALUMN NMAapaMeTPoOB Mexay y3namMu KiacTepa U NpUMeHeH s
N3MEHEHWNN, BHECEHHbIX B KOH(UTYPaLMOHHbINA halin. MNocne 3Toro Bbl MOXXeTe BEPHYTb UCXOLAHOE
3HayYeHne U3MeHeHHOro napamMeTpa.



9. BHecuTe cneaytouwme nsMmeHeHnsa B pann Jetc/rsyslog.conf :

$ActionQueueFileName ForwardToSIEM
$ActionQueueMaxDiskSpace 1g
$ActionQueueSaveOnShutdown on
$ActionQueueType LinkedList
$ActionResumeRetryCount -1

local2.* @<IP-agpec konnektopa KUMA>:<nopT KoJisilekTopa>

Ecnun Bbl XoTUTe oTNpaBAsTb COObITUA MO NpoTokosy TCP, nocnefHsAs CTPoYKa AOJIKHA BbIraAeTb
cnepyowmm obpasom:

local2.* @@<IP-agpec konnektopa KUMA>:<nopT KoasekTopa>

10. Nepesanyctute cnyxby rsyslog. g 3TOro BbINOJIHUTE KOMaHAY:

service rsyslog restart

HacTtponka KUMA

Mocne TOro Kak NapameTpbl Nepefayvn CobbITUN HACTPOEHbI, TpebyeTcsa co3faTb KONIEKTOp B BeD-
nHtepgence KUMA gna coboitnn KSMG.

1. Ha ware TpaHCNOPT yKa>XnTe Tun 1 NopT B COOTBETCTBUN C HAaCTPOMKaMu Ha CTopoHe KSMG.
2. Ha ware MapcuHr cobbituin Bbibepute HopMmannsatop [OOTB] KSMG.

3. Ha ware MapwpyTuM3auusa nposepbTe, 4TO B HAbOp pecypcoB KossiekTopa AobaBneHbl
cliepytouime TOYKM Ha3HaYeHus:

- Xpanunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHWUIINLLE.
- Koppensatop. na oTnpaBku obpaboTaHHbIX COObITUI B KOPPENATOP.
Ecnm To4ykn HasHavyeHna XpaHuunuwe n Koppenatop He gobaBsieHbl, CO3OanTe UX.

4. Ha ware NpoBepKa napaMeTpoB HaXxMnTe CoXxpaHUTb U co3aaTb CEPBUC.

5. CKonnpynTe NosaBMBLLYIOCA KOMaHAY OJ19 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbINTKN



My6nnkauna cobuiTnm B SIEM-cuctemy (oHnanH-cnpaska KSMG):

https://support.kaspersky.com/KSMG/2.0.1/ru-RU/151504.htm
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