KSMG 2.0

NHdopMauuvs, npuBedeHHas Ha AaHHOW CTpaHuLEe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHaaumnen BeHaopa.

HacTpownka nepegaydn cobbitnn KSMG B
KUMA

HacTpoinka oTnpaBKM JIOroB 419 akTyasibHoW Bepcun KSMG 2.1.1VA 0OCTYMNHO U3 CApaBKy -

https://support.kaspersky.com/KSMG/2.1.1VA/ru-RU/218660.htm

DaHHas nHcTpykuua npumeHuma onsg KSMG sepcum ot 2.1.1VA n KUMA 4.0:

B meHio KSMG Heobxoanmo nepentun B "MapameTpbl" -> XKypHaaMpoBaHNE Ha BHELLHEM CEPBEpPE -
> lMocTaBUTb p1aXKOK B "/ICM0O/Ib30BaTh XXYPHaMpPOBaHMe Ha BHELWWHeM cepBepe" v fganee
HaCTpPOUTb COOTBETCBIOWME NapameTpbl A KoHHekTa ¢ KUMA, Ha)XaTb COXPaHUTb.


https://support.kaspersky.com/KSMG/2.1.1VA/ru-RU/218660.htm
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Mo yMonyaHuto KaTeropus He BbibpaHa.

Hanee npoBepka CobbITUIN Yepe3 KONNEKTOP, KOTOPbIN HAacTpoeH Ha cbop cobbiTun ¢ KSMG:
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[Nepenayva cobbiTnnm KSMG < 2.1.1VA B
KUMA 3.4

1. Mogkntouyntech K cepeepy KSMG no npokonay SSH nong y4eTHOM 3anNncCblo C NpaBaMu
agMmHucTpaTopa nepengnte B MmeHto Technical Support Mode.

2. BHecuTe cnepywolime nameHeHns B hais ¢ mapamMmeTpaMm 3KCropTa cobbiTuin
/opt/kaspersky/ksmg/share/templates/core settings/event logger.json.template :

"siemSettings":

{

"enabled": true,
"facility": "Local2",
"logLevel": "Info",
"formatting":

}

Mpoyne napameTpbl 0OCTaBbTe 6€3 N3MEHEHU.

lMepen BHeceHMEM U3MeHEeHUN B palsl /etc/rsyslog.conf peKoOMeHAyeTCs caenaTbhb ero
pe3epBHYy0 Konuio. Owmnbka Npn pefakTUpoBaHUM haria MOXXEeT NPUBECTU K
HEKOpPpPEKTHON paboTe cuCTEMBI.
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3.

B channe /etc/rsyslog.conf U3MEHUTE CTPOKY:

*.info;mail.none;authpriv.none;cron.none;local®.none;locall.none /var/log/messages

Ha

5.

*.info;mail.none;authpriv.none;cron.none;local®.none;locall.none;local2.none /var/log/messages

. lobaBbTe B pann /etc/rsyslog.conf C/eAYOLLYIO CTPOKY:

local2.* -/var/log/ksmg-cef-messages

Co3panTe bann /var/log/ksmg-cef-messages M HAaCTPOWTe npaBa AOCTyMa K HeMy. [lns 3Toro

BbIMOJIHNTE KOMaHObl:

6.

touch /var/log/ksmg-cef-messages
chown root:klusers /var/log/ksmg-cef-messages

chmod 640 /var/log/ksmg-cef-messages

HacTpoiTe npaBuaa potaumm aisioB C 3KCNOPTUPOBAHHBLIMU COObITUAMW. 115 3Toro nobasbTe

B (haninn /etc/logrotate.d/ksmg-syslog cCrefyroLine CTPOKU:

/var/log/ksmg-cef-messages

{

size 500M

rotate 10

notifempty

sharedscripts

postrotate

/usr/bin/systemctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscript

}

. Mepe3anycTuTe cepBUC rsyslog c Nnomoliblo cneayoLlein KoMmaHabl:

service rsyslog restart

Ecnn Bam He TpebyeTcs coXpaHsATb (halsibl JIOKaabHO, MPonycTuTe warun 4-7 ns
NHCTPYKLUM BbilLE



8. B Beb-uHTepdence npunoxxeHns B pasaene Mapamerpobl » XKypHanbl u cobbiTua -» CobbiTusa
BHECUTEe U3MeHeHMe B 3Ha4YeHue nboro napameTpa U HaXXMUTE Ha KHOMKY COXPaHUTD.

3T0 Heo6XoAMMO AN CMHXPOHM3ALUMN NMapaMeTPoOB Mexay y3namMu KiacTepa U NpUMeHeH s
N3MEHEHW, BHECEHHbIX B KOHMUTYPALIMOHHBIN alin. MNocse 3Toro Bbl MOXXETe BEPHYTb UCXOLAHOE
3HayYyeHne U3MeHeHHOro napamMeTpa.

9. BHecuTe cnepytowne nameHeHuns B gann /etc/rsyslog.conf :

$ActionQueueFileName ForwardToSIEM
$ActionQueueMaxDiskSpace 1lg
$ActionQueueSaveOnShutdown on
$ActionQueueType LinkedList
$ActionResumeRetryCount -1

local2.* @<IP-appec konnektopa KUMA>:<mopT KonnekTopa>

Ecnn Bbl XOTUTE OTMNPaB/ATb cobbITUS Mo rnpoTtokosy TCP, nocnenHasa CTpoyka OOJKHa BbIrNa4eTb
cnengyrowmnmm 06pa30M:

local2.* @@<IP-appec konnektopa KUMA>:<nopT Konnektopa>

10. Mepe3anycTuTte cny>xoby rsyslog. na 3TOro BbIMOJHUTE KOMaHAY:

service rsyslog restart

HacTtponka KUMA

MNMocne Toro Kak NnapameTpbl Nnepefadn cobbITUM HaCTpoeHbl, TpebyeTcsa co3aaTbh KONNEKTOp B BeO-
nutepgence KUMA gns cobbitnm KSMG.

1. Ha ware TpaHCNOPT YKa>knUTe TUM 1 NOPT B COOTBETCTBUW C HACTPOMKaMun Ha cTopoHe KSMG.
2. Ha ware MapcuHr cobbituinn Boibepute HopMmannsatop [OOTB] KSMG.

3. Ha ware MapwpyTusaums nposepbTe, 4To B Habop pecypcoB KoslekTopa Ao6aBsieHbl
cnenylouine TOYKN Ha3HaAYeHUs:

- Xpanunuwe. 1na otnpaBkn 06paboTaHHbIX COOLITUA B XpaHUULLE.
- KoppensaTtop. na oTnpaBku obpaboTaHHbIX COBLITUI B KOPPEenaTop.
Ecnm To4kn Ha3sHavyeHna Xpauunuwe 1 Koppenatop He gobassieHbl, CO30anTe UX.

4. Ha ware nposepKa napaMeTpoB Ha>XMnUTe COXpaHMTb U Cco34aTb cepBMUC.



5. CkonnpynTe NosSBMBLLYIOCA KOMaHAY 0719 YCTaHOBKKU KosiiekTopa KUMA.

B cnyvae ecnm cobbiTvs HE MOCTyMNalT Nepe3anyCcTUTe CEPBUC rsyslog HECKO/IbKO pa3

[ToN1e3Hble CCbIJIKN

My6nnkauna cobuliTnm B SIEM-cuctemy (oHnanH-cnpaska KSMG):

https://support.kaspersky.com/KSMG/2.0.1/ru-RU/151504.htm
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