KSC MS SQL

v PekoMmeHpyeTcs - PekomeHayeMmbln cnocob cbopa ons 3TOro MCTOYHMKA COBbITUIA

WNHdopMauus, npuBeaeHHas Ha AaHHOW CTpaHuLLE, ABAsSeTcs pa3paboTKom KoMaHabl pre-
sales u/unm community KUMA n HE aBnseTtcsa ouumanbHON peKkoMeHaaumnem seHagopa.

OdmumranbHas 4OKYMeHTaunsa rno gaHHoOMYy pasaeny npuseneHa B OHNaH-crpaBke Ha

npoaykT: https://support.kaspersky.com/KUMA/2.1/ru-RU/245386.htm

SQL Server gosmxkeH nogaep»xuBaTth TLS 1.2 - ONOAHUTENLHYIO NHPOPMALIMIO MOXHO

n3yumnTb TyT: https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-

microsoft-sgl-server

https://www.youtube.com/embed/pTv5ALONDQw?si=Mzunu5F7gghO4NWQ

HacTtpounka bl MS SQL

Onsa cbopa cobbitun n3 b MS SQL HeobxoamMMO co34aTb YHETHYIO 3anunch C
COOTBETCTBYHOLLEMU MpaBamMun. [118 3TOro BbIMOJHUTE chefyowme 4encTBus:

1. Nepengnte Ha cepsep, roe yctaHosseHa b MS SQL gns KSC. C nomouwbto Microsoft SQL
Server Management Studio nogkntouynTecsh K b n3-noa y4eTHom 3anucu, obnagatrouien
rnpasamMmm agMnMHUCTpaTopa B B/,


https://www.youtube.com/embed/pTv5ALONDQw?si=Mzunu5F7gghO4NWQ
https://support.kaspersky.com/KUMA/2.1/ru-RU/245386.htm
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server

o® Connect to Server X

SQL Server

Server type: Database Engine v
Server name: [ 9
Authentication ‘Windows Authentication 2

[[Comect ]| cancei || Hep || Options>>

2. MNMepengnte B cooTBETCTBYWOWMN 3K3eMnaap b MS SQL Ha BkNaaKy Security n gns Bkiaagku
Logins BbibepuTe New Login...

Object Explorer * 0 x
Connect~ ¥ *§ = 7 @&

B @ KSC\SQLEXPRESS (SQL Server 14.0.2037 - "l ™l b iy
® Databases

= B Security
) e
@ New I.l:tgin..."—a
= Filter »
i Start PowerShell
® Reports »
@
@ Refresh

] Management
@ %] XEvent Profiler
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3. [lobaBbTe y4eTHYI0 3anuch Nob30BaTesIs, C MOMOLLbIO KOTOPOM ByAeT oCcyLecTBAATLCS AOCTYN
K bl KSC



I Login - New

- O X
Selecta page
'S Goneral LT Scipt v @ Help
F Server Roles
: User Mapping Login name: Search. ..
Securables
K Status (@ Windows authentication
(O SQL Server authentication
Select User, Service Account, or Group X
Select this object type: .
[User or Buitin secuty principal | | Object Types... |
From this location:
—_— | | Locations...
Enter the object name to select (examples):
rm_mmén..j Check Names
Connection | Advanced... | OK | Cancel | :|
:
KSC\SQLEXPRESS
Connection:
0 p——
W % ) )
Progress | | Remove |
Ready Defaut database: ‘master v
Default language: <default> V|
[ok || cance |

4. YcTaHoBUTe and yydeTHowm 3anucm bl KSC B kKavecTBe B[] no yMon4aHuio (N0 yMosa4aHUo B
KSC ncnonb3yeTtca b1 KAV).



B Login - New — O *

Selecta page [ el -

G I IT Scipt ~ @ Hebp

# Server Roles '

# User Mapping Login name: [ EiNuma Search...
Securables

(O SQL Server authentication

(O Mapped to certificate v

(O Mapped to asymmetric key v
c . [J Map to Credential v add
Server Mapped Credentials Credertial Provider
KSC\SQLEXPRESS
Connection: i
yi§ View connection propedies
Progress Remove
Ready Detaukt database: '--‘..KAV v
Default language: ._q”“’ ":

5. HacTponTte y4yeTHou 3anucu npasa db_datareader n public ona Bl KSC B cooTBeTCTBUMU
n3obpakeHnem Huxe.



B Login - New

Selecta page

F General

& Server Roles
& User Mapping
M Securables

& Status

Server-
KSC\SQLEXPRESS
Connection:

Fulin | [ eemagn

-




6. YbeomTech, 4TO CO34aHHON YYETHOM 3anncuK pa3peLlleHo nogkatodeHme K b.

B Login - New - O %
Select a page -
.G 7 IJ Script ~ @ Hep
K Server Roles
& User Mapping Settings
& Securables
F Permission to connect to database engine:
\@ e
(O Deny
\\‘Lﬂﬁﬂ.
(@) Enabled
(O Disabled
Status
SQL Server authentication:
Connection
Server.
KSCA\SQLEXPRESS
Connection:

y¥ View connection properties

[k ] concd

Ons npoBepku npaB CO34aHHOW Y4YEeTHOW 3anucu MOXXHO 3anycTuTb Microsoft SQL
Management Studio OT MMeHM co34aHHOro noJsib3oBatensa (€ 3axaTbiM Shift HakaTb

NMKM n BblbpaTb 3anyCck OT UMEHW OPYroro rnosib3oBaTtens). 3aTeM nepentu B N0byto
Tabnnuy B KSC v coenatb BbIOBOpPKY Mo 3Ton Tabauue.

HacTtponka SQL Server Browser

Ons nogknioveHnsa K cepsepy MS SQL ans cbopa cobbiTnin He06X0AMMO HAaCTPOUTb

COOTBETCTBYIOLLYO CNYy>XOy 1 pa3pewnTb BXoaswme noakatoveHns. [as 3Toro BbiMnoaHUTeE
cnepywowme gencTBus:

1. OTkponTe ocHacTKy SQL Server Configuration Manager. 3anyctute cny>x6y SQL Server
Browser n 3agante aBTOMaTUYECKNIM 3anyCK CNyX6bl.
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n Sql Server Configuration Manager
File Action View Help

L IR HERES CROJOXC

48 sal server Configuration Manager (Local) Name State Start Mode Log On As Process ID Service Type
8 saLserver Services [5)SQL Server (SQLE.  Running Automatic NT Service\MSSQLS.. 4404 SQL Server
4 SQL Server Network Configuration (32bit) | gp Sy Srver Agent . Stopped Automatic NT AUTHORITYNET- 0 SQL Agent
+ 8 5L Native Client 11.0 Ccnfigur_atmn B32b 5L Server Browser Running T NTAUTHORITW.OC. 3728
~ 4 50l Server Network Configuration
B Protocols for SQUEXPRESS SQL Server Browser Properties ? X

» § SQL Native Client 11.0 Configuration
Log On  Service Advanced
Log on as:
& Buit-in account:
|Local Service =

" This account:

Account Name: l

Password: l seesssssssnsnes

‘Confirm password: l................

SQL Server Browser Properties ? X

logOn Service Advanced

B General
Binary Path “C:\Program Files (x86)\Microsoft SQL
Error Control 1
Exit Code 0
Host Name KSC
MName SQL Server Browser
Process ID 3728
SQL Service Type
fe Automatic ~|
State Running

Start Mode
The start mode of this service.




2. Bknwo4vuTe TCP/IP npoToKon ons COOTBETCTBYIOLWEro aksemnnspa b/.

i Sql Server Configuration Manager
File Action View Help

&« 2 = H

-ﬂ SQL Server Configuration Manager (Local)
B saL Server Services
_E_ SQL Server Network Configuration (32bit)
> Q SQL Native Client 11.0 Configuration (32b
> B_ SQL Server Network Configuration
&~ Protocols for SQLEXPRESS
» B sQqL Native Client 11.0 Configuration

Protocol Name Status
¥~ Shared Memory  Enabled
¥ Named Pipes Disabled

Enable
Disable
Properties
Help

3. B cBoncTBax NpoTokosa, Ha BkNagke IP Addresses ansa nonsa IPALL B TCP Port ykakute

3Ha4vyeHune 1433.

TCP/IP Properties ? =
Protocol P Addresses
Enabled No -
IP Address 10688511
TCP Dynamic Ports 0
TCP Port 1433
B |p3
Active Yes
Enabled Mo
IP Address =1
TCP Dynamic Ports 0
TCP Port
= 1pa
Active Yes
Enabled No
IP Address 127001
TCP Dynamic Ports 0
TCP Port
B ipail
TCP Dynamic Ports 62138
TCP Port 1433 ~
Active
Indicates whether the selected IP Address is active.
(o] o wn

4. NMepesanyctute cnyxby ak3emnnspa SQL cepsepa.



E Sql Server Configuration Manager
File Action View Help
L A=  JRCROROXC)
$ sQL Server Configuration Manager (Local) Name State Start Mode Log On As Process ID Service Type
E SQL Server Services 5, SQL Server (SQU = : Automatic S SQL Server
. SQL Server Network Configuration (32bit) ) sQL Server Ager Start Automatic NT AUTHORIT\NET.. 0 QL Agent

2 sqL Native Client 11.0 Configuration (32b 53501 Server Bron Stop Aotomatic NT AUTHOR! o8
¥ _E_ SQL Server Network Configuration o -
use

&~ Protocols for SQLEXPRESS

2 sqL Native Client 11,0 Configuration \ e

Restart
Properties
Help

5. Pa3pelunTe Ha cepBepe BXogduwme nogkaoyeHns rno nopty 1433. 3To MOXKHO cAeflaTb B OCHacTKe
BpaHamayap 3awnTHMKa Windows B pe)xnume nosbileHHOW 6e30nacHoOCTH.

MName G. Profile Enabled Action Override  Program Local Address  Remote Address Protocol Local Port

/] Allow inbound MSSQL Connection | Yes Allow No

Co3pnaHune cekpeta KUMA

Ons nogkntodenns kK b1 MS SQL co ctopoHbl KUMA HeobxoamMo co3aaTh CTPOKY MOAKITIIOYEHUS.
[nsa 3Toro BbiNnoNHUTE chepyowme encTBus:

1. B Beb-uHTepdence KUMA nepengnte Ha Bknaaky Pecypcbl = CeKpeTbl 1 HA)XMUTE Ha KHOMKY
JobGaBuTtb cekper.

2. YkaxuTe UMa cekpeTa, BbibepuTe TEHAHT, K KOTOpoMy ByleT OTHOCUTLCS CO34aBaeMbI
ceKkperT.

3. 3apanTe cekpety Tun urls n B nosie URL yKa>knute CTPoOKy BUAa:
sqlserver://[[<domain>%5C]<username>:<password>@<server>:1433/KAV

MpumMepsbl

sqlserver://test.local%5Cuser:password123!@10.0.0.1:1433/KAV
sqlserver://user:password123!@server.demo.lab:1433/KAV

%5C - UCMOMb3yeTCs AN pa3feneHns LOMeHa 1 Nosb30BaTeNsd U npeacTaBnseT cobonm 3Hak \ B
URL-chopmaTe.

Ecnn B mapone nosib3oBaTesid UCNO0Jb3YOTCSA CMEeLCUMBOIbI X TakKe HeobxoaMMo nepeBecTun B
URL chopmaT B COOTBETCTBUM C TabnLLEN HMXKE.

! # $ % & ' ( ) * +

%21 %23 %24 %25 %26 %27 %28 %29 %2A %2B
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o Encode to URL-encoded format
%2C %5C

Simply enter your data then push the encode button.

P@5%wod
Mo>XHO n 'r.org/

© To encode binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-& w  Destination character set.
LF (Unix) w | Destination newline separator.
Encode each line separately (useful for when you have multiple entries).

Split lines into 76 character wide chunks {useful for MIME).

@ Live mode OFF Encodes in real-fime as you type or paste (supports only the UTF-& character set).
w P

| P%40%24%24w0d |

npuMmep:

4. CoxpaHUTe CO30aHHbIN CEKPET.

ObpaTunTe BHUMaHMNE, Nocie coxpaHeHus cekpeTa nose URL 6yaeT nycTbiM BO n3bexxkaHue
YTEYKM YYBCTBUTENIbHON MHDOPMaLIMN.

HacTponka KOHHeKTopa

1. Ona nogkntoydeHnsa kK b4 MS SQL HeobxoaAMMO HAaCTPOUTbL KOHHETOop. 014 3TOro BbIMOJHUTE
cnegyloume gencTeus

2. B Beb-uHTepdence KUMA nepenaute B pasaen Pecypcbl - KOHHEKTOpPbI.

3. B cnnucke KOHHEKTOPOB crnpaBa HananTe KoHHekTop [OOTB] KSC SQL n oTkponTe ero gns
pefakTUpPoBaHUS.


https://www.urlencoder.org/
https://kb.kuma-community.ru/uploads/images/gallery/2023-09/DPTimage.png

YT1o penatb, ecnm pecypcC He noCTyneH AJsA pefaKTUpoBaHus

HauunHasa c Bepcuum KUMA 2.1 OOTB pecypcCbl HELOCTYMHbI AJ19 pefaKTUpoBaHuA. B Takom
cnydae Heobxoammo ckonunpoBaTb OOTB-pecypcC 1 NPOU3BECTU PedaKTUPOBAHME B KOMUK
3TOro pecypca.

BaxxHo! Mpwn konuposaHum OOTB pecypca, KoNnMpyeTcsa U CTAaHOBUTCA OOCTYMHbLIM O/15
penakTUpOBaHUA TOJIbKO caM pecypc. CBsi3aHHbIe pecypChbl HY>XHO KOMMPOBaThb U
MpuBSA3bIBaTb OTAEJILHO.

4. Ha Bkiagke OCHOBHbIe napaMeTpbl B Bbhinagatowmx cnuckax URL BoibepuTe cekper,
Co34aHHbIN ona nogkntovyeHus Kk 61 MS SQL.

5. Haxxmnte COXpaHUTb.

HacTponka KonnekTopa

1. B Beb-nHtepdence KUMA nepengnte B pasgen Pecypcbl - Konnekropsl.

2. B cnucke KonnekTopoB HanguTe KoJiekTop ¢ HopMmanmnsatopom [OOTB] KSC from SQL n
OTKpOWTE ero AJs pefakTUpoBaHUS.

YTo pmenartb, eC/iM pecypc He AO0CTyNeH AN pefaKTUpPoBaHuUA

HauunHas c Bepcmn KUMA 2.1 OOTB pecypcCbl HeOOCTYMHbI 419 pefaKTUpoBaHus. B TakoMm
cnydae Heobxoammo ckonupoBaTb OOTB-pecypc 1 NpPonM3BeCcTU pefaKTUpPOBaHMe B KOMUK
3TOro pecypca.

Ba>xHo! Mpun konnpoBaHum OOTB pecypca, KONMPYeTCsa U CTAHOBUTCSA OOCTYMHbLIM A4
penakTUPOBaHNSA TOJNILKO CaM pecypc. CBA3aHHbIE pecypCbl HY>XHO KOMUPOBaTb U
MPuBSA3bIBaTb OTAEJIbHO.

3. Ha ware TpaHcnopT BbibepuTe KoHHekTOop [OOTB] KSC SQL
4. Ha ware MNapcnHr cobbiTnn npoBepbTe, 4TO BbibpaH HopMannsaTop [OOTB] KSC from SQL.

6. Ha ware MapwpyTuM3auusa npoeepbTe, 4TO B HABOp pecypcoB KossiekTopa AobaBneHbl
cnenyoume TOYKN Ha3HavYeHUs:



e XpaHunuwe. 1519 otnpaBkn 06paboTaHHbIX COBbITUIA B XpaHUAuLLe.
o KoppensaTtop. [1nsa otnpaskn 06paboTaHHbIX COBbITUIN B KOPPENATOP.

Ecnu Toukun HasHayvyeHns Xpanunuwe 1 KoppensaTtop He nobaBsieHbl, co3aanTe ux.
7. Ha ware MNpoBepka napaMeTpoB Ha)xMnTe COXpaHUTb U CO3AaTb CEPBMUC.

8. CkonunpynTe NosaBMBLLYIOCA KOMaHAY OJ19 YCTaHOBKU KosiiekTopa KUMA.

ANbTepHATUBHbLIN BapUaHT CO34aHUS
KOJIIeKTOopa

B cny4yae, ecnn npeanonaraeTcs NCNoJib3oBaHMe KOPOBOYHbIX pecypcoB 6e3 n3amMmeHeHun:
1. B Beb-nHtepdence KUMA nepengute B pasagen Pecypcbl —» CeKkpeTbl
2. OTKponTe Ha peanakTupoBaHue cekpeT [OOTB] KSC MSSQL connection

3. 3apaniTe B ceKkpeTe CTPOKY MOAK/IOYEHNSA B COOTBETCTBMY C pa3aesioM "Co3paHne cekpeTa
KUMA"

4. CoxpaHUTe CO34aHHbIN CEKPET C NOMOLLbIO KHOMKK "COXpPaHUTBL"
5. B Beb-uHTepdence KUMA nepenante B pasnen Pecypcbl -» Konnekropbl.

6. Ha ware MapwpyTusaumsa nposepbTe, 4To B Habop pecypcoB KoslekTopa AobaBieHbl
cnenyloume TOYKN Ha3HaYeHUs:

e XpaHunuwe. 115 oTnpaBkn o6paboTaHHbIX COBbITUI B XpaHUAMLLE.
e KoppensaTtop. [1nsa otnpaskn o6paboTaHHbIX COBbITUA B KOPPENATOP.

Ecnm To4kun Ha3HavyeHna Xpauunuwe 1 Koppenatop He gobassieHbl, CO30anTe UX.
7. Ha ware NMpoBepKa napaMeTpoB HaxMnTe CoxpaHUTb U coO3a4aTb CEPBUC.

8. CkonmnpynTe NosBUBLLYIOCA KOMaHAY 019 YCTaHOBKU KosisiekTopa KUMA.
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