Knbep bakan (Cyber
Backup)

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unn community KUMA n HE aBnseTcsa ouumanbHON peKkoMeHaaumnem BeHgopa.

HacTpownka konsiektopa KUMA

HacTponka konnektopa KUMA ona npnema n o6paboTtkm cobbitn Kudbep Bakan npueeneHa B

oTaenbHom obLen ctaTbe NO CO3AaHUI0 cepBUCa KOJIJIEKTOpPa.

Ha ware NMapcuHr cobbiTU# B KayecTBe HopMasmlaTopa Ansa cobbiTun Kubep Bakan
BbibepuTe HopmanusaTop [OOTB] Cyberprotect Cyber Backup syslog.

HacTtponka Knbep bakan

Mo yMon4aHUo XKYpHaa ayanTa XxpaHuUTCcsa B 6a3e gaHHbIX NnpoaykTa Knbep bakan, oaHako
AN LeHTpasM30BaHHOro XpaHeHns n 06paboTKn MOXXHO HAaCTPOMTL OTMPABKY 3anncen xypHana
ayauTa B SIEM-cuctemy. ns cobbITUN MOXXET MCNOob30BaTbCs NpoTokon TCP, UDP nnaun TLS.

YT106bI HACTPOMTL OTNpPaBKy cobbiTn Knbep Bakan B konnektop KUMA:

e B Beb-nHTepence Kubep bakan nepengnte 8 Hactpoku - NMapametpbl Syslog.
e B okHe MapameTpbl Syslog akTusupyinte napameTp NepepaBaTb XXypHaa ayauTa Ha
Syslog-cepBep 1 ykaxxuTe:
o B none Appec ynaneHHOro cepsepa IP-agpec/DNS-nms cepBepa KoJlIeKTopa
KUMA.
o MopT 0Na NoakIYeHNA (MCMob3yrTe 3Ha4YeHne, 3a4aHHoe Ha Wware TpaHcnopT
npun co3gaHun KONJeKTopa).
o icnonb3yemMbll NPOTOKOJ (MCMOJIb3YNTEe 3Ha4YeHne, 3aaHHoe Ha Wware TpaHcnopT
npu co3gaHuUn KoNJekTopa).
o PopMaT coobLLeHus, B KOTOpoM ByayT oTnpaBnAaTbCcs cobbiTna. Boibepute CEF
(RFC 3164).
e Ha)xMnTe OTNpPaBUTb TECTOBOE COOOLLEHMA 018 MPOBEPKN NHTErpaunm.


https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/sozdanie-kollektora-kuma

e Haxxmnte CoxXpaHUTh.
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OnumnoHanbHO B Knbep bakan nogaep>xvBaeTcs HaCTPONKa 3aLlLUULLLEHHOIO COeANHEHUS C
MCnoJsib30BaHMEM npoTokosa TLS.

[TlpoBepka noctynsieHns cobbiTnn Knbep
bakan B KUMA

IOns npoBepkun, 4To cbop cobbiTn Knbep Bakan ycnewHo HacTpoeH nepengnte B Pecypcobl >
AKTUBHbIE cepBMUCbI > BbibepuTe paHee co3aaHHbIN KonnekTop ansa Kubep bakan > [MKM >
MepenTn K COOLITUAM.

B oTKpbiBLLEMCSA OKHe CoObITHA ybeanTech, 4HTO NPUCYTCTBYIOT cobbiTns Kubep Bakan.
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Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
> Wrumpenoi
Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change oK
P Cobovs 1
Main 31.03.2026 175408260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
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Meain 31.03.2026 175408 260 Cyberprotect Cyber Backup 73 Backup started Start Change:WithAuthorization oK
(i Orver Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Recovery point created Create Change oK
Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Backup completed Complete Change:WithAuthorization oK
— Main 31.03.2026 175408260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
% CyberTrace )
Main 31.03.2026 175408 260 Cyberprotect Cyber Backup 73 Backup queued Create Change: WithAuthorization oK
() Oucnetuep 3anau
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Backup assigned to agent Assign Change:WithAuthorization oK
£ Napawmerpy
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change oK
Hocryn Main 31.03.2026 1755408260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
T Main 31.03.2026 175408 260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
o Main 31.03.202617:5408.260 Cyberprotect Cyber Backup 73 Recovery point created Create Change oK
yroe
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 173 Recovery point deleted Delete Change oK
B Cocroshiie MCTONHKOS
Main 31.03.2026 175408260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
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