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NHdopMaumrs, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnsieTca ohuumasibHOW peKoMeHaumen seHaopa.

P90 ?27?2707?°°7?°77?777?7 KUMA

HacTponka konnektopa KUMA ona npnema n obpaboTkm cobbitun Kudbep Bakan npveeneHa B

oTAesibHOW obLLen CTaTbe MO CO34aHUI0 CEPBUCA KOJIJIEKTOpaA.

Ha ware NMapcuHr cobbiTUM B KavyecTBe HOpMaansaTopa ana cobouiTnn Kubep Bakan
BbibepnTe HopmanusaTtop [OOTB] Cyberprotect Cyber Backup syslog.

PPP0007070 2007070 0707077

Mo yMon4aHUo XKypHaa ayanTa XxpaHUTCsa B 6a3e aAaHHbIX NpoaykTa Knbep bakan, oaHako
0N UeHTPaIM30BaHHOI0 XpaHeHUs N 06paboTKM MOXKHO HAaCTPOUTL OTMNPaBKY 3anucen XXypHana
ayaunTa B SIEM-cuctemy. ns cobbiTUN MOXXET MCNoib30BaTbCs NpoTokon TCP, UDP nnaun TLS.

YT106bI HACTPOUTL OTNpPaBKy cobbiTn Knbep Bakan B konnekTop KUMA:

e B Beb6-nHTepdernce Kubep bakan nepengnte 8 Hactpouku - NMapameTtpbl Syslog.
e B okHe MapameTpbl Syslog akTusupyinTe napameTp NepepaBaTb XXypHaa ayauTa Ha
Syslog-cepBep 1 ykaxxuTe:
o B nosne Appec ypaneHHOro cepsepa IP-agpec/DNS-nms cepBepa KoJJIeKTopa
KUMA.
o MopT 0Na NoAKIYEeHNA (MCMOb3YyTe 3Ha4YeHWe, 3a4aHHoe Ha ware TpaHcnopT
npwv co3gaHnm KonnekTopa).
o icnonb3yeMbin IPOTOKOJ (MCNONb3YNTE 3HavYeHne, 3agaHHoe Ha ware TpaHcnopT
npv co3gaHnm KonsnekTopa).
o PopMaT coobLLeHus, B KOTOpPoM ByayT oTnpaBnAaTbCcs cobbiTnsa. Boibepute CEF
(RFC 3164).
e HaxxmnTe OTNpaBUTb TECTOBOE COOOLLEHUA /19 NPOBEPKUN NHTErpaLumn.
e HaxmnTe CoXpaHUTD.


https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/sozdanie-kollektora-kuma
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Mapamerpur Syslog. 2
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OnuwvoHanbHo B Knbep bakan nogaep)xmBaeTca HacTpoKa 3allULLEHHONO COeANHEHUNS C
1CrnoJib30BaHneEM npoTokona
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Ons nposepkun, 410 cbop cobbiTn Knbep bakan ycnewHo HacTpoeH nepengnte B Pecypcobl >
AKTMBHbIE cepBMUCbl > BbibepnTe paHee co3naHHbIN KonnekTop ona Kubep bakan > KM >
MepenTn K COOBLITUAM.

B oTKkpbiBLIEMCS OKHe CoBbITUA ybeamnTech, 4TO NPUCYTCTBYIOT cobbiTus Kubep Bakan.
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Az TenantiD v Timestamp = v v v D v Name v DeviceAction v D tegory v EventOuts v
Main 31032026 17:54:08.260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
® Vhumnentot
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
Cobbirws 1
Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change oK
T= Axves
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 173 Backup started Start Change:WithAuthorization oK
Main 31032026 17:54:08.260 Cyberprotect Cyber Backup 73 Recovery point created Create Change oK
Mein 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Backup completed Complete Change: WithAuthorization oK
- ) Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change 3
%% CyberTrace 12
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 173 Backup queued Create Change:WithAuthorization oK
Main 31032026 17:54:08.260 Cyberprotect Cyber Backup 73 Backup assigned to agent Assign Change: WithAuthorization oK
£ MNapamerpyi
Mein 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Archive updated Update Change oK
Rocryn Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change oK
] Main 31.03202617:54:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change oK
. Main 31032026 17:54:08.260 Cyberprotect Cyber Backup 73 Recovery point created Create Change oK
yroe
Main 31.03.202617:54:08.260 Cyberprotect Cyber Backup 73 Recovery point deleted Delete Change oK
B CocrosHue uCTouHmKos
Main 31.03.20261754:08.260 Cyberprotect Cyber Backup 173 Archive updated Update Change 3
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