ClickHouse (?7?7?7? 27?7?7777
07?77?77 ?7?)

NHdopMaumns, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkon KoMaHabl pre-
sales u/unmn community KUMA un HE aBnsieTcsa ounumanbHOM peKkoMeHaaumnen BeHaopa.

IOnsa HacTponkn 6a3oBoro ayauTa Clickhouse noHapobuTcs:

1. Ons norupoBaHUs 0BbI4YHbIX 3aMPOCOB (B TOM yucne grant, create, drop) BKJOYUTb IOTMPOBaHME
B OCHOBHOM ¢hansie (Mo yMOSHAHMIO BKIHOYEHO):

/etc/clickhouse-server/config.xml
B CeKUUK logger Kak MUHUMYM Heobxoammo 3adaTb popmaT information

HHHHHHE
<clickhouse>
<logger>
<level>information</level>

HHHHHHHBHBHRHHH AR AR AR HFHFRHHRHRAHAAAIAH

2. ns nornpoBaHus MOoAKAOYEHNN, TaKNX Kak:

e Login nonb3oBaTens
e Failure logon
e Logout nonb3oBaTens

notpebyeTcsa co3aaTb OTAENbHbIN hal

/etc/clickhouse-server/config.d/session log.xml

C CoaepPXNMbIM:

<clickhouse>
<session log>
<database>system</database>
<table>session log</table>

<flush interval milliseconds>7500</flush interval milliseconds>



</session_log>

</clickhouse>

N oTaenbHbI hann

/etc/clickhouse-server/config.d/listen port.xml

C copoepXumbiM (15 BO3MOXKHOCTW yAa/IEHHOro NOAK/0YeHNA K B1):

<clickhouse>
<listen host>::</listen host>

</clickhouse>

3. Mepe3anycTuTb cnyxby komaHaom systemctl restart clickhouse-server

B 6a3e system nosiBuTcs HoBasi Tabnmua co cnenyrwmnMmn KoJIOHKaMu:

~ [ session_log
v [+ KonoHkw

22 hostname (LowCardinality(String])
27 type (Enum('LeginFailure’ = 0, 'LoginSuc
AZ auth_id (UUID)
A2 session_id (String)
() event_date (Date)
() event_time (DateTime)
(Z) event_time_microseconds (DateTime64(6)
22 user (Nullable(String))
A2 auth_type (Nullable(Enum8('NO_PASSWO
oo profiles (Array(LowCardinality(String)))
EZE roles (Array(LowCardinality({String)))
oo settings (Array(Tuple{LowCardinality(Strin
A2 client_address (IPvE)
123 client_port (UInt16)
22 interface (Enum8('TCP' = 1, 'HTTP' = 2, 'gF
27 client_hostname (String)
a2 client_name (String)
123 client_revision (Ulnt32)
123 client_version_major (UInt32)
123 client_version_minor (UInt32)
123 client_version_patch (Uint32)
Az failure_reason (String)

Co3pnaém nonb3oBaTtens gna noagknyeHns Kk b ana KUMA n Boigaém emy Heobxoanmble npaBa
cnefyrowmm KoMmaHgamu (C NCrnosib30BaHMEM paHee HAaCTPOEHHOro ayamTa):

###llar 1. Co3paHue nonb3oBaTtensa gng konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Co3paHve VIEW gnsd BbiBOOA HECKONIbKWX 3anpocoB
CREATE VIEW combined logs
AS SELECT
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event time AS timestamp,
query_kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
query duration_ms AS dcsl,
memory usage AS dcs2
FROM system.query log
WHERE (query kind IN ('Grant', 'Create', 'Drop')) OR (query duration ms > 600000) OR
(memory usage > 1000000000)
UNION ALL
SELECT
event time AS timestamp,
type AS deviceAction,
user AS userName,
toString(client address) AS sourceAddress,
failure reason AS msg,
NULL AS requestUrl,
NULL AS dcs1,
NULL AS dcs2
FROM system.session log
WHERE type IN ('LoginFailure', 'LoginSuccess')
ORDER BY timestamp DESC

####llar 3. Ha3HauyeHne npas Ha VIEW

GRANT SELECT ON combined logs TO kuma
GRANT SELECT ON system.session log TO kuma
GRANT SELECT ON system.query log TO kuma

MpuMep Kak BbIrnaguT BbiBo4 VIEW:
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HacTpoika nHCTaHCa 3aBepLleHa, MOXXHO MPUCTynaTh K NOAK/I0YEeHMIO sioroB B KUMA.
NToro maHHom View Mbl BbIBOAUM Creaytowme cobbiTus:

e Login nonb3oBaTens
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Failure logon

Logout nosib3oBaTens

OnntenbHbi 3anpoc B 6a3y (bonee 10 MuHyT, Kak npumep)(ycnosume query duration_ms
> '600000' B 3anpoce )

Bonblwoe noTtpebneHre namaTu npu 3anpoce (bonee 1 ', kak npumep)(ycnosue
memory_usage > '1000000000')

Co3gaHue nosb3oBaTens

Ha3Ha4veHne npaB nosb30BaTesNto

YpaneHue nonb3oBaTens

B KUMA Heobxoanmo co3faTh KOJIeKTop € TpaHcnopToMm sql (nnencxongep ang Clickhouse - ?) n
napaMeTpaMu Kak Ha CKpUHLLOTe (A1 npuMepa yKa3aHbl pa3Hble BepCcumn):



Transport

Add a source from which you want to receive events. For details see Online Help.

Basic settings  Advanced settings

Connector | Create new e |
Kind* ® | sql M |
Default query* SELECT-*-FROM-combined_logs -+

WHERE - timestamp->- parseDateTimeBestEfinrﬂd?l]l

Reconnectto DB each time the C)

request is sent

Poll interval, sec () | 0 a
Connection
Database kind* | ClickHouse v
URL* ® | clickhouse:// 101010.10:9000 |
Authorization* | Plain v |
Secret* | kuma_clickhouse v |
TLS mode (@) | Disabled W |
Identity column* | timestamp |
Identity seed* | 2025-12-22 214618 |
Query @ Add a guery that you want to use
instead of a default query
Poll interval, sec (G) i 0 a

KoppeKkTHbIA 3anpoc:
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SELECT * FROM combined logs
WHERE timestamp > parseDateTimeBestEffort(?)

Boibupaem HopmanusaTop Clickhouse (goctyneH B Community pack), nobasnsem Heobxoanmble

TOYKN Ha3HAYeHUA N NHCTaNMpyem cnyxby KonnekTopa.

JInbo, ecnn Ham He Hy>XHbl coObITUA Bxoaa B Bl Mo)xeM 1CMosIb30BaTh 3anpocC TOJIbKO B
Tabanuy No yMon4aHuio:

###llar 1. Co3paHue nonb3oBaTtensa ong konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Ha3HayeHue npaB Ha BbinonHeHue SELECT k system.query log

GRANT SELECT ON system.query log TO kuma

####llar 3. Wcnonb3yeM 3anpoc gns KUMA konnektopa
SELECT event time AS timestamp,
query kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
0 query duration ms AS dcsl,
0 memory usage AS dcs2
FROM system.query log
WHERE query kind IN ('Grant', 'Create', 'Drop') OR query duration ms > '600000' OR
memory usage > '1000000000' AND timestamp > ?
ORDER BY timestamp DESC
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