ClickHouse (cbop cobbiTnn
ayounTa bJl)

NHdopmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, aBnaeTcsa pa3paboTKkonm KoMaHAbl pre-
sales u/unn community KUMA n HE aBnseTcsa ouumanbHON peKkoMeHaaumnem BeHgopa.

Ons HacTponkn 6azoBoro ayauTa Clickhouse noHanobuTcs:

1. Ons normpoBaHuMs obbI4YHbIX 3aMpoCcoB (B TOM 4yucne grant, create, drop) BKAOUYMUTb IOrMpoOBaHMe
B OCHOBHOM chawnsie (Mo yMOJSHAHMUIO BKJIOYEHO):

/etc/clickhouse-server/config.xml
B cekuuu logger Kak MMHUMYM Heobxoaumo 3agaTb opmaT information

HHABHBHHBHARHBHABH AR HBHHABHBHHBHABHBHHABHARH

<clickhouse>
<logger>
<level>information</level>

HHABHBUHHBUHABHBHABH AR HBHHABHBHHBUHABHBHHBHHRH

2. Onsa JlIormnpoBaHMA MNOOKJ/IIOYEHU, TaKUX KaK:

e Login nonb3oBaTensd
e Failure logon
e Logout nonb3oBaTens

notpebyeTcs co3aaTb OTAENbHbIN hann

/etc/clickhouse-server/config.d/session_log.xml

C COAEP>XNMbIM:

<clickhouse>
<session_log>
<database>system</database>

<table>session_log</table>



<flush_interval_milliseconds>7500</flush_interval_milliseconds>
</session_log>

</clickhouse>

3. Mepe3anycTuTb cnyxby komaHaom systemctl restart clickhouse-server

B 6a3e system nosiBuTcs HoBasi Tabnnua co cnenyrwmnMmn KoJIOHKaMN:

w [ session_log
v [+ Konowkw
22 hostname (LowCardinality(String])
Az type (Enumé('LoginFailure’ = 0, 'LoginSuc
A2 auth_id (JUID)
27 session_id (String)
@ event_date (Date)
() event_time (DateTime)
@ event_time_microseconds (DateTimebd(6)
a2 user (Nullable(String))
A7 auth_type (Nullable(Enum8('NO_PASSWO
o2 profiles (Array({LowCardinality(String)))
o5 roles (Array(LowCardinality(String)))
oo settings (Array(Tuple(LowCardinality(Strin
a7 client_address (IPvE)
123 client_port (UInt18)
27 interface (Enum8('TCP' = 1, "HTTP' = 2, 'gF
Az client_hostname (String)
22 client_name (String)
123 client_revision (Ulnt32)
123 client_versien_major (UInt32)
123 client_version_minor (Ulnt32)
123 client_version_patch (Ulnt32)
a2 failure_reasen (5tring)

Co3pnaém nosb3oBaTens oasa nogkatodenHns K bl onsa KUMA n Bblgaém eMy Heobxognmble npaBa
cnenywwmm KoMaHgamm (C NCnosib30BaHWEM paHee HaCTPOEHHOro ayauTa):

###War 1. CozpaHne nonb3oBaTensa onsa konnektopa KUMA

CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256_password BY 'supersecretpassword’;

####1War 2. CospaHue VIEW ang BbiBOAa HECKOJIbKUX 3aNpoCoB
CREATE VIEW combined_logs AS
SELECT event_time AS timestamp,
query_kind AS deviceAction,
user AS userName,
toString(initial_address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
0 query_duration_ms AS dcsl,
0 memory _usage AS dcs2
FROM system.query_log
WHERE query_kind IN (‘Grant', '‘Create’, 'Drop') OR query_duration_ms > '600000' OR memory_usage >
1000000000'
ORDER BY timestamp DESC


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/s17image.png

UNION ALL

SELECT
event_time AS timestamp,
type AS deviceAction,
user AS userName,
toString(client_address) AS sourceAddress,
failure_reason AS msg,
NULL AS request_url,

ONULL AS dcs1,

ONULL AS dcs2

FROM
system.session_log

WHERE

type = 'LoginFailure’

####1War 3. HazHavyeHne npas Ha VIEW
GRANT SELECT ON combined_logs TO kuma

MpumMep Kak BbIrnaanT BoiBog VIEW:

20250225 1621158 Create default 44£127.00.1

@ timestamp ¥ | A7 deviceAction V‘AVumrName ~ | a2 sourcenddress V‘Nmm v | A2 requestun v |zl v |mda2 v
2005-02-14 165651 LoginFaiure teer L 15 here e
02 defautt £#5:127001 (GRANT SELECT ON combined logs10 TO remote 3 0
- detaut #1270 (GRANT SELECT ON combined ogs10 O remote o o
defautt S#5127001 CREATE events T query_kind A5 de o 0
2025-02-260922:29 Create. defauit £#$f£:127.00.1 CREATE Y T event t 3 query_kind AS de 9 0
2050226092112 Create detaule £#127001 Code: 395, DBsExcepton: P them are not. (NO_COMMON,TYPE)(erson 25.1.23 (oficil bui))  CREATEVIEW combined | CT event queny_kind AS de 2 0
2005-02:26 092001 Creste defaute S#127001 Code 386, DB pe ~ 1 G T T event 1 query_kind 45 de 2 0
2050026081908 Create defaut (#1270 Code: 395, DBsException: P (offca build) CREATE X T event 31 query_ind A5 de 2 3
2050226091859 Create detaut £A1127001 Code 385,085 = CREATE F logs ASTSELECT event query ind 45 devi 9 o
2005-02.25 163035 Drop detaut #5127001 DROP USER adimint o 0
10505 o - 1001 st | ; >
2005-02:25 163024 Create detaut JA127001 (CREATE USER) ENTIFIED o 3
2005-02:25 63024 Create defaute S#£127001 CREATE USER ENTIFED o 0
20050225 163018 Create defaut £#4112700.1 Code: 493, DBsExcepton: user timeweb | diectory. (ACCESS ENTITY_ALREADY_BXISTS) (version 25123 (offcal buld) CREATE USER) admin IDENTIFIED s 0
CREATE USER) ademin IDENTIFIED o

HacTpolka MHCTaHCa 3aBepLleHa, MOXXHO NPUCTynaTb K NoAaKAto4YeHnto noros B KUMA.,

NToro paHHom View Mbl BbIBOAUM Creaytoume cobbitus:

e Login nonb3oBaTens
e Failure logon
e Logout nonb3oBaTens
.
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B KUMA Heobxoonmo co3faTh KONIeKTop € TpaHcnopToMm sql (nnencxonpep ang Clickhouse - ?) n
napamMeTpaMn Kak Ha CKPUHLIOTE:
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Bbibupaem HopmanunsaTop Clickhouse (gocTtyneH B Community pack), nobasnsem Heobxoanmbie

TOYKN Ha3Ha4YeHUda N NHCTaJIJIMPpyeEM cny>K6y KOJIJTIEKTOPA.

JInbo, ecnn HamMm He HY>XHbl cOObITUA Bxoaa B BJl Mo)XxeM 1Cnonb30BaTbh 3anpocC TObLKO B
Tabanyy Mo ymondaHwuto:

###ar 1. CospaHue nonb3oBaTens ansa Koanektopa KUMA

CREATE USER kuma HOST IP '10.10.10.1/32"' IDENTIFIED WITH sha256_password BY 'supersecretpassword’;

####War 2. HazHavyeHne npas Ha BbiNnosHeHne SELECT k system.query_log

GRANT SELECT ON system.query _log TO kuma

#### War 3. Ucnonb3yem 3anpoc ana KUMA konnekTopa
SELECT event_time AS timestamp,
query_kind AS deviceAction,
user AS userName,
toString(initial_address) AS sourceAddress,
exception AS msg,
query AS requesturl,
00 query_duration_ms AS dcs1,
0 memory usage AS dcs2
FROM system.query_log
WHERE query_kind IN (‘Grant', 'Create’, 'Drop') OR query_duration_ms > '600000' OR memory_usage >
'1000000000' AND timestamp > ?
ORDER BY timestamp DESC
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