Cisco ISE

Cisco Identity Services Engine (Cisco ISE) - ueHTpann3oBaHHasa naaTdopMa yrnpaBeHns
ceTeBbIM LOCTYMOM, ayTeHTUnKaumnen n apTopmnsaLmen nosb3osartesien n yCTPONCTB B
KoprnopaTuBHOM ceTu. icnonb3yeTcsa Ans peannsaumnm NnoIMTUK KOHTPONASA AOCTyMNa Ha OCHOBE
NOEeHTUYHOCTK Npun paboTe ¢ NnpoBoagHbIMK, BecnpoBoaHbIMK U VPN-NoaKAOYEeHNAMK, a TaKKe AN
WHTEerpauunm c ceteBbiM obopynoBaHMEM U CUCTEMaMU MHGOPMaALMOHHON Be3onacHOCTW.

B pamMkax 3aga4 nHdopmMaumoHHon 6esonacHocTu Cisco ISE saBnseTCcs NCTOYHUKOM COBbITUI
ayTEHTUPUKaUUKM U aBTOPU3aLnK, aAMUHUCTPATUBHbLIX OENCTBUN U Y4€Ta CcecCuin goctyna. 9T
CobbITUA MPUMEHAIOTCA 4159 MOHUTOPUHIA AOCTYyNa, aHaln3a MHUMAEHTOB U (hopMmMpoBaHNS
ayaunTa B cmcteMax Knacca SIEM.

syslog

MogkntoyeHne K MHTepdency ynpasieHus:

1. B agpecHon cTpoke bpay3epa BBeauTe IP-agpec nnm gomeHHoe nms Cisco ISE.
2. BbinonHuTe BXOA NMoA y4eTHOW 3anncbio, BXOAALWEN B rpynny aAMUHNCTPATOPOB.

Co3pnaHue npoguas BHelwHero syslog-cepeepa:

1. B rnaBHoM MeHto BbibepuTe Administration -» System - Logging.
2. B neBon 4acTu okHa BbibepnTe Remote Logging Targets.
3. B naHenm MHCTpyYMeHTOB HaXxMuTe KHonky Add.



Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks More ~

Dashboard Lag Settings New Logging Target
Context Visibility Remete Logaing Tergets Logging Target
Logging Categories
Operations Message Catalog

* Name Target Type UDP SysLog

Collection Filters

Policy

Description Status ¥ Enabled
Administration

* Host / IP Address
Work Centers

* Port (Valid Range 1 to 65535)

Interactive Help Facility Code LOCALG

* Maximum Length 8192 (Valid Range 200 to 8192)

Include Alarms For this Target ]

Comply to RFC 3164 []

4. B none Name ykaxute nmsa npodpunssa BHeLWHero syslog-cepsepa.

5. B none IP/Host Address ykaxxuTe IP-agpec nnv gomeHHoe nums cepsepa rnpruéma syslog.

6. B none Port yka)xute nopT, NCMoNb3yeMbln Ans npuéma syslog-coobLieHnn.

7. B none Target Type BbibepuTe Tnn oTnpaBkn ( UPD syslog / TCP syslog / Secure TCP)

8. B none Facility Code BuibepuTe facility (Hanpnmep, LOCALO - LOCAL7 ) COrJlacHO MPUHATON
cxeMe Ha CcTopoHe SIEM

9. B none Maximum Length ykaxute makcumanbHyto AnnHy syslog-coobuieHns 8192

10. Comply to RFC 3164 - Bkato4duTe npm HeobxoanmocTun, ecnu SIEM oxunpaeTt popmaT
coobweHunn no RFC 3164

11. YctaHoBuTe Status = Enabled

12. HaxxmnTte KHomnky Submit

npMMep 3aKOHYEHHOWN KOHMUrypaLnu:

) Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks More

Dashboard Log Settings Logging Target

Context Visibility bl HRE O UL
Logging Categories to_siem Target Type  UDP SysLog

Operations Message Catalog

Description to_siem Status ¥ Enabled
. Collection Filters
Policy
* Host / IP Address 172.20.3.102
Administration

* Port 514 (Valid Range 1 to 65535)
Work Centers

Facility Code LOCAL6

Interactive Help * Maximum Length 8192 (Valid Range 200 to 8192)

Include Alarms For this Target \:\

Comply to RFC 3164
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1. B neBon 4yacTum okHa BbibepuTe Logging Categories.

2. BbibepuTte kaTeroputo AAA Audit n B naHenn NMHCTpyMeHTOB HaxmuTe kKHonky Edit.

3. B cnucke Available BbibepuTe co3aaHHbIV Npodunb syslog-cepBepa, B HalleM clyyae
to_siem.

4. lMepemecTnTe BbIbpaHHLIN Npodunab B cnnucok Selected, Ha)xkaB Ha >.

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Log Settings
= = AAA Audit

Remote Logging Targets

Logging Category

Logging Categories

Message Catalog Name AAA Audit

Collection Filters

Log Severity Level INFO

( Log level can not be changed. )
Local Logging v

Targets Available: Selected:
a
ProfilerRadiusProbe LogCollector

to_siem

?7?7?7?7?7?7?7?7? Severity ? Local Log

e Severity - 3Ha4yeHVe YPOBHSA BaXXKHOCTU COOBLITUI MCMNOJIb3YETCSH MO YMOJIHAHUIO N HE
TpebyeT nameHeHN B pamKax A4aHHOM HAaCTPOMKN.

e Local Log - lNapameTp JI0Ka/IbHOr0 XXypHanpoBaHMs ocTaeTcsa 6e3 nsmMmeHeHun n
HacTpanBaeTCs B COOTBETCTBUM C TpeboBaHUAMN N 0COBEHHOCTAMU TEKYLLEN
KoHgurypaumm Cisco ISE.

5. HaxxmuTte KHonky Save.
6. MNoBTopuTe Warn ¢ 1 no 5 gng cnenyowmnx Kateropun cobbiTmnn:

e Failed Attempts

e Passed Authentications

e Administrator Authentication and Authorization
e Accounting

e RADIUS Accounting

e TACACS Accounting

e Administrative and Operational Audit
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1. B Beb-nHTepdenice Cisco ISE nepenanTe B pasaen
Administration » System - Logging —» Logging Categories.
2. B cnucke KaTeropun npocMoTpuTe KoJiIoHKy Targets.

Settings
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3. [ndA paHee HaCTPOEHHbIX KaTeropui cobbiTuin ybeonteco, 4To B KosloHKe Targets
yKa3aH co3JaHHbIN Nnpodub BHelHero syslog-cepsepa, B HawemMm ciy4dae to_siem.

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

e Logging Categories

Logging Categories
Selected 0 Tot:

Message Catalog
Collection Filters

Parent Category Category Targets Severity
to_siem

AAA Audit LogCollector,to_siem
LogCollector,ProfilerRadiusProbe,to_siem
LogCollector,ProfilerRadiusProbe,to_siem

LogCollector,to_siem

Accounting LogCollector,to_siem

LogCollector,ProfilerRadiusProbe,to_siem
LogCollector,to_siem

Administrative an.. ... LogCollector,to_siem

lfpoBepka BLINOMHAETCA [N paHee HaCTPOEHHbIX KaTerOpMVI:

AAA Audit

Failed Attempts

Passed Authentications

Administrator Authentication and Authorization
Accounting

RADIUS Accounting

TACACS Accounting

Administrative and Operational Audit

Ecnu pns ykasaHHbIX KaTeropui B KosoHKe Targets otobpaxaeTcs cCO3[aHHbii Npoduib, B HalWeM cryyae

to_siem, HacTpoWKa BbINOJSIHEHA KOPPEKTHO, M coObITMS OyayT OTNPaBnsATbLCS BO BHEWHWW cucteMmy SIEM

Mocne BbIMOJIHEHMSA YKa3aHHbIX waroB Cisco ISE HauynHaeT oTnpaBnaTh BbibpaHHbIE KaTeropumn
cobbITUIN BO BHELLHOW0 cuctemy SIEM no npoTokony syslog
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