Cisco FMC

Cisco Firepower Management Center (Cisco FMC) - ueHTpann3oBaHHada ninaTtdopma
yrpaBseHns n agMnHuUCTpmpoBaHuna pewenHnn Cisco Firepower. Cisco FMC ncnonb3yeTtcs ans
HaCTPOMNKN, MOHUTOPUHIa 1 COMPOBOXXOEHNA YyCTPONCTB Firepower Threat Defense (FTD), Bkto4as
ynpasJieHne noamTnkamm 6e3onacHoCcTn, 0OHOBAEHNAMU, NNLEH3UPOBAHUEM N UHTErpaunsamMu.

B pamMkax 3apayd nHdopmaumoHHomn 6esonacHocTu Cisco FMC sBnsieTcs NCTOYHUKOM COBbITUI
TEXHMYECKOro N agMMHUCTPATUBHOro ayamTta. CobbiTua FMC no3BoNS0T OTCNEXWBaTb AENCTBUSA
aAMNHNUCTPATOPOB, U3MEHEHUSA KOHUIYpaLMK, onepaumn yrnpaBiaeHns yCTponCcTBamMum n
CUCTEMHBbIE COBbITUSA, YTO NCMOJIb3YETCA A1 KOHTPOAS AOCTYyMa, paccnefoBaHns MHUNOEHTOB U
dopMUpPOBaHMA TEXHNYECKOro ayanuTa B cucteMax knacca SIEM.

e [lokyMmeHTauumsa: https://www.cisco.com/c/en/us/support/security/defense-

center/series.html

Tunbl cobupaemMbix COObITUMN:

AyTeHTudnKauns n 3aBepLieHmne ceccum agMMHNUCTPaToOPOB

ALMUHNCTPATMBHbIE OENCTBUA N BbINOJIHEHVE KOMaHL,

N3mMeHeHns KoHpUrypaumum n o6 bekToB yrpaBaeHus

Onepaumnun ynpaBneHnsa ycTponcTeamum (gobasneHne, yaaneHme, U3MeHeHNE NapamMeTpoB)

CuUcTeMHble N CEPBUCHbIE COBOLITUSA YNpaBieHUs
CobbITMS, CBSAI3aHHbIE C MPUMEHEHNEM 1 0OHOBJIEHMEM KOHMUIypaLuii

Hactpomnka ornpaBku Audit log:

1. BonauTte B Beb-koHcob Cisco Firepower Management Center noa y4eTHOW 3anunckio,
obnaparowen agMMHUCTPATUBHBLIMN NPaBaMu.
2. B NnpaBOM BepxHeEM yrnay nHTepgenca HaXxMnTe Ha 3Ha4yok System (wecTtepéHka).

3. B oTkpbiBwEMCS MeHto BbibepnTe Configuration.
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4. B neBou 4aCTu OKHa nepengute B pasgen Audit Log.

vt

B napameTpe Send Audit Log to Syslog Bribepnte 3HavyeHne Enabled.

6. B napameTpe Send Configuration Changes BLibepuTe popmaT oTnpaBkn cobbITU (
Send as JSON).

7. B none Hosts (Up to 5) ykaxxute agpec cepsepa npmnéma syslog.

8. B napameTpe Facility Boibepnte ncnonbsyemyio facility B cOoTBETCTBUN C MPUHATOMN

CXeMOoN.

9. B napameTpe Severity ykaxuTe ypoBeHb BaXXHOCTU cobmnpaembix cobbiTnn,
pekomeHayeTcsa INFO

10. B none Tag yKa)xuTe NPOn3BOJIbHYIO METKY OJ19 UAeHTU(pUKaunum nctodHmnka B SIEM,
Hanpumep FMC

11. HaxxmunTte kHonky Test Syslog Server

12. Y6éenuTtech, 4To oTobparkaeTcs coobuieHne ob ycnewHom AoCTynHOCTK syslog-cepsepa (S

alial.  Firewall Management Center

yslog server has been reached).
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Send Audit Log to Syslog Enabled

<
)

Send Configuration Changes Send as JSON

<
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SYSLOG VJ

[
[
Hosts (Up to 5) [ 172.20.3.102
[
[
[

Facility
Severity INFO v ]
Tag (optional) FMC ]
Send Audit Log to HTTP Server t)isabled v ]
URL to Post Audit [ https://kuma.local.lab:4514 ]

Syslog server has been reached. O[ Test Syslog Server ]
172.20.3.102
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