AHanor netcat c nomoLubo
PowerShell Ha Windows

YacTo Ans NnpoBepKn NocTynseHnsa cobbiTusa TpebyeTca cneunasnbHble YTUANTBI 419 OTNPaBKn
TecToBOro coobuieHmna ¢ Windows MallnHbl Ha KOJIJIEKTOP, B paMKax 3Ton cTaTbu byaeT
npeacTaBfieH ckpunT Ha PowerShell , ¢ noMoLWw b0 KOTOPOro MoXXHO ByaeT oTNpaBMTb TeCTOBOE
coobuieHne no IP:PORT no npoTtokony TCP.

Kog ckpunTa:

Function Send-TCPMessage {
Param (
[Parameter(Mandatory=$true, Position=0)]
[ValidateNotNullOrEmpty()]
[string]
$EndPoint

[Parameter(Mandatory=$true, Position=1)]
[int]
$Port

[Parameter(Mandatory=$true, Position=2)]
[string]
$Message
)
Process {
# Setup connection
$IP = [System.Net.Dns]::GetHostAddresses($EndPoint)
$Address = [System.Net.IPAddress]::Parse($IP)
$Socket = New-Object System.Net.Sockets. TCPClient($Address,$Port)

# Setup stream wrtier
$Stream = $Socket.GetStream()

$Writer = New-Object System.|O.StreamWriter($Stream)

# Write message to stream



$Message | % {
$Writer.WriteLine($_)
$Writer.Flush()

# Close connection and stream
$Stream.Close()

$Socket.Close()

Ona oTnpaBKM TeCTOBOro coobuweHuns HY>XHO BbIMOJIHUTbL CaledyroLlulyo KOMaHAay:

Send-TCPMessage -Port 5578 -Endpoint 10.68.85.125 -message "KUMA the best SIEM !"

BOT Kak 3TO BbIr1AgnT B pa60Te:
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Ha cTtopoHe KUMA:

CobbiTns 1 @ Undbopmauma o cobbiTum

T: SELECT * FROM "events’ WHERE ServiceID = '35d7598d-217c-4e@e-bB8a8-35a608ec6e93’ ORDER BY Timestamp DESC LIMIT 258

TenantlD Timestamp 4 Name DeviceProduct DeviceVendor DestinationAddress Tenanthiame
Main 30102023 15:13:16
WcxoaHoe cobbiTHe
KUMA the best SIEM !
Revision #1

Created 30 October 2023 12:08:46 by Boris Rzr
Updated 26 June 2024 14:59:17 by Boris Rzr


https://kb.kuma-community.ru/uploads/images/gallery/2023-10/3piimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2023-10/tWeimage.png

