P77 netcat ? 77?7?7777
PowerShell ?? Windows

YacTo Ans NnpoBepKn NocTynseHnsa cobbitnsa TpebyeTca cneunanbHbie YTUANTBI 418 OTNPaBKN
TecTtoBoro coobuweHmna ¢ Windows mMalLunHbl Ha KONIIEKTOP, B paMKax 3TOW CTaTbu byneTt
npenctaBaeH ckpunT Ha PowerShell , ¢ noMoLLblo KOTOPOro MOXKHO ByaeT oTNpaBUTbL TECTOBOE
coobueHune no IP:PORT no npoTtokony TCP.

Kog ckpunTa:

Function Send-TCPMessage {
Param (
[Parameter (Mandatory=$true, Position=0)]
[ValidateNotNullOrEmpty ()]
[string]
$EndPoint

[Parameter(Mandatory=$true, Position=1)]
[int]
$Port

[Parameter(Mandatory=$true, Position=2)]
[string]
$Message
)
Process {
# Setup connection
$IP = [System.Net.Dns]::GetHostAddresses($EndPoint)
$Address = [System.Net.IPAddress]::Parse($IP)
$Socket = New-0Object System.Net.Sockets.TCPClient($Address, $Port)

# Setup stream wrtier
$Stream = $Socket.GetStream()
$Writer = New-0Object System.IO.StreamWriter($Stream)

# Write message to stream

$Message | % {



$Writer.WriteLine($ )

$Writer.Flush()

# Close connection and stream
$Stream.Close()
$Socket.Close()

Ona OTrnpaBKN TeCTOBOIro coobuieHns HY>XHO BbINOJIHATb CJUJIEAYHOLWYHO KOMaHAY:

Send-TCPMessage -Port 5578 -Endpoint 10.68.85.125 -message "KUMA the best SIEM !"
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Ha cTtopoHe KUMA:

-
CobebiTua S H @ MHdopmauma o cobbiTUM
T: SELECT * FROM "events’ WHERE ServiceID = '35d7598d-217c-4e@e-bB8a8-35a608ec6e93’ ORDER BY Timestamp DESC LIMIT 258

TenantlD Timestamp 4 Name DevicePreduct DeviceVendor DestinationAddress
Main 30.10.2023 15:13:16

WcxoaHoe cobbiTHe

KUMA the best SIEM !
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