Unix

e HacTtpomnka AuditD Ha Unix cuctemax

e HacTponka Syslog-ng Ha Unix cuctemax

e Cbop cobbiTnn AuditD c nomouwbio Rsyslog




HacTpounka AuditD Ha Unix
cucrtemax

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuunaibHOW peKoMeHOaLmnen seHaopa.
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HacTtponka AuditD

Ins HavYana Heo6xoAMMO NPOBPUTL YCTAaHOBMIEHA HY>XHasa cny>x6a auditd, NOCMOTPUM aKTUBHbIE
npasuna:

auditctl -l

B cnyyae Hanu4ns noaobHom ownbKu:
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[root@nd4 ~]# auditctl -1 )
-bash: auditctl: command not found

[root@cnd ~]# I

Heobxoaumo YCTaAaHOBUTbL Cyieayrouine nakeThbl.

apt-get install auditd audispd-plugins

NIn6o (ecnn RHEL nogobHble OC):

yum install audit audispd-plugins

PeKOMeHﬂ,yeM MCrNnosb30oBaThb ceayrLline rnmpasuya onad ayanTta:

wget -O audit.rules https://raw.githubusercontent.com/Neo23x0/auditd/master/audit.rules

3arpy3nTb hains Cc npaBuaaMmu aygmuta ¢ noptana box.kaspersky.com - TyT.

PekomeHaoyem nobaBuTb 3annucy B KOHel, panna audit.rules , Ang 6bicTporo gobasneHus
NCNONb3YyNTE KOMaHAOy HUXe (Mnocsie BbIMOJIHUTE systemctl restart auditd.service ):

cat << EOF >> /etc/audit/rules.d/audit.rules
# root authorized_keys

-w /root/.ssh/authorized_keys -p wa -k rootkey

# motd audit

-w /etc/update-motd.d/ -p wa -k motd

# udev audit

-w /etc/udev/rules.d/ -p wa -k udev

# xdg audit
-w /etc/xdg/autostart/ -p wa -k xdg

-w /usr/share/autostart/ -p wa -k xdg

# Package Manager (APT/YUM/DNF)
-w /etc/yum/pluginconf.d/ -p wa -k package_man
-w /etc/apt/apt.conf.d/ -p wa -k package_man

-w /etc/dnf/plugins/dnfcon.conf -p wa -k package_man

# exta systemd

-w /usr/lib/systemd/ -p wa -k systemd
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-w /lib/systemd/ -p wa -k systemd
-w /usr/local/lib/systemd/ -p wa -k systemd
-w /usr/local/share/systemd/user -p wa -k systemd_user

-w /usr/share/systemd/user -p wa -k systemd_user

# setcap audit

-w /usr/sbin/setcap -p x -k setcap

# rc audit

-w /etc/rc.local -p wa -k rclocal

## extra Shell/profile configurations

-w /etc/bash.bashrc -p wa -k shell_profiles

-w /etc/bash.bash_logout -p wa -k shell_profiles
-w /root/.profile -p wa -k shell_profiles

-w /root/.bashrc -p wa -k shell_profiles

-w /root/.bash_logout -p wa -k shell_profiles

-w /root/.bash_profile -p wa -k shell_profiles

-w /root/.bash_login -p wa -k shell_profiles

EOF

Opyrne npasuna ayguTa U nosiesHble Matepuansl no AuditD MOXKHO HATK - TYT.

[anee Hy>XHO NMnepemMecTUTb NpaBusia B ANPEKTOPUIO MO YMOJITHAHUIO U MPUMEHUTb NMpasuia
nepe3arnyckom cepsucCa:

cp audit.rules /etc/audit/rules.d/
systemctl restart auditd.service

systemctl enable auditd.service

B cnyvyae ownbku pecraprta cnyx6bl auditd (Failed to restart auditd.service)
Ha RHEL nonobHbix OC, MOXXeT BCTPeTUTLCA cnenytowas owmnbka:

Failed to restart auditd.service: Operation refused, unit auditd.service may be requested by
dependency only (it is configured to refuse manual start/stop).
See system logs and 'systemctl status auditd.service' for details.

nano /usr/lib/systemd/system/auditd.service
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N3meHnTe napameTp RefuseManualStop Ha:

RefuseManualStop=no

3aTem 06HOBUTE NapaMeTpbl CIyXObI:

systemctl daemon-reload

Ina nposepkn ybeanmtecb 4TO CAeOyOLNIA 10T HaMoJIHAETCS UHopMaLnen:

tail -f /var/log/audit/audit.log

N3BecCcTHble Npobnemsl

BbiBaloT Ciyvyaun, Korga us-3a poTtauum camoro cebsa auditd (cobcTBeHHas poTaumsa) nagaeT B
cTaTyce cepBuca:
Sep 24 00:11:42 example.org auditd[756]: Audit daemon rotating log files

B TakoM cTaTyce nor ¢ans He NONOJIHAETCS, PEKOMEHAYETCHA UCMOIb30BaTb CUCTEMHYIO POTaLMIo
logrotate.

CHavana oTkJ/4aeTca cobcTBeHHas poTaumsa auditd, npaBuM KOHpUr:

nano /etc/audit/auditd.conf
MpaBnM 3aH4YeHne (BblOENEHO XUPHbLIM): max_log file_action = ignore

3aTeM HacTpauBaeTCsa cucTeMHasa poTaumsa logrotate.

touch /etc/logrotate.d/auditd
chmod 644 /etc/logrotate.d/auditd; chown root:root /etc/logrotate.d/auditd

nano /etc/logrotate.d/auditd

Mnwem B hanne auditd:

# daily rotation keep last 2 days and compress old
/var/log/audit/audit.log {
daily

missingok



notifempty
sharedscripts
rotate 2
compress
delaycompress
postrotate
/usr/bin/systemctl kill -s USR1 auditd.service >/dev/null 2>&1 || true

endscript

Mepe3anyckaem cnyxbbl logrotate n auditd:

systemctl restart logrotate.service; systemctl restart auditd.service

YpnaneHHasa otnpaBka Jsioros auditd

NHorpoa mecTo Ha cepBepe OrpaHn4yeHo U XpaHuUTb 06beMHbIN nor audutd HET BO3MOXXHOCTW, ANS
3TOro MOXXHO HAaCTPOMTb OTMPaBKY JIOrOB Cpa3y Ha yAaJIeHHbI cepBep, 415 3Toro byaem
ncrnonb3oBaTb MiarunH audispd-plugins, KOTOPbIN Mbl 3arpy>kan Bbille.

OTKNO4YMM NOKasibHOe BeLeHue JIoroB ayanTta B pansie /etc/audit/auditd.conf BeicTaBnsaem
3Ha4veHue write_logs = no:

root@kuma# nano /etc/audit/auditd.conf

local_events = yes
write_logs = no

name_format = HOSTNAME

Tenepb HaM HY>XHO UCMNPaBUTL (haisl MO NPUMEPY HUXKE OJ1S OTMPaBKM JIOrOB Ha yAaJIeHHbIN
cepBep:

root@kuma# nano /etc/audit/plugins.d/au-remote.conf

active = yes

direction = out

path = /sbin/audisp-remote
type = always

#args =



format = string

Hdanee Hy>XHO oTpedakTMpoBaTh ann /etc/audit/audisp-remote.conf cnegytowinm obpasom:

root@kuma# nano /etc/audit/audisp-remote.conf

#
# This file controls the configuration of the audit remote
# logging subsystem, audisp-remote.

#

remote_server = 192.168.0.100

port = 16666

transport = tcp

queue_file = /var/spool/audit/remote.log
mode = immediate

queue_depth = 10240

format = ascii

network_retry time = 2

max_tries_per _record = 3
max_time_per_record = 5

heartbeat_timeout = 0

network_failure_action = stop
disk_low_action = ignore

disk full_action = warn_once
disk_error_action = warn_once
remote_ending_action = reconnect
generic_error_action = syslog
generic_warning_action = syslog
queue_error_action = stop
overflow_action = syslog

startup_failure_action = warn_once_continue

##krb5_principal =
##krb5_client_name = auditd

##krb5 key file = /etc/audisp/audisp-remote.key

Tenepb HY>XHO Nepe3anyCcTuTb cepBuc auditd ona npumeHeHna 06HOBAEHHbIX KOHPUIypaLuunn :



systemctl restart auditd.service

Chipble cobbiTua 6ynyT 6e3 3aronoeka syslog, napcep Unix n3 nepcenn-naka obpabortaet
KOPPEKTHO TaKune Noru:

node=kuma-aio.local type=PROCTITLE msg=audit(1704808440.087:50482):
proctitle=2F7362696E2F617564697463746C002D52002F6574632F61756469742F61756469742E72756C6573



HacTpounka Syslog-ng Ha
Unix cncrtemax

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumaibHOW peKkoMeHaaumnen seHaopa.

Ons Havyana HeobXxoaAMMO NPOBPUTL YCTAHOBJIEHA HY>XHas ciy>kba Syslog-ng, mocMoTpuM CcTaTycC
CnyX06bi:

systemctl status syslog-ng

B Ccnydae OTCyTCTBUA C)'Iy)K6bI Heobxoanmo YCTaHOBUTbL Cciieaytoumne nakeThbl:

apt-get install syslog-ng

B cnyyae ecnm cnyxba He 3anyuleHa:

sudo systemctl start syslog-ng

sudo systemctl enable syslog-ng

HacTponka MCTOYHUKA

[anee Ha NCTOYHMKE HY>XXHO CO34aTb hann ¢ napameTpamm paboTbl CNy>KObl N NUIMEHUTb
KOHUrypaunoHHbIN anna cnyxbbl Syslog-ng.

CHayvasia co3gaeTtcs ann ¢ napameTpamMm paboTbl CyXKObi:
Co3panTe hann /etc/syslog-ng/1-unixLogging.conf , HANPMUMepP C MOMOLLbIO hano:

nano /etc/syslog-ng/1-unixLogging.conf

HobaBbTe B hann cTpokn ang ornpasku no UDP Ha nopT 5140:

filter unix_filter {

not facility(cron, Ipr, mail, news, uucp);



destination to_kuma_udp {

udp("<IP_KUMA Collector>" port(5140));
¥

log {
source(s_src);
filter(unix_filter);
destination(to_kuma_udp);

h

HNobaBbTe B hann cTpoku anst otnpaBku no TCP Ha nopT 5140:

filter unix_filter {
not facility(cron, Ipr, mail, news, uucp);

}

destination to_kuma_tcp {

tep("<IP_KUMA Collector>" port(5140) log-fifo-size(1000));
¥

log {
source(s_src);
filter(unix_filter);
destination(to_kuma_tcp);

flags(flow-control);

+

YT106bl HACTPOUTL KOHMUTYPALMOHHBLIN (hann cnyX6bl C NCMOJIb30BaHMEM HACTPOEK CAeNaHHbIX
Bbllle, OTpenakTupynTe dann /etc/syslog-ng/syslog-ng.conf , no6aBumB B haal CTPOKY:

@include "1-unixLogging.conf"
Mepe3anyctute cnyxby syslog-ng:

systemctl restart syslog-ng



[TpoBepKa OTNpaBKy coobLeHns

[ns NpoBEPKU MONyHYeHUs 1 0TNpaBKM COOOLLEHNSI MOXKHO BOCMOJ1b30BaTbCA KOMaHA0M C
TeCcToBbIM coobLLEeHnEeM:

logger "testTest"

9T0 coobLieHne fOJIKHO NOABUTLCS B CUCTEMHOM >XKYpPHasie, HanpuMmep /var/log/messages :

):22:41 test-kuma sys : to start hUMA cnllectnr
1:22:43 test-kuma Al testTest
144 test-kuma kum . '[l23;'1[l f@4 10: 22 -1-1 WARN :

i:zz 44 test- kuma

HonosHunTeNbHaa MHMPopMaLuns

O6bI4HO B KOHUrpaumm /etc/syslog-ng/syslog-ng.conf B s_src cogep>Xmtcs 2 Tuna XXypHasioB

source s_src {
system(); # cnCTeMHbI XXypHan
internal(); # BHyTpeHHMe coobLueHmns xypHana syslog-ng

I

Onsa 3apgaHna wabnoHa coobLEeHNA MOXXHO UCMNOJIb30BaTh cnepyroulee:

template LogglyFormat { template("<${PRI}>1 ${ISODATE} ${HOST} ${PROGRAM} ${PID} ${MSGID}
[TOKEN@41058 tag=\"TAG\" ] $MSG\n");
template_escape(no);

}

destination d_loggly {
tcp("logs-01.loggly.com" port(514) template(LogglyFormat));
b
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Cbop cobbiTnn AuditD c
nomowbio Rsyslog

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuunaibHOW peKoMeHOaLmnen seHaopa.

OdmnumranbHaa OKyMeHTauus no gaHHOMY pasgeny npusegeHa B OHNaMH-cNpaBke Ha
npoaykT: https://support.kaspersky.com/KUMA/2.1/ru-RU/239760.htm

Co3pnaHue konnektopa KUMA

Onsa cozpaHua konnektopa KUMA Heobxognmo B Beb-koHconm KUMA nepenTtu Ha BKNIagKy
Pecypchbl - KonneKkTopbl 11 Ha)KaTb Ha KHOMKY JLoOaBUTb KONNEKTOP. TakXXe MOXKHO Ha
BkNagke Pecypchbl BoibpaTb NYHKT MoAKNIOYUTD UCTOYHUK. B 060unx crnyvasa oTKkpoeTcs MmacTep
NOAKIIOYEHNSA NCTOYHUKOB COBbITUA.

Ha nmepBoM wWware mactepa Heobxoammo BbibpaTb T@HaAHT, KOTOpoMY ByaeT NnpuHagnexaTb
KOJIJIEKTOP 1 TakXXe 3agaTb UMa kKonnekTopa.



Connect event sources

@

Connect event sources

€ Transport Collector is used to get events from event source and convert them into KUMA format for further processing, It
can also filter out useless events, merge multiple events intc one, and enrnch events with additional data.
Complete the wizard to create collector. For details see Online Help
© Event parsing
*Collector name Auditd via Rsyslog UDP/5144
© Event filtering
© Event aggregation *Tenant Main R
 Eventenrichment Warkers 0
© Routing
Debug Disable v
© Setupvalidation
Description

Ha BTopoM Lare mactepa HeobxoamMmo BblbpaTb TN NogknoyYeHns udp nnm tcp 1 ykasaTb NOPT,
Ha KOTOPOM KoJiIleKTop ByneT o)XXnaaTb BXOAsLMe NoAKAoYeHns. B faHHOM npumepe BbibpaH
UDP/5144.

€ Connectevent sources

Transport
l@‘- Transport Add a source from which you want to receive events. For details see Online Help
k-
© Eventparsing Basic settings  Advanced settings
© Event filtering

*Connector Create new v 3
© Eventaggregation

“Kind udp v @
© Eventenrichment

*URL 15144 @
€ Routing
@) Setupvalidation pelimiter value v

Ha TpeTbeM Liare mactepa Heobxoamnmo BbibpaTb NpeayCcTaHOBAEHHbIN HoOpManu3aTop [OOTB]
Linux Audit and iptables Syslog (nu6o napcep AuditD u3s PreSales Pack). B cnyvae
OTCYTCTBMSA YKa3aHHOIro HopManm3aTopa, obpaTuTecb K CBOEMY MEHeO )Xepy A/ ero nojyvyeHus.
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Event parsing

Normalization scheme Enrichment

*Mormalizer | [COTB] Linux audit and iptables Syslog ~ ‘ [4
0

*Name [00TB] Linux audit

*Parsing method syslog v @

Llarn macTtepa c 4eTBEPTOro Mo LWeCTOoM MOXXHO NMPonyCcTUTb, MM60 3aNoNHUTL NO3AHee Mo CBoeMy
yCMOTpEHMIO.

Ha ceabMoM wware Mmactepa HeobxoAMMo yKa3aTb TOYKM Ha3HAYeHUs Tuna XpaHunuuie, eciu

TpebyeTcsa coxpaHeHune cobbiTnii B Bl 1 Tna Koppenatop, ecnn TpebyeTcs koppensayms
cobbiTun.

Connect event sources

1] .
Routing

@ Transport Zpecify where processed events should be routed to. It is recommended to send events to at least two destinations: to a cormelator for analysis and te a storage for retention. For details see Online Helg.
© Event parsing Storages
© Evemtfiltering [Example] Storage storage test-kuma sales lab:7230

Carrelators
© Eventaggregation

[Example] Correlator correlator test-kuma sales lab 7249
@ Event enrichment

Add destination v

@ Routing
O Setupvalidation

Ha nocnegHem wware Mmactepa He06Xo0AMMO HaXkKaTb Ha KHOMKY COXpPaHUTb U CO34aTh CEPBUC,
nocJie Yero CKOMMpoBaThb NMOABUBLLYIOCA KOMaHAY AN AajibHelleln yCTaHOBKM cepBuUca
KOJIIeKTopa.
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) Connect event sources

Setup validation

e Transport Configuring collector is corr

© Event parsing

© Evenfiltering

@ Event aggregation

O Eventenrichment

@ Routing

i Sewp validation

Jfopt/kaspersky/kuma/kuma collector --core https://test-kuma.sales.lab:7218 --id 47c9aff1-5fc2-42b7- M Cery
be11-d47d16c73266 --api.port 7296 --install

B pe3ysibTaTe Ha Bknaake Pecypcbl - AKTUBHbIE CEPBUCHI NOSBUTCS CO3AaHHbIN CEPBUC
KoJIleKTopa.

Fesources and services »
. Add service Refresh
Services

Status Kind t Service Version Tenant FQDN IP Address AP| port Uptime

L ] Collector Auditd via Rsyslog UDP/5144 Main

YcTaHoBKa KosisiekTopa KUMA

[N yCTaHOBKW CcepBMCa KOJIIEKTopa HEOBX0AMMO MOAKIIYNTLCS K KOHCOIM CepBepa KoJIeKkTopa
KUMA.

Mepen BbINO/IHEHNEM YCTAaHOBKN PEKOMEHAYETCSH BbIMOJHUTL KOMaHAy, CKOMUPOBAHHYIO Ha
npeabigyuwem ware, 6e3 kntoda --install.

d631-eaed-4c85-babd-1lefec f9ce744

started

mple] Corr

1- D= | 419 y ) j jent, 4 : started
3 i started

B cnyyae oTcyTCTBMSA OWMBOK U M3MEHEHUSA CTaTycCa KosiekTopa B Beb-uHtepdence KUMA Ha
3es1eHbl, Heo6X0AMMO TEMPUHUPOBATL BbIMOJIHEHNE KOMaHAbl N NEPEenTn K yCTaHOBKe.

[Ons yCTaHOBKW CepBUCa KOMIEKTOPa HEOBX0AMMO BbINOJHUTbL CKOMUPOBAHHYO KOMaHAay €
KJ4oM --install.
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[root@test-kuma ~ core https://test-kuma.sales.lab: C .d 4882d631-eaed-4cB5-babd-1lefecfice744

pl.port
Created symlink / 5 em/multi-user.target.wants/kuma-collector-4882d631-eaed-4c85-bab4-lefecfIce744.service - Jusr/lib/system
d/system/kuma-col or-488 eaed-4c85-babd-1efecf9ce744.service.
[root@test-kuma ~J# [}

Tak>xe Heobxoanmo fobaBMTb NOPT KOJIIEKTOPA B UCKJIIOYEHUSA haepBoia 1 06HOBUTbL NapaMeTpbl
CNyX06bl

firewall-cmd --add-port=5144/udp --permanent

firewall-cmd --reload

B pe3ynbTaTe cTaTyC KoasiekTopa B Beb-mHTephence KUMA n3MeHNTCA Ha 3esieHbIN.

) Add service Refresh
Services

Status Kind 1 Service Version Tenant FQDN IP Address API port Uptime

[ ] Collector Auditd via Rsyslog UDP/5144 20030

o
&

test-kuma sales lab 10.668.85125 7290 7 minutes 42 seconds

HacTponka cepBepa NCTOYHUKa 10roOB

B cnyvae Hanm4unsa ownbok ¢ 4OCTYNMOM XYpPHanoB, nonpobynte oTkmo4nTb SELinuUX.
OTknoyveHue SELinux Bpy4Hyto — SELINUX = Disabled B /etc/selinux/config n 3atem
setenforce 0, komaHaa getenforce ons NpoBepKu.

Ha cepBepe NCTOYHMKe JIOrOB MNpoBepbTe Hanvme cepeuca RSysIog B CUCTeMeE:

systemctl status rsyslog.service

[root@test-kuma ~]# systemctl status rsyslog.service
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/11b/5ystemd/system/rsyslog service; enabled; vendor preset: enabled)
Active: ac ) since Mon 2022-09-12 16:16:24 MSK; 6 days ago
Docs:

Main PID: 3434786 {rsyslogd)
Tasks: 3 (lumit: 100357)
Memory: 196.0M
CGroup: /system.slice/rsyslog.service
L-3434786 /usr/sbin/rsyslogd -n

B cny4vae oTcyTCTBUSA cepBuCca ero Heo6xXxoANMMO YCTAaHOBUTb M 3aNyCTUTb:

yum install rsyslog
systemctl enable rsyslog.service

systemctl start rsyslog.service
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HDanee B nanke /etc/rsyslog.d HeobXxoaMmMo co3gaTb pana audit.conf CnefyoLLEro cooepxaHus:

vi /etc/rsyslog.d/audit.conf

$ModLoad imfile

$InputFileName /var/log/audit/audit.log
$InputFileTag tag_audit_log:
$InputFileStateFile audit_log
$InputFileSeverity info
$InputFileFacility local6
$InputRunFileMonitor

local6.* @<ip agpec konnektopa KUMA>:<nopT konnektopa KUMA>

Ona oTnpaBku cobbiTniA No NnpoTokosy TCP nocnenHon CTPOYKY cieayeT 3aMeHUThb Ha:

local6.* @@<ip aapec konnektopa KUMA>:<nopT kKonnektopa KUMA>

MNMocne coxpaHeHUs N3MeHeHu B haliie HeobxoamMMo rnepesanycTuTb cepBuc Rsyslog komaHaom:

systemctl restart rsyslog.service

[TpoBepKa NOCTyrnJieHnsa cobbiTum

[Ons NpoBepKU MoCcTynaeHns cobbiTuin BbibeprTe COOTBETCTBYIOLLMA KOJIJIEKTOP U HAXXMUTE Ha
KHoOMNKy MepenTn K COObLITUAM. B OTKpbIBLLEMCSA OKHE COBbITUA NPU HaXXaTUN Ha 3HAYOK JynMbl
LOJIKHbI MosABUTbCA cobbiTusa Auditd.



Events

T= | SELECT » FROM “events' WHERE ServiceID = “47cOaff1-5fc2-42b7-bel1-d47416c73208° LINIT 250
TenantiD Timestamp Mame Des =
Man 2022-09-19 133830 wancve audin Unix
Mar 202209191338 30 i Unix:
Man 2022-09-19 1338 30 audn Unix.
Man 02209191338 30 L] A Unix
Mar 2022-09-19 1338 30 execve audt Unix
Mary 2022-09-19 1338 30 audt Unix
Man 2022-09-191338 30 L] i Unix
Mary 2022-09-151238 30 path audt Unix
Man 2022-09-191338 30 i Unix
Mar ET0FIFIII/I0 aadn Unix
Mar 2022-09-19 1338 30 path audt Unix
Man 2022-09-191338 30 oath dadn Unix
Man 2022-09-19 1338 30 audt Unix
Man 2022-09-19 1338 30 path audit Unix
Mpry 2022-09-191338 30 L] aadn Unix
Main audt Unix

2022-09-19 133830

il

& Event details

SeureePradesilD
Sourcelseril
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