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HacTponka ayanta VMware
ESXi n vCenter

VMware ESXi

Yepes Beb-uHTepdenc

MNpoBepbTe KOPPEKTHOCTb HACTPOEK BPEMEHM N YACOBOIO MOsACa, NMPOBEPUTL CUHXPOHMU3ALMIO C

NTP-cepBepoM (MpuHATL BO BHMMaHuMe, 4yT1o OC VMware ESXi paboTaeT Tonbko no UTC).

BbIMO/IHUTL pe3epBHOE KONMMpoBaHue KoHdurypaumm ESXi-xocTa.

Yepe3 web-nHTepdenc noakntounTbCca K ESXi-XoCTy nCnonb3ys YY4eTHYH0 3anuch root.

B rnaBHOM MeHI0 B pa3fene HaBuUraumm pasBepHyTb Bkaagky Host u nepenTtn no nytu: Host -
Manage - Advanced Settings.
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B okHe noucka HabpaTb Syslog.global.LogHost, BuibpaTh NnapameTp Syslog.global.LogHost n

OTpenaKTMpoBaTh €ro.
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YKaXxuTe npoToKoJ1, agpec n noptT Kosnektopa KUMA n HaxxmMuTe Save.

[# Edit option - Syslog.global.logHost

New value udp://192.168.101.212:514

(string)

Cancel

HDanee nepenante Ha Bknaaky Networking - Firewall rules.
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Hanante npaBuno syslog, BbiaennTe ero (MoOXXHO BOCMOJIb30BaThCSA MOUCKOM) U BKJIIOYNTE €ro,
Ha>xaB Ha Actions - Enable.
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Yepes SSH

HacTponKy ayanTa MOXHO BbINOJIHUTL Yepe3 SSH. Bkao4nTb AocTyn no SSH Ha ESXi-xocTe,
nepenTtn no nyHkTam: Host - Actions - Services - Enable Secure Shell (SSH).
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MoaokntounTech K ESXi-xocTy nmo SSH ncnosnb3ysa y4yeTHyto 3anuck root (Hanpumep yepes Putty).

o HabepuTe KoMaHAOy: esxcli system syslog config set --loghost=udp://192.168.1.250:514
(KOHUrypupoBaHmMe NOAKIOHYEHUA K Syslog-cepBepy, ip-aApec B KOMaHAe He aBnseTcs
NernTUMHBIM N YKa3aH UCKJIYUTENbHO A npuMepa).

e HabepuTte KoMaHAy: esxcli network firewall ruleset set --ruleset-id=syslog --
enabled=true (BKJIlOYEHMWE pa3peLlaloLero npasuaa GuabTpaunm ons syslog).

e HabepuTte KoMaHAay: esxcli network firewall refresh (0OOHOBJIEHME HACTPOEK
MeXXCeTeBOoro akpaHa ESXi-xocTa).

e HabepuTe KoMaHAy: esxcli system syslog config get (MpoBepkKa HacTpoek syslog-cny 6ol
ESXi-xocTa):
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e HabpaTb KOMaHAy: esxcli system syslog reload (Mepe3arpy3ka syslog-cny6bl ESXi-
X0CTa).

ABTOpUM30BaTbCA Ha ESXi-xocTe, Yyepe3 ero web-mHTepdenc non y4eTHoOM 3anncbto C
AOMUHNCTPATUBHBLIMU NpaBaMu 1 OTKJOYUTb BocTyn no SSH (npnmevaHue: CornacHo
pekomMeHaaunam VMware, gocTtynbl No SSH n K ESXi-shell Hy>KHbI TONIbKO BO BpeMs
ANarHOCTNYECKNX N aBapuiHbIX paboT).

(OnuuoHanbHO) Ecnm Heobxoammo oTnpasasaTb cobbITUA Syslog Ha APYronM NOPT Ha3Ha4YeHus,
Heobxoavmo nobasuTb NpaBuao ans M3 ESXi, ons 3Toro 3angnte Ha XoCcT no SSH.

CospanTte harn (MCNOMb3YyOTCA KNaccmyeckme Linux kKoMaHabl) CO cefyolnm CogepXUMblM,
Hanpumep ans nopta 5140 (Ha3oeeMm cann syslogPort-5140.xml):

<!-- /Jetc/vmware/firewall/syslogPort-5140.xml -->
<!l-- remote syslog configuration -->
<ConfigRoot>
<service>
<id>syslogPort-5140</id>
<rule id='0000"'>
<direction>outbound</direction>
<protocol>udp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<rule id='0001"'>

<direction>outbound</direction>
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<protocol>tcp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<enabled>false</enabled>
<required>false</required>
</service>

</ConfigRoot>

Ona ncnosnb3oBaHMs 3TOro MpaBWJia BbIMNOJIHNUTE KOMaHAbl HNXKE, N aKTVIBVIpyI7ITe ero:

e cp syslogPort-5140.xml /etc/vmware/firewall/
e esxcli network firewall unload

e esxcli network firewall load

VMware vCenter

CaoenaiTe snapshot nnm BeiNnoNHUTE pe3epBHOe KonupoBaHue vCenter.

Yepes web-6paysep noaknwountecb kK vCenter Server Appliance Management Inteface (VAMI)
NCNONb3ys aAMUHNCTPATUBHYIO YYETHYIO 3annuck (Hanpumep, administrator@vsphere.local).

Habepute B web-6pay3epe: https://vcenter.test.local:5480 n BBeCTU aAMUHNCTPATUBHbLIE YHETHbIE
OaHHble (Mms vcenter.test.local He aABAAeTCA NErMTUMHbBIM U yKa3aH OJs npuMmepa).

YbennTecb B KOPPEKTHOCTU HAaCTPOEK BpeMeHM B pa3aesie Time (4acoBOM MOSAC yKa3aH B KavyecTBe
npuMmepa, a TUM CUHXPOHU3aUUK B «Punrane» bynet nHANBUAYabHO 3aBUCETb OT YKa3aHHbIX
MECTHbIX HAaCTPOEK).
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Mode Host

Current appliance time Wied 03-29-2023 11:42 AM +04

MepenTn B paspen Syslog, 4Tobbl HacTponTb Forwarding. Ha>xxaTb kHonky CONFIGURE, ykakute
NMPoOTOKOJ, agpec n nopT kKosnekTopa KUMA n HaxxmnTe Save.
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Create Forwarding Configuration

Specify forwarding configuration for remote syslog servers (no more than three).

Server Address Protocol Port
192.168.1.250 UDP v 514 >
-+ app

Forwarding Configuration ()
EDIT SEND TEST MESSAGE  DELETE

Remote Syslog Host Protocol Port Connection Status

192.168.1.250 UDP 514 Unknown

OTnpaBbTe TeCTOBOE coobLleHme:

Send Test Message

Manually verify from remote syslog servers if the message has been received.
Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250

Send Test Message

@ Successtully sent the test message to all sysiog servers.

Manually verify from remote syslog servers if the message has been received

Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250
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Kubernetes (k8s) via Rsyslog

NHdopMauvs, npuBedeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHgaumnen BeHaopa.

Obuwee

HacTpounka norunposaHusa Kubernetes (k8s) BbinonHsaeTca nyTeM moandukaymnm kube-apiserver.

MoopobHoe onncaHmne MmexaHn3Ma ayanTa k8s npmeeneHo Ha ohmnumanbHOM cauTe. [laHHas

NHCTPYKUNA NpefHa3HayYeHa Ana HacTpPoMKKn ayamTa k8s ana nocnenytollen nepenaym ioros B
KUMA.

HacTponka k8s

1. Heobxoammo noakntounThCa K Hoae k8s ¢ ponbto control plane

2. Ha Hope co3pgaem aupekToputo, Kyaa byaeT noMelleHa noanTuka ayanTa

sudo mkdir /etc/kubernetes/audit/

3. B co3paHHOM anpekTopumn cosgaem ans C NoOJIMTUKON ayauTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocobom. Comeprxmmoe daia MOXKET BapbMpPOBaTbCA OT LIeNen
NOrMPOBAHNSA, HMXXE NpuBeneH npumep rnoJMTUKK € ohuumaabHOro canTa.

BynbTe BHUMaTEeNbHbI, KOHpUrypauum B k8s Kak npaBuso 3ajatoTca B Buge anaos YAML,
KOTOpble YYBCTBUTEJIbHbLI K OTCTYNaM. Banngnpynte ganinbl nepen nx npuMeHeHUeM BO
n3be>xaHve ownNbOK.

MpuMmep nonuTukm aypurta k8s

apiVersion: audit.k8s.io/vl # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.

omitStages:


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

- "RequestReceived"
rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None
userGroups: ["system:authenticated"]
nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.

- level: Request



resources:
- group: "" # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata

resources:
- group: "" # core API group
resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

"RequestReceived"

4. lanee co3faeM AUPEKTOPUIO, B KOTOpYto ByayT 3anmcaHbl orun aygmTa k8s

sudo mkdir -p /var/log/kubernetes/audit/
5. Nanee Heobxoammo byaeT BHECTU M3MEHEHUS B KOHuUrypauuto noga kube-apiserver. lNepeg

3TUM HaCTOATENIbHO PEKOMEHAYeTCA CAesliaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepyloulen KOMaHAoOM 13 Balwen paboyven gupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHocnm nameHeHue B kube-apiserver C NOMOLLbIO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml



7. B cekuunn spec.containers.command YKa3blBaeM crnegytouime dpnaaru, cobnaogas oTCcTynbl:

- --audit-policy-file=/etc/kubernetes/audit/audit-policy.yaml
- --audit-log-path=/var/log/kubernetes/audit/audit.log

oe /etc/kubernetes/audit/audit-policy.yaml - MyTb K NOJINTUKE ayguTa, a
/var/log/kubernetes/audit/audit.log - NyTb K pansy oa4 3anunciu JI0ros.

8. [lonosHNTEeNIbHO MOXHO onpenennTb apyrme rnmapaMeTpbl IOrMpoBaHWA, TaKNe KakK pa3Mep

hanna noroeB 1 Konm4ecTso annos (NoapobHoe onncaHne NapaMeTPoOB MOXKHO HANTU TYT):

- --audit-log-maxsize=500

- --audit-log-maxbackup=3

HacTpo#ka cekuum spec.containers.command

c.cluster.local



https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#log-backend

9. [lanee B TOM »xe calinie co3aaeM COOTBETCTBYOLWME TOMA N TOYKN MOHTUPOBAHUS ANA
NOJINTUKM N ONPEKTOPUN OS5I XPaHEHUSA JIOFOB

10. B cekuunto volumes pobasnsem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/audit-policy.yaml
type: File
name: audit
- hostPath:
path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

name: audit-log

340ecb /etc/kubernetes/audit/audit-policy.yaml - NyTb K MOJUTUKE ayaouTa, a
/var/log/kubernetes/audit/audit.log - MyTb K palny 475 3anNmMcKu s10roB.

HacTtpouka cekuum volumes
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11. B cekuuto volumeMounts mobasnsem crepytoliee cobntogas oTCTyMbl:

- mountPath: /etc/kubernetes/audit/audit-policy.yaml
name: audit
readOnly: true

- mountPath: /var/log/kubernetes/audit/
name: audit-log

readOnly: false

Hactpomnka cekuum volumeMounts



fetc/kubernetes/pki

fetc/kubernetes/audit/audit-policy

~/log/kubernetes/audit/

12. CoxpaHsieM BCe BHeCEHHble B halal N3MHEHUS.
T.K. 6blna n3meHeHa KoHpurypaumnsa kube-apiserver, To noa 6byneT nepeco3faH, 4To MOXeT
noTpeboBaTb NpuMepHO A0 1 MUHYTbI BpeMeHun. Ecnn noa He cMOr NOAHATLCSA, HE0BX0ANUMO

MPOBEPUTb BCE BHECEHHbIE U3MEHEHUNSA Ha NpeaMeT oWnBOK 1N onevyaToK, a TakKXXe U3YUYnUTb JIorn
no nyTwn /var/log/pods/

Ecnu Bce 6b1s10 coenaHo npaBuibHO, To nog kube-apiserver nogHMMeTCA 1 B AMPEKTOPUN
/var/log/kubernetes/audit/ nossuTca dann audit.log n Ha4YHET HaMONHATBLCA Nnoramm k8s.

HacTpounka Rsyslog

HacTponkn HM>xe npuBeneHsl anasa deb-cucrtem.

1. YcTaHoBKa rsyslog

apt install rsyslog

2. BkntoveHune n 3anyck cny>x6bl rsyslog



systemctl enable rsyslog.service

systemctl start rsyslog.service

3. Co3aaHune hanna KoHpUrypauum oasa oTnpaBku 4epes rsyslog ganna nora k8s

nano /etc/rsyslog.d/k8s.conf

MpumMmep copep>xmmoro dansa c otnpaskonm no TCP:

$ModLoad imfile

$InputFileName /var/log/kubernetes/audit/audit.log
$InputFileTag tag k8s log:

$InputFileStateFile k8s log

$InputFileSeverity info

$InputFileFacility localé

$InputRunFileMonitor

local6.* @@10.10.10.10:7777

Foe 10.10.10.10 - agpec konnektopa KUMA, 7777 - nopT KonnekTopa KUMA

Ons oTnpaBku cobbiTuin no npotokoay UDP nocnefHIo CTPOYKY C/leayeT 3aMeHUTb Ha:

local6.* @10.10.10.10:7777

4. MNocne coxpaHeHUsa N3MeHeHUN B hansie HeobxoaMMo nepesanycTuTb cepBuc Rsyslog
KOMaHOoM:

systemctl restart rsyslog.service

HacTpounka konsektopa KUMA

MNMocne TOoro Kak NapameTpbl Nepenayvm CobbITUN HACTPOEHbI, TpebyeTcsa co3faTb KONEKTOp B Beb-
nutepgence KUMA gns cobbiTnin k8s .

1. Ha ware TpaHCNOPT YKa>knTte TUM 1 NoOpT B COOTBETCTBUM C HACTPOMKaMM Ha CTOPOHe
Kubernetes.

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsaTtop k8s via syslog.



3. Ha ware MapwpyTusaumsa nposepbTe, 4TO B Habop pecypcoB KoslekTopa Ao6aBsieHbl
cnegytolme TOYKN Ha3HavYeHus:

- Xpanunuwe. 1na otnpaBkn 06paboTaHHbIX COOLITUA B XpaHUNULLE.
- KoppenaTtop. [na otnpaBkn 06paboTaHHbIX COBLITUIA B KOPPENATOp.
Ecnn To4kn Ha3HavyeHns XpaHuunuwe 1 Koppenatop He gobasrieHbl, co3ganTe ux.

4. Ha ware NpoBepKa napaMeTpoB HaXxMnTe COXpaHUTb U cOo3aaTb CEPBUC.

5. CKonnpynTe NosBMBLLYIOCA KOMaHAY 0719 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbINTKN

MNakeT KoHTeHTa ana k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokyMeHTaumnsa no HacTponke ayanTta k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/
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Kubernetes (k8s) via
webhook

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumaibHOW peKkoMeHaaumnen seHaopa.

[OaHHbIN crocob aBNseTCHa aKCNnepuMeHTasibHbIM. PekoMmeHayeMbih cnocob npueeneH B

ctaTbe k8s via rsyslog

ObLlee

HacTpoika noruposaHusa Kubernetes (k8s) BoinonHsaeTca nytem moandgukaumm kube-apiserver.

MonpobHoe onucaHne MmexaHnsMa ayanTa k8s npmeeneHo Ha ounumanbHOM cauTe. laHHas
WHCTPYKUMA NpedHa3HavYeHa assa HacTponku ayanTa k8s ong nocnenytowen nepenaym Joros B
KUMA.

HacTpownka k8s

1. Heobxoanmo noakn4nTbCca K Hoae k8s ¢ ponbto control plane

2. Ha Hone co3fnaem OupekToputo, Kyaa byneT nomelwieHa noamMTrMKa ayanTta

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHON AnpekTopumn co3gaem ans C NONTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocobom. ComeprxmmMmoe daia MOXKET BapbUPOBaTbLCA OT LieNen
NOrMPOBAHNSA, HMXXE NpuBeaeH nNnpumep noJNTUKK € ohuumanbHOro canTa.

bynbTe BHUMaTENbHbI, KOHpUrypaumnm B k8s Kak npaBuo 3agatoTca B Buge anaos YAML,
KOTOpble YyBCTBUTE/IbHbI K OTCTYNaMm. Banuanpynte dannbsl nepes nx npumMeHeHneM Bo
n3be>xaHme ownbOK.


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kubernetes-k8s-via-rsyslog

Mpumep nonutukm ayaurta k8s

apiVersion: audit.k8s.io/vl # This is required.

kind: Policy

# Don't generate audit events for all requests in RequestReceived stage.

omitStages:

"RequestReceived"

rules:

#

Log pod changes at RequestResponse level

level: RequestResponse

resources:

- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]

Log "pods/log", "pods/status" at Metadata level

level: Metadata

resources:

- group:

resources: ["pods/log", "pods/status"]

Don't log requests to a configmap called "controller-leader"
level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

Don't log watch requests by the "system:kube-proxy" on endpoints or services
level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

Don't log authenticated requests to certain non-resource URL paths.
level: None

userGroups: ["system:authenticated"]



nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:

- group: # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: "" # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

"RequestReceived"

4. B 3TOW Ke gupekTopumn colgaemM ann /etc/kubernetes/audit/audit-webhook.yaml nt06bIM
yO06HbIM cnocobom. Mpumep cogep>XMmMoro gania npmeseneH HuUxe:

apiVersion: vl
kind: Config
preferences: {}

clusters:



- name: kube-auditing
cluster:
server: http://10.10.10.10:7777/1input
users: []
contexts:
- name: default-context
context:
cluster: kube-auditing

user:

current-context: default-context
Foe 10.10.10.10 - agpec konnektopa KUMA, a 7777 - nopT KosnekTopa. Bce npoyne napameTpsbl

N3 NpUMepa MOXKHO OCTaBNATbL 6e3 n3MeHeHunin.5. [lanee co3gaemM OUPEKTOPUIO, B KOTopyto byayT
3anucaHbl 1orv ayamTa k8s

5. Nanee Heobxoammo byaeT BHECTU N3MEHEHUS B KOHuUrypauuto noga kube-apiserver. lNepen
3TUM HaCTOATENIbHO PEKOMEHAYETCA CAeaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepnyloulen KOMaHAoM 13 Ballen paboyen oupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml .

6. BHocnM namMeHeHue B kube-apiserver C NOMOLbO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B ceKuuUmn spec.containers.command yKa3biBaeMm cnenywouimne gpnaru, cobnonas oTcTynbl:

- --audit-webhook-config-file=/etc/kubernetes/audit/audit-webhook.yaml
- --audit-webhook-mode=batch

- --audit-webhook-batch-max-size=1

0e /etc/kubernetes/audit/audit-policy.yaml - MyTb K MOJINTUKE ayguTa.

HacTtpomnka cekuum spec.containers.command



ommand:
kube apiserver
—advertise-:
——allow-priJLleged—t|
—authorization-mode=Node,RBAC
—client-ca-file=/etc/kubernetes/pki/ca.crt
—enable 1ssion-plugins=NodeRestriction
-—enable-bootstrap-token-auth=true
—etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt
—etcd-certfile=/etc/kubernetes/pki/apiserver-etcd-client.crt
—etcd-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
—etcd-servers=https://127.0.0.1:2379
—kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubelet-client.crt
—kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key
—kubelet-preferred-address-types=InternalIP,External IP,Hostname
-——proxy-client-cert- TLle—fetcikubernetesfpklifront proxy-client.crt
—proxy-client-key-file=/etc/kubernetes/pki/front-proxy-client.key
—requestheader-allowed-names=front-proxy-client
—requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca.crt
——quHPHTthHPF extra-headers-prefix=X-Remote-Extra-

Hp-th er —X-Remote-Group

kuherneteq default qvc.cluster.local

jetc!kuhernetequklfqa key
:luafer-1p ranqv__u 0/12
—tls-cert- file=/etc/kubernetes/pki/apiserver.crt
—tls-priate-key-file=/etc/kubernetes/pki/apiserver.key
——dud1T -policy-Tile=/etc/kubernetes/audit/audit-policy.yaml
J k-config-file=/etc/kubernetes/audit/aud1t-webhook. yaml

—aud1 ‘I’ -webhook-mode=batch
aud1t-webhook-batch-max-si1ze=1
wnage: registry.k8s.1o/kube-apiserver:vl.31.1

9. llanee B TOM e halsie co3aeM COOTBETCTBYOLWMA TOM U TOYKY MOHTUPOBAHUS AN NMOJNTUK

10. B cekuunto volumes pobasnsiem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate

name: k8s-audit

30ecb /etc/kubernetes/audit/ - MyTb K OUPEKTOPUU C MOJINTUKON ayanTa n HacTpomnkamm webhook

Hactpomnka cekuum volumes



volumes:
- hostPath:
path: /etc/ssl/certs
type: DirectoryOrCreate
name: ca-certs
hostPath:
path: /etc/ca-certificates
rype: DirectoryOrCreate
name: etc-ca-certificates
hostPath:
path: /etc/kubernetes/pk1
ype: DirectoryOrCreate
k8s-certs

type: DirectoryOrCreate
name: usr-local-share-ca-certificates
hostPath:
path: fusr/share/ca-certificates
type: DirectoryOrCreate
name: usr-share-ca-certificates

nostracn:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate
~ name: k8s-audit
Btatus: {}

11. B cekuuto volumeMounts pobasnsem crepyrowee cobnogas oTCTynbl:
- mountPath: /etc/kubernetes/audit/

name: k8s-audit

readOnly: true

HacTtpomnka cekuumn volumeMounts



0 lumeMounts:
mountPath: fetc/ssl/certs
1 1 ca-certs
IOnly: true
intPath: fetc/ca-certificates
»: etc-ca-certificates
eadOnly: true
mountPath: fetc/kubernetes/pktil
1ame: k8s-certs

mountPath: /fusr/local/share/ca-certificates

»: usr-Llocal-share-ca-certificates
I0nly: true

intPath: fusr/share/ca-certificates
1 usr-share-ca-certificates
I0nly: true

intPath: /etc/kubernetes/audit/
1 k8s-audit

12. CoxpaHsieM BCe BHeCEHHble B (hall NU3MHEHMS.

T.K. Bblna m3MeHeHa KoHdurypauums kube-apiserver, To nog bynoeTr nepeco3faH, 4TO MOXeET
notpeboBaTb MpUMEpPHO A0 1 MUHYTbl BpeMeHW. Ecnn noj He CMOr noaHATbCA, Heobxopmmo
NPOBEPUTb BCE BHECEHHbIE U3MEHEHUS Ha npeaMeT OWNBOK 1 0MnevyaToK, a TakXe U3YyYUTb J1Iorun
no NyTn /var/log/pods/

HacTpounka konsiektopa KUMA

Mocne Toro Kak napamMeTpbl Mepeaayn cobbiTUN HAaCTPOeHbI, TpebyeTcsa co3aaTh KOMNEKTOP B Be6-
nHtepgence KUMA gna cobbliTmin k8s .

1. Ha ware TpaHCNOPT yKaXXuTe Tun 1 NopT B COOTBETCTBUN C HACTPOMNKaMN Ha CTOPOHe
Kubernetes ( audit-webhook.yaml) .

2. Ha ware NMapcuHr cobbiTuin Boibepnte HopMmanmsaTop k8s via webhook.

3. Ha ware MapwpyTuM3aumsa npoeepbTe, 4TO B HAbOp pecypcoB KossiekTopa AobaBneHbl
cnenyoume ToOYKN Ha3HavYeHns:

- XpaHunuwe. [1na otrnpaBkn o6paboTaHHbIX COOLITUI B XpaHUULLE.
- KoppensaTtop. na otnpaskn o6paboTaHHbIX COOLITUI B KOPPeNaTop.
Ecnm To4yku Ha3HavyeHna Xpauunuwe 1 Koppensatop He fgobassieHbl, co3ganTe uX.



4. Ha ware NMpoBepkKa napaMeTpoB Ha)xMnTe CoxpaHUTb U co3a4aTb CepPBUC.

5. CkonnpynTe NosaBMBLLYIOCA KOMaHAY 019 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbIJIKN

MakeT kKoHTeHTa anga k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

JokyMeHTaumnsa no HacTporke ayaunTa k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/


https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

Docker via syslog

NHdopMauvs, npuBedeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHgaumnen BeHaopa.

Obuwee

HacTponka nornposaHusa Docker BbINoO/IHAETCA nyTeM MoanpUKaUnUnM /etc/docker/daemon.json ,
b0 TOYEYHO AN Ka)KO0ro KOHTEeNHepa Yepes yKa3aHne COOTBETCTBYOWMX NapamMeTpoB npu
3anycke. B paHHoOW cTaTbe ByneT pacCMOTPEH MepBbIi BapUaHT.

HacTtpounka Docker

1. Heobxoammo nogknto4nTbcsa K Hoae Docker

2. Ha Hope co3paTb hann KoOHpUrypaumm /etc/docker/daemon.json , NGO BHECTU U3MEHEHUS B
cywiecTtsyowmin. NMpumep hanna KoOHOUrypaunum npeactaB/ieH HUXKE.

{
"log-driver": "syslog",
"log-opts": {
"syslog-address": "tcp://10.10.10.10:6688",
“tag": "{{.ID}}/{{.Name}}",
"syslog-format": "rfc5424"
}
}

Foe, 10.10.10.10 - agpec kKosnekTopa KUMA, 66888 - mopT kKosuiekTopa KUMA. Mpun
HeobXoAMMOCTU MOXKHO TaKk)Xe nepeonpenesinTb NPOTOKO nepedaydun, dopmaT JIOroB U
TermpoBaHue. MNoapobHOCTM CM. MO CCbIJIKE B KOHLLE CTaTbMu.

3. Mocne BHeceHUs UaMeHeHus B pann Heobxogmmo nepesanycTtuTb cny>xby Docker'a:

systemctl restart docker.service



B pe3ynbTaTe BHECEHHbIX N3MeHeHUN cobbiTna oT Docker ByoyT nepeHanpaBaAaTbCA Ha CEPBUC
KosiniekTopa KUMA B COOTBETCTBUN C YKa3aHHbIMN rMapamMeTpaMu.

ANbTEpPHATMBHO MOXXHO HAaCTPOUTb JIOrMpoOBaHMe Ha cTopoHe Docker B hann u
rnepeHanpasiaTb ero cogepXxumoe Yyepes rsyslog nam nyteMm MOHTUPOBaHUSA
nanku/yctaHoBku areHta KUMA.

HacTpownka konsiektopa KUMA

Mocne TOro Kak NapameTpbl Nepenaym CobbITUN HACTPOEHbI, TpebyeTca co3faTb KONIEKTOp B BeD-
nHtepgence KUMA gnsa cobbituin Docker .

1. Ha ware TpaHCNOPT yKa>XuTe Tun 1 NopT B COOTBETCTBUM C HAaCTpOMKaMu Ha CTopoHe Docker.

2. Ha ware MapcuHr cobbiTtuinn Boibepnte HopMmanmsaTop [OOTB] Syslog.

B panbHenwemM MOXXHO NCMOJIb30BaTb KACTOMHbIE NMapcepbl B 3aBUCUMOCTU OT MPUIOXKEHUIA,
paboTaloLwmx B KoHTenHepax Docker.

3. Ha ware MapwpyTtu3sauusa npoeepbTe, 4TO B HabOp pecypcoB KossiekTopa AobaBrieHbl
cnenyoume TOYKN Ha3HavYeHns:

- Xpauunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHUIINLLE.
- KoppensaTtop. [nsa otnpaBkn 06paboTaHHbIX COBLITUI B KOppenaTop.
Ecnm To4kn HasHaveHna XpaHuunuwe 1 Koppenatop He gobaBsieHbl, CO30anTe UX.

4. Ha ware NpoBepKa napaMeTpoB HaxMnTe COXpaHUTb U CO3AaTb CEPBUC.

5. CKonnpynTe NosaBMBLLYIOCA KOMaHAY 019 YCTaHOBKU KosiiekTopa KUMA.

[ToN1e3Hble CCbIJIKN

[JokyMeHTaumnsa no HacTpouke syslog B Docker:

https://docs.docker.com/engine/logging/drivers/syslog/



https://docs.docker.com/engine/logging/drivers/syslog/

Proxmox Virtual
Environment

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumaibHOW peKkoMeHaaumnen seHaopa.

Tunbl cobnpaembix cobbITUN

e AyTeHTU(pUKaums
e Co3pgaHue / YoaneHumne LXC-KoHTenHepoB U VM ( vzcreate, gmcreate, vzdestroy , gmdestroy

)

e 3anyck / OctaHoBKa LXC-koHTenHepoB U VM ( gmshutdown , gmstop , vzshutdown , vzstop )
e 3anyck / 3aBeplleHne 3anau

HacTpoinka cbopa cobbiTun ¢ nomoubio Rsyslog

RSyslog — cucTeMHbI A4eMOH N4 XYypHanmpoBaHua B Linux. OH cobupaeT cobbiTng oT
Pa3/INYHbIX NCTOYHMKOB (hanabl 1OroB, CMCTEMHbIe CiyXbbl, journald) n oTnpaBnseT nx ganblue
Mo CTaHZapTHoMy npoTokoay Syslog (UDP/TCP, a Takxxe c nogaep»xkom TLS)

1. MpoBepbTe cTaTyc cepBuca RSyslog. Ecnu cepBuc OTCYTCTBYET - BbINOJIHUTE YCTAHOBKY MakeTa:

### Debian, Ubuntu (apt-get)
apt-get install rsyslog

### RHEL (yum)

yum install rsyslog

nnn pna nogaepxun TLS-wndgposaHMsa npu oTnpaBke J10roB yctaHosuTe bubnnoteky gtls gna
RSyslog:

### Debian, Ubuntu (apt-get)
apt install rsyslog-gnutls

### RHEL (yum)
yum install rsyslog-gnutls



2. 3anycTuTe CepBuUC:

systemctl enable rsyslog.service

systemctl start rsyslog.service

3.MpoBepbTe cTaTyC:

systemctl status rsyslog.service

4. Co3panTte han KoHpUrypauum ona sarpyskm Heobxoammbelx Mogynenm /etc/rsyslog.d/00-
modules.conf

PackommeHTupynTe cekumio “For journald”. ns paboTbl TLS: packoMmMmeHTupynTe cekymio “For
tis”

module(load="imfile")

### For tls
#module(load="gtls")
#global(DefaultNetstreamDriver="gtls")

### For journald

module(load="imjournal" StateFile="imjournal.state")

5. fob6aBbTe hann KOHUrypaumm gnsa noros /etc/rsyslog.d/pve.conf

if ($inputname == "imuxsock" and
($programname == "pvedaemon"
)) then {
action(

name="fwd pve journal tcp"

type="omfwd"

target="IP or FQDN" # IP or FQDN of Sysylog server (FQDN only for TLS)
port="port" # port of Sysylog server

protocol="tcp" # tcp or udp

H*

StreamDriver="gtls" # For TLS
StreamDriverMode="1" # For TLS

StreamDriverAuthMode="anon" # For TLS without Verification

#
#
# StreamDriverAuthMode="x509/name" # For TLS with Verification
# StreamDriverPermittedPeer="FQDN" # For TLS with Verification
#

tls.cacert="/etc/rsyslog/ca.crt" # For TLS with Verification



queue.type="LinkedList"
gqueue.size="10000"

action.resumeRetryCount="-1"

stop

6. NpuMeHnTe KOHpUrypaunoHHble dannbl RSyslog, nepesanyctuTe cepBuc, ybegntecs B
OTCYTCTBUW OWINOOK

systemctl restart rsyslog.service

systemctl status rsyslog.service



