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MpoBepbTe KOPPEKTHOCTb HACTPOEK BPEMEHM N HaCOBOro rnosica, NPoBEPUTb CUHXPOHM3aLUIO C
NTP-cepBepoM (NMpuHATbL BO BHMMaHKe, 4To OC VMware ESXi paboTaeT Tonbko no UTC).

BbINONHUTL pe3epBHOE KONMMpoBaHMe KoHpUrypauum ESXi-xocTa.
Yepe3 web-nHTepdenc noakntounTbca K ESXi-XoCTy MCNonb3ys YY4ETHYIO 3anumch root.

B rnaBHOM MeHIO B pa3gesie HaBuraunm passepHyTb BKNagky Host n nepentm no nytn: Host -
Manage - Advanced Settings.

vimware ESXi
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Config Exc meve Contents of itchstos Faise
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B okHe noucka HabpaTb Syslog.global.LogHost, BuibpaTe napameTp Syslog.global.LogHost n
OTpPenaKTMpoBaThb ero.

/ Editoption | & Refresh | £} Actions \ Search

Key a v Name ~ | Value v Defaull v | Owerridden v
P YRS ST T LTI P I RS UBIS TG, 1 T TGS I URa S e u s
Syslog.global logCheckSSLCes Enforce checking of SSL certificates when logging to a remote host talse true True
Syslog.global logDir Datastore path of directory 1o output logs to. Reset to default on null. Exa [l /scratehilog True
Syslog.global logDirUnique Flace logs in a unique subdirectory of logdir, based on hostname faise false False
Syslog.global logHost The remote host to culput logs to. Resat to default on null. Multiple hosts . False
Syslog loggers.auth fO{:J? Nurnbar of rotated kogs fo keep for this logper. Resel lo defaull on 2ero. 8 o True
Syslog loggers.auth size St size of logs Defore rotaton for this logger, in KIE, Reset 1o defaull on 2 1024 ] Trug
Syslog.loggers.clomd.rotate Numier of rotated koegs fo keep for this logger. Reset o default on zero, 8 o True
Syslog loggers.clomd size Set size of logs before rotation for this lopger, in KIB. Reset to dafaull on 2 1024 o True
Syslog loggers clusterAgent rolate Nurmber of rotated kogs to kiep for this logper. Rese! 1o detaull on 2ero. 8 ] Trise
Syslog loggers.clusterAgent size Set size of logs before rotation for this logger, in KIE. Reset to default on 2 1024 o True
Syslog. loggers cmmdsTimeMachine rotate Number of rotatad bogs fo keep for this lopper. Reset lo default on zero. 8 o True
Syslog loggers cmmdsTimeMaching size Set size of logs bafore rotation for this logger, in KiB. Reset o dafaull on 2 1024 o Trug
Syslog loggers.cmmds TimeMachineDump rotate Numbser of rotated bogs fo keep for this lopger. Reset 1o detaull on zero 20 1] True

Quick filters 1099 items.
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YKaxxuTe npoToKoJ1, agpec n noptT Kosnektopa KUMA n HaxkmuTe Save.

[# Edit option - Syslog.global.logHost

New value udp://1192.168.101.212:514
(string)

Cancel

HDanee nepengunte Ha Bknanky Networking - Firewall rules.
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HanonTte npaBuio syslog, BblgennTte ero (MoO>XHO BOCMOJ/Ib30BaTbCA MONCKOM) U BKJIIOYUTE €ro,
Ha>kaB Ha Actions - Enable.

"% Navigator ; € HostServerB.VVNet.local - Networking
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Manage
Monitor # Editsettings | @ Refresh || {} Actions

sysio
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& Networking
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SNMP Server ~Temp 161

Software iSCSI Client isCsl 3260

SSH Client sshClient 22

SSH Server sshServer 22

syslog syslog 1514, 514

vCenter Update Manager updateManager 80, 9000
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?7?7?7?? SSH

HacTponKy ayanTa MOXHO BbINOJIHUTL Yepe3 SSH. Bkao4nTb gocTyn no SSH Ha ESXi-xocTe,
nepenTtun no nyHkTam: Host - Actions - Services - Enable Secure Shell (SSH).

vmware ESXi- Fool152.168.1.252
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MoaokntouynTechb K ESXi-xocTy no SSH ncnosb3ysa y4eTHyo 3anuck root (Hanpumep yepes Putty).

HabepuTte KoMaHAay: esxcli system syslog config set --loghost=udp://192.168.1.250:514

(KOoHUryprpoBaHMe noakatyeHus K syslog-cepeepy, ip-aapec B KOMaHOe He SIBNsSeTCs
NErMTUMHBIM N YKa3aH UCKIIYUTENBHO A8 NpumMepa).

HabepuTe KoMaHAy: esxcli network firewall ruleset set --ruleset-id=syslog --
enabled=true (BKJIlOYEHME pa3peLllatolero npasuia puabTpaunum onga syslog).

HabepuTe KoMaHAay: esxcli network firewall refresh (0OHOBJIEHME HACTPOEK
Me)XCeTeBOro s3kpaHa ESXi-xocTa).

HabepuTe KoMaHAy: esxcli system syslog config get (MpoBepka HacTpoek syslog-cny 6wl
ESXi-xocTa):

HabpaTb KOMaHAay: esxcli system syslog reload (mepe3sarpyska syslog-cny>x6bel ESXi-
XocTa).
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e ABTOPM30BaTbCsA Ha ESXi-xocTe, Yepe3 ero web-nHTepdenc noa y4eTHOM 3anmncbio
aOMUHUCTPATUBHBIMY MPaBaMu N OTKAOUYUTL AocTyn no SSH (npumedaHue: CornacHo
pekoMeHaaumam VMware, nocTtynbl no SSH n k ESXi-shell Hy>XKHbI TOJ1IbKO BO BpeMs
ANarHoOCTUYECKUX N aBapuinHbix paboT).

(OnumoHanbHO) Ecnin Heobxogumo oTnpaBnaTbh cobbITMA Syslog Ha A pyrom NOpPT Ha3HaA4YeHus,
Heobxoavmo nobaBuTb NpaBuao ans M3 ESXi, ons 3Toro 3angnte Ha XoCcT no SSH.

CospanTte harn (MCNob3yTCA Kaccnyeckme Linux kKoMaHabl) CO CefyloLlmnm COLepXUMbIM,
Hanpumep ang nopta 5140 (Hasoeem hann syslogPort-5140.xml):

<l-- /etc/vmware/firewall/syslogPort-5140.xml -->
<!-- remote syslog configuration -->
<ConfigRoot>
<service>
<id>syslogPort-5140</id>
<rule id='0000"'>
<direction>outbound</direction>
<protocol>udp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<rule id='0001'>
<direction>outbound</direction>
<protocol>tcp</protocol>
<porttype>dst</porttype>
<port>5140</port>

</rule>

<enabled>false</enabled>
<required>false</required>
</service>

</ConfigRoot>

Onsa ncnosb3oBaHMA 3TOMO Npaswusia BbINOJIHUTE KOMaHAbl HUXKE, U aKTVIBVIpyVITe ero:

e cp syslogPort-5140.xml /etc/vmware/firewall/
e esxcli network firewall unload

e esxcli network firewall load



VMware vCenter

CoenanTe snapshot nnm BeinonHNTE pesepBHoe KonuposaHue vCenter.

Yepes web-bpaysep noaknw4dnteck K vCenter Server Appliance Management Inteface (VAMI)
NCMNosb3ys adMUHUCTPATUBHYIO YYETHYIO 3anuchk (Hanpumep, administrator@vsphere.local).

HabepuTe B web-6pay3epe: https://vcenter.test.local:5480 n BBeCTU aAMUHNCTPATUBHbLIE YYETHbIE
DaHHble (MMa vcenter.test.local He sBNAeTCA NErMTUMHBLIM U yYKa3aH Onsa npuMmepa).

Ybeontecb B KOPPEKTHOCTN HACTPOEK BpeMeHU B pa3zaesie Time (4acoBOW NOSAC yKa3aH B KayecTBe
npumMmepa, a TUM CUHXPOHU3aUUK B «dunuane» byaet nHANBMUAYabHO 3aBUCETb OT YKa3aHHbIX
MECTHbIX HaCTPOEK).

Time zone
Time zone Europe/Samara
Time synchronization
Mode Host
Current appliance time Wed 03-29-2023 11:42 AM +04

MepenTn B pasgen Syslog, 4Tobbl HacTpouTb Forwarding. Ha)xatb kHonky CONFIGURE, ykaxute
MPOTOKOM, aapec n noptT Konnektopa KUMA n HaxMmuTe Save.

Create Forwarding Configuration

Specify forwarding configuration for remote syslog servers (no more than three)
Server Address Protocol Port
192.168.1.250 UDP 514 =
- aoo
Forwarding Configuration ¢
EDIT SEND TEST MESSAGE DELETE
Remote Syslog Host Protocol Port Connection Status
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OTnpaBbTe TECTOBOE coobuieHune:

Send Test Message

Manually verify from remote syslog servers if the message has been received.
Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250

Send Test Message

@ Successfully sent the test message to all syslog servers.

Manually verify from remote syslog servers if the message has been received

Test message: This is a diagnostic syslog test message from vCenter Server.

Servers: 192.168.1.250
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Kubernetes (k8s) via Rsyslog

NHdopMmaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTcsa ouumanbHOM peKoMeHaaumnem seHaopa.

?77?777

HacTpoika noruposaHua Kubernetes (k8s) BbinonHsaeTca nytem moandgukaumm kube-apiserver.

MonpobHoe onucaHne mexaHn3ma ayauTa k8s npueeneHo Ha ouLManbHOM cauTe. [laHHas

NHCTPYKLUNA NpefiHa3Ha4YeHa a9 HacTPoKn ayamTa k8s nna nocnenytoLlen nepengayn ioros B
KUMA.

??7?7?7?°7?7?77?7? k8s
1. Heobxoanmo noakn4nTbca K Hoae k8s ¢ ponbto control plane

2. Ha Hooe co3fnaem OupekToputo, Kyaa byneT nomelieHa NnoamMTrMKa ayanTta

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHON AnpekTopumn cosngaem dans C NONTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocobom. ComeprxmmMmoe dasia MOXKET BapbUPOBaTbLCA OT LieNen
JIOrNPOBaHMSA, HUXXe NMpuBeaeH NpuMep NOJNTUKK C oPULNaNbHOro carTa.

ByabTe BHMMaTe bHbI, KOHpUrypaumm B k8s Kak rnpasuio 3agatoTca B Buge annos YAML,
KOTOpble YYBCTBUTEJIbHbI K OTCTyNaM. Bannagnpynte hannbl nepen nx npuMeHeHneM Bo
n3bexxaHve owmnbok.

MpuMmep nonuTukm ayputa k8s

apiVersion: audit.k8s.io/vl # This is required.

kind: Policy

# Don't generate audit events for all requests in RequestReceived stage.
omitStages:

- "RequestReceived"


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None

resources:
- group: ""

resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None
userGroups: ["system:authenticated"]
nonResourceURLs:
"/api*" # Wildcard matching.

"/version"

# Log the request body of configmap changes in kube-system.
- level: Request

resources:



- group: "" # core API group

resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata

resources:
- group: "" # core API group
resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

- "RequestReceived"

4. Nlanee co3faem OUPEKTOPUIO, B KOTopyto ByayT 3anuncaHbl norm aygnta k8s

sudo mkdir -p /var/log/kubernetes/audit/
5. Nanee Heobxoammo byaeT BHECTU N3MEHEHMUS B KOHUrypauuto noga kube-apiserver. lNepen

3TUM HaCTOATENIbHO PEKOMEHAYETCA CAeaTbh pe3epBHYI0 KOMUIO KOHUIrypauum, Hanpumep,
cnepnytoulen KOMaHOoM U3 Ballen paboyvyen oupekTopuu:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHocnM namMeHeHue B kube—apiserver C NOMOLLbIO KOMaHObI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B ceKuunmn spec.containers.command yKa3biBaem cnenywolime gpnaru, cobnonas oTcTynbl:



- --audit-policy-file=/etc/kubernetes/audit/audit-policy.yaml
- --audit-log-path=/var/log/kubernetes/audit/audit.log

Foe /etc/kubernetes/audit/audit-policy.yaml - MyTb K MOJINTUKE ayauTa, a
/var/log/kubernetes/audit/audit.log - NyTb K hanny ons 3annucm noros.

8. [lonoNHNUTENIbHO MOXKHO OMNPenennTb APYrne napamMeTpbl TOrMPOBaHUS, TakKne Kak pa3Mep

hanna noroe 1 Konm4decTso annos (mogpobHoe onncaHne NapaMeTpPoB MOXKHO HANTU TYT):

- --audit-log-maxsize=500

- --audit-log-maxbackup=3

HacTtpomnka cekuum spec.containers.command

luster.local



https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#log-backend

9. [lanee B TOM »xe calinie co3aaeM COOTBETCTBYOLWME TOMA N TOYKN MOHTUPOBAHUS ANA
NOJINTUKM N ONPEKTOPUN OS5I XPaHEHUSA JIOFOB

10. B cekuunto volumes pobasnsem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/audit-policy.yaml
type: File
name: audit
- hostPath:
path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

name: audit-log

340ecb /etc/kubernetes/audit/audit-policy.yaml - NyTb K MOJUTUKE ayaouTa, a
/var/log/kubernetes/audit/audit.log - MyTb K palny 475 3anNmMcKu s10roB.

HacTtpouka cekuum volumes
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11. B cekuuto volumeMounts mobasnsem crepytoliee cobntogas oTCTyMbl:

- mountPath: /etc/kubernetes/audit/audit-policy.yaml
name: audit
readOnly: true

- mountPath: /var/log/kubernetes/audit/
name: audit-log

readOnly: false

Hactpomnka cekuum volumeMounts



fetc/kubernetes/pki

fetc/kubernetes/audit/audit-policy

~/log/kubernetes/audit/

12. CoxpaHsieM BCe BHeCEHHble B halal N3MHEHUS.
T.K. 6blna n3meHeHa KoHpurypaumnsa kube-apiserver, To noa 6byneT nepeco3faH, 4To MOXeT
noTpeboBaTb NpuMepHO A0 1 MUHYTbI BpeMeHun. Ecnn noa He cMOr NOAHATLCSA, HE0BX0ANUMO

MPOBEPUTb BCE BHECEHHbIE U3MEHEHUNSA Ha NpeaMeT oWnBOK 1N onevyaToK, a TakKXXe U3YUYnUTb JIorn
no nyTwn /var/log/pods/

Ecnu Bce 6b1s10 coenaHo npaBuibHO, To nog kube-apiserver nogHMMeTCA 1 B AMPEKTOPUN
/var/log/kubernetes/audit/ nossuTca dann audit.log n Ha4YHET HaMONHATBLCA Nnoramm k8s.

2??272??27?? Rsyslog
HacTponkun Huxe npuseneHbl ans deb-cucrem.

1. YcTaHoBKa rsyslog

apt install rsyslog

2. BkntoyeHne n 3anyck cnyxbsbl rsyslog



systemctl enable rsyslog.service

systemctl start rsyslog.service

3. Co3aaHune hanna KoHpUrypauum oasa oTnpaBku 4epes rsyslog ganna nora k8s

nano /etc/rsyslog.d/k8s.conf

MpumMmep copep>xmmoro dansa c otnpaskonm no TCP:

$ModLoad imfile

$InputFileName /var/log/kubernetes/audit/audit.log
$InputFileTag tag k8s log:

$InputFileStateFile k8s log

$InputFileSeverity info

$InputFileFacility localé

$InputRunFileMonitor

local6.* @@10.10.10.10:7777

Foe 10.10.10.10 - agpec konnektopa KUMA, 7777 - nopT KonnekTopa KUMA

Ons oTnpaBku cobbiTuin no npotokoay UDP nocnefHIo CTPOYKY C/leayeT 3aMeHUTb Ha:

local6.* @10.10.10.10:7777

4. MNocne coxpaHeHUsa N3MeHeHUN B hansie HeobxoaMMo nepesanycTuTb cepBuc Rsyslog
KOMaHOoM:

systemctl restart rsyslog.service

P92 27?2707°7°7°77?°77?7 KUMA

MNocne Toro Kak NnapameTpbl Nepefadun cobbITUM HaCTpoeHbl, TpebyeTca co3aaTbh KONNEKTop B Be6-
nHTepgence KUMA gna cobblTuin k8s .

1. Ha ware TpaHCNOPT yKa>XnTe Tl 1 NopT B COOTBETCTBUN C HACTPOMKaMn Ha CTOPOHE
Kubernetes.

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsaTop k8s via syslog.

3. Ha ware MapwpyTusaumsa nposepbTe, 4T0 B Habop pecypcoB KoslekTopa Ao6aBieHbl
cnenyloline TOYKN Ha3HaAYeHUs:



- XpaHunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHUIINLLE.
- Koppensatop. na oTnpaBkn obpaboTaHHbIX COBLITUI B KOPPENAaTop.
Ecnm To4kun Ha3sHavyeHna Xpauunuwe 1 Koppenatop He gobassieHbl, CO30anTe UX.

4. Ha ware nposepKa napaMeTpoB Ha>XMnTe COXpaHMTb U Cco3paTb cepBMUC.

5. CkonunpynTe NosiBUBLLYIOCA KOMaHAy A9 YCTaHOBKKU KosisiekTopa KUMA.

PPV 070707707

MakeT KoHTeHTa onga k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokymeHTaumsa no HacTponke ayauTa k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/
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Kubernetes (k8s) via webhook

NHdopMmaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTcsa ouumanbHOM peKoMeHaaumnem seHaopa.

HaHHbIN criocob sBnsieTcs SKCrNnepMeHTaJibHbIM. PeKOMeHﬂ,yeMbIIZ criocob rnpuBeneH B

ctaTbe k8s via rsyslog

P77?777

HacTpoika noruposaHua Kubernetes (k8s) BbinonHsaeTca nytem moangukaumm kube-apiserver.

MonpobHoe onnucaHne mexaHn3Ma ayauTa k8s npueeneHo Ha ouLManbHOM cauTe. [laHHas

MHCTPYKLUWMA NpeaHa3Ha4YeHa and HaCTpOVIKVI ayanTa k8s ons ﬂOCﬂe,ﬂ,yPOLLI,EIZ nepegadnm soros B
KUMA.

77?7?7777 k8s
1. Heobxoanmo noakn4nTbCca K Hoae k8s ¢ ponbto control plane

2. Ha Hooe co3fnaem OupekToputo, Kyaa byaeT nomelwieHa noamMTrMKa ayanTta

sudo mkdir /etc/kubernetes/audit/

3. B co3maHHON AnpekTopumn co3gaem dans C NONTUKON ayanuTa /etc/kubernetes/audit/audit-
policy.yaml Nto6bIM yoobHbIM cnocobom. Comeprxmmoe daia MOXKET BapbUpPOBaTbCA OT Lienen
JIOrNPOBaHMUSA, HUXXe NMpuBeaeH NpuMep NOJNTUKK C oPULNaNbHOrO canTa.

ByabTe BHMMaTe lbHbI, KOHpUrypaumm B k8s Kak rnpasuio 3agatoTca B Buge annos YAML,
KOTOpble YYBCTBUTEJIbHbI K OTCTyNaM. Bannagnpynte danbl nepen nx npuMeHeHneM Bo
n3bexxaHve owmnbok.

MpuMmep nonuTuku ayputa k8s


https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kubernetes-k8s-via-rsyslog

apiVersion: audit.k8s.io/vl # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
"RequestReceived"
rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ""
# Resource "pods" doesn't match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: ["pods"]
# Log "pods/log", "pods/status" at Metadata level
- level: Metadata
resources:
- group: ""

resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None
resources:
- group: ""
resources: ["configmaps"]

resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]

verbs: ["watch"]

resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

"/api*" # Wildcard matching.



"/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.

namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: "" # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.

- level: Metadata
# Long-running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

- "RequestReceived"

4. B 3TON e AupeKkTopumn colgaeM ann /etc/kubernetes/audit/audit-webhook.yaml st06bIM
ya06HbIM criocobom. MpuMep comepXMmoro danna NpuBeneH HUXE:

apiVersion: vl

kind: Config
preferences: {}
clusters:

- name: kube-auditing

cluster:



server: http://10.10.10.10:7777/input
users: []
contexts:
- name: default-context
context:
cluster: kube-auditing

user:

current-context: default-context
Foe 10.10.10.10 - agpec kosiekTopa KUMA, a 7777 - nopT KoJilekTopa. Bce npo4vne napameTpsl

N3 NpMuMepa MOXXHO 0CTaBNATb 6e3 nsmeHeHWn.5. [lanee co3gaem AMPEKTOPULD, B KOTOpPYLo ByayT
3anmcaHbl 1orn ayauTa k8s

5. lanee Heobxoammo byaeT BHECTU U3MEHEHMUSA B KOHUrypauuto noga kube-apiserver. lNepen
3TUM HaCTOATESIbHO PEKOMEHAYETCS CAeNaTh Pe3epPBHY KOMMIO KOHUrypauum, Hanpumep,
crefylouwen KoMmaHaom n3 Bawen pabovyen aupekTopun:

sudo cp /etc/kubernetes/manifests/kube-apiserver.yaml

6. BHoCuM nameHeHune B kube-apiserver ¢ noMoLlbo KOMaHabI:

sudo vi /etc/kubernetes/manifests/kube-apiserver.yaml

7. B cekumm spec.containers.command YyKa3blBaeM cnegyouwime dnaru, cobnogas oTcTynbl:

- --audit-webhook-config-file=/etc/kubernetes/audit/audit-webhook.yaml
- --audit-webhook-mode=batch

- --audit-webhook-batch-max-size=1

Foe /etc/kubernetes/audit/audit-policy.yaml - MyTb K NOJINTUKE ayauTa.

HacTtpomnka cekuum spec.containers.command



ommand:
kube apiserver
—advertise-:
——allow-priJLleged—t|
—authorization-mode=Node,RBAC
—client-ca-file=/etc/kubernetes/pki/ca.crt
—enable 1ssion-plugins=NodeRestriction
-—enable-bootstrap-token-auth=true
—etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt
—etcd-certfile=/etc/kubernetes/pki/apiserver-etcd-client.crt
—etcd-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
—etcd-servers=https://127.0.0.1:2379
—kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubelet-client.crt
—kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key
—kubelet-preferred-address-types=InternalIP,External IP,Hostname
-——proxy-client-cert- TLle—fetcikubernetesfpklifront proxy-client.crt
—proxy-client-key-file=/etc/kubernetes/pki/front-proxy-client.key
—requestheader-allowed-names=front-proxy-client
—requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca.crt
——quHPHTthHPF extra-headers-prefix=X-Remote-Extra-

Hp-th er —X-Remote-Group

kuherneteq default qvc.cluster.local

jetc!kuhernetequklfqa key
:luafer-1p ranqv__u 0/12
—tls-cert- file=/etc/kubernetes/pki/apiserver.crt
—tls-priate-key-file=/etc/kubernetes/pki/apiserver.key
——dud1T -policy-Tile=/etc/kubernetes/audit/audit-policy.yaml
J k-config-file=/etc/kubernetes/audit/aud1t-webhook. yaml

—aud1 ‘I’ -webhook-mode=batch
aud1t-webhook-batch-max-si1ze=1
wnage: registry.k8s.1o/kube-apiserver:vl.31.1

9. llanee B TOM e halsie co3aeM COOTBETCTBYOLWMA TOM U TOYKY MOHTUPOBAHUS AN NMOJNTUK

10. B cekuunto volumes pobasnsiem cnepywouiee cobniogas oTcTynbl:

- hostPath:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate

name: k8s-audit

30ecb /etc/kubernetes/audit/ - MyTb K OUPEKTOPUU C MOJINTUKON ayanTa n HacTpomnkamm webhook

Hactpomnka cekuum volumes



volumes:
- hostPath:
path: /etc/ssl/certs
type: DirectoryOrCreate
name: ca-certs
hostPath:
path: /etc/ca-certificates
rype: DirectoryOrCreate
name: etc-ca-certificates
hostPath:
path: /etc/kubernetes/pk1
ype: DirectoryOrCreate
k8s-certs

type: DirectoryOrCreate
name: usr-local-share-ca-certificates
hostPath:
path: fusr/share/ca-certificates
type: DirectoryOrCreate
name: usr-share-ca-certificates

nostracn:
path: /etc/kubernetes/audit/
type: DirectoryOrCreate
~ name: k8s-audit
Btatus: {}

11. B cekuuto volumeMounts pobasnsem crepyrowee cobnogas oTCTynbl:
- mountPath: /etc/kubernetes/audit/

name: k8s-audit

readOnly: true

HacTtpomnka cekuumn volumeMounts



0 lumeMounts:
mountPath: fetc/ssl/certs
1 1 ca-certs
IOnly: true
intPath: fetc/ca-certificates
»: etc-ca-certificates
eadOnly: true
mountPath: fetc/kubernetes/pktil
1ame: k8s-certs

mountPath: /fusr/local/share/ca-certificates

»: usr-Llocal-share-ca-certificates
I0nly: true

intPath: fusr/share/ca-certificates
1 usr-share-ca-certificates
I0nly: true

intPath: /etc/kubernetes/audit/
1 k8s-audit

12. CoxpaHsieM BCe BHeCEHHble B (hall NU3MHEHMS.

T.K. Bblna m3MeHeHa KoHdurypauums kube-apiserver, To nog bynoeTr nepeco3faH, 4TO MOXeET
notpeboBaTb MpUMEpPHO A0 1 MUHYTbl BpeMeHW. Ecnn noj He CMOr noaHATbCA, Heobxopmmo
NPOBEPUTb BCE BHECEHHbIE U3MEHEHUS Ha npeaMeT OWNBOK 1 0MnevyaToK, a TakXe U3YyYUTb J1Iorun
no NyTn /var/log/pods/

P70 ?2°07?7°7°7?°77?7?77? KUMA

Mocne Toro Kak mapamMmeTpbl Mepegayn cobbiTUN HAaCTpPOoeHbl, TpebyeTcsa co3aaTh KONEKTOP B Be6-
nutepgence KUMA gns cobbiTnm k8s .

1. Ha ware TpaHCNOPT YKa>KnTe TUM 1 NOpT B COOTBETCTBUMU C HACTPOMKaMN Ha CTOPOHE
Kubernetes ( audit-webhook.yaml) .

2. Ha ware MapcuHr cobbituinn Boibepute HopMmann3saTop k8s via webhook.

3. Ha ware MapwpyTuM3auusa npoeepbTe, 4TO B HABOp pecypcoB KossiekTopa AobaBneHbl
cnepyolme TOYKM Ha3HaYeHus:

- XpaHunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHWUIINLLE.
- KoppensaTtop. [na otnpaBkn 06paboTaHHbIX COBLITUIA B KOppenaTop.
Ecnm To4ykun HasHavyeHna XpaHuumnuwe 1 Koppenatop He gobaBnieHbl, CO3aanTe ux.

4, Ha ware MpoBepkKa napaMeTpoB Ha)xMnTe CoXpaHUTb U co3a4aTb CepPBUC.



5. CkonnpynTe NosSBMBLLYIOCA KOMaHAY 0719 YCTaHOBKKU KosiiekTopa KUMA.

PPV 007070707

MakeT KoHTeHTa ana k8s: https://github.com/KUMA-

Community/kuma content/tree/main/rules/app/kubernetes

HokyMeHTaumnsa no HacTponke ayanTta k8s: https://kubernetes.io/docs/tasks/debug/debug-

cluster/audit/


https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://github.com/KUMA-Community/kuma_content/tree/main/rules/app/kubernetes
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

Docker via syslog

NHdopMmaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTcsa ouumanbHOM peKoMeHaaumnem seHaopa.

HacTpoika norupoBaHusa Docker BbinonHAETCA nyTeM MoAUdUKaLIMK /etc/docker/daemon.json ,

MBO TOYEYHO AN KaXKA0ro KOHTenHepa Yyepes yka3aHue COOTBETCTBYHOLMX NapaMeTpoB npu
3anycke. B gaHHoM cTaTbe ByaeT pacCMOTPEH MePBLIN BapuaHT.

?7?7°?°7?7?7?7?7?7? Docker
1. Heobxoammo noaknunTbhca K Hoae Docker

2. Ha Hope co3paTb pans KoOHpUrypaumm /etc/docker/daemon.json , IM60 BHECTU U3MEHEHUSA B
cywecTBylowmn. Mpumep dansia KOHPUrypaumm npenacTaBieH HUXKE.

{
"log-driver": "syslog",
"log-opts": {
"syslog-address": "tcp://10.10.10.10:6688",
"tag": "{{.ID}}/{{.Name}}",
"syslog-format": "rfc5424"
}
}

Foe, 10.10.10.10 - agpec kKosiekTopa KUMA, 66888 - nmopT KossiekTopa KUMA. Mpn
HeobXo0AMMOCTN MOXXHO TakKXXe rnepeonpenennTb NPOTOKOA Nepenayun, hopmaT /I0roB 1
TernposaHue. NMNogpobHOCTN CM. MO CCbIJIKE B KOHLLE CTaTbW.

3. Mocne BHeceHUs u3MeHeHus B hann Heobxoommo nepesanycTuTb cny>xby Docker'a:

systemctl restart docker.service

B pe3ynbTaTe BHECEHHbIX n3MeHeHnn cobbiTnus ot Docker 6yayT nepeHanpaBAATbCS Ha CEPBUC
KosniekTopa KUMA B COOTBETCTBUN C YKa3aHHbLIMN rnapamMeTpamMu.



AnbTEPHATMBHO MOXXHO HAaCTPOUTb JIOrMpoBaHMe Ha cTopoHe Docker B chainn u
nepeHanpasssiTb ero cogepXumoe vyepes rsyslog nam nyreMm MOHTUPOBaHUSA
rnanku/yctaHoBku areHta KUMA.

P70 27°07?7°7°7?°7°7?7?77? KUMA

Mocne Toro Kak napamMeTpbl Mepefayn cobbiTUN HAaCTpPOeHbl, TpebyeTcsa co3aaTh KOMNEKTOP B BE6-
nHtepgence KUMA gnsa cobbituin Docker .

1. Ha ware TpchnopT YKa>Xute Tmun n nopT B COOTBETCTBUN C HaCTDOIZKaMI/I Ha CTOpOHE Docker.

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsaTop [OOTB] Syslog.

B masnbHenweM MOXHO MUCMOJIb30BaTb KACTOMHbIE NAapCcepbl B 3@aBUCUMOCTU OT NPUSTIOXKEHUN,
paboTamoLwmnx B KoHTenHepax Docker.

3. Ha ware MapwpyTusaumsa rnposepbTe, 4TO B Habop pecypcoB KoslekTopa Ao6aBsieHbl
crnenylouine TOYKN Ha3HaYeHUs:

- XpaHunuwe. 1na otnpaBkn 06paboTaHHbIX COOLITUA B XpaHUNULLE.
- Koppensatop. na oTnpaBkn obpaboTaHHbIX COBLITUIA B KOppenaTop.
Ecnn To4kn Ha3HaveHns XpaHuunuwe 1 Koppenatop He gobasrieHbl, co3ganTe uX.

4. Ha ware nposepKa napaMeTpoB Ha>XMUTe COXpaHVITb N Cco3p4aThb cepBMUC.

5. CkonnpynTe NosSBMBLLYIOCA KOMaHAY 0719 YCTaHOBKKU KosisiekTopa KUMA.

P00 070707707

JokyMmeHTaums no HacTponke syslog B Docker:

https://docs.docker.com/engine/logging/drivers/syslog/



https://docs.docker.com/engine/logging/drivers/syslog/

Proxmox Virtual Environment

NHdopMmaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTcsa ouumanbHOM peKoMeHaaumnem seHaopa.

e AyTeHTU(puKaums

e Co3pnaHue / YoaneHume LXC-kKoHTenHepoB n VM ( vzcreate , gmcreate, vzdestroy, gmdestroy
)

e 3anyck / OctaHoBKa LXC-koHTenHepoB 1 VM ( gmshutdown , gmstop , vzshutdown, vzstop)

e 3anyck / 3aBepLleHne 3agau

DV V? P???7? P77 ? ??777777 Rsys|og

RSyslog — cnctemMHbIn feMoH ons XXypHanupoBaHua B Linux. OH cobupaeT cobbiTnsa oT
Pa3/INYHbIX UCTOYHMKOB ((hanbl 1OroB, CUCTEMHbIe CiyXbbl, journald) n oTnpaBnseT ux ganblle
Mo CtaHgapTHoMy npoTokoay Syslog (UDP/TCP, a Takxe c nognep»xxkom TLS)

1. MpoBepbTe cTaTyC cepBuca RSyslog. Ecnu cepBuc OTCYTCTBYET - BbINOJIHUTE YCTAaHOBKY MakeTa:

### Debian, Ubuntu (apt-get)

apt-get install rsyslog

### RHEL (yum)

yum install rsyslog

nnn pna nogaepxu TLS-wndgposaHUsa npu oTnpaBke JIoroB yctaHosuTe bubnnoteky gtls gna
RSyslog:

### Debian, Ubuntu (apt-get)
apt install rsyslog-gnutls

### RHEL (yum)

yum install rsyslog-gnutls

2. 3anycTnTe CepBuUC:

systemctl enable rsyslog.service

systemctl start rsyslog.service



3.MpoBepbTe cTaTyC:

systemctl status rsyslog.service

4. Co3panTte hann KoHpurypaumm ona sarpyskm Heobxoaommbelx Mogynenm /etc/rsyslog.d/00-
modules.conf

PackommeHTupynTe cekumio “For journald”. ns paboTbl TLS: packoMmMmeHTupynTe cekymio “For
tls”

module(load="imfile")

### For tls
#module(load="gtls")
#global (DefaultNetstreamDriver="gtls")

### For journald

module(load="imjournal" StateFile="imjournal.state")

5. fo6aBbTe han KOHUrypaumm gnsa noroe /etc/rsyslog.d/pve.conf

if ($inputname == "imuxsock" and
($programname == "pvedaemon"
)) then {
action(

name="fwd pve journal tcp"

type="omfwd"

target="IP or FQDN" # IP or FQDN of Sysylog server (FQDN only for TLS)
port="port" # port of Sysylog server

protocol="tcp" # tcp or udp

# StreamDriver="gtls" # For TLS

# StreamDriverMode="1" # For TLS

# StreamDriverAuthMode="anon" # For TLS without Verification
# StreamDriverAuthMode="x509/name" # For TLS with Verification
# StreamDriverPermittedPeer="FQDN" # For TLS with Verification
# tls.cacert="/etc/rsyslog/ca.crt" # For TLS with Verification
queue.type="LinkedList"

queue.size="10000"

action.resumeRetryCount="-1"

stop



6. NpnMeHnTe KOHpUrypaunoHHble dansbl RSyslog, nepesanyctuTe cepBuc, ybegutecsh B
OTCYTCTBUU OWINBOOK

systemctl restart rsyslog.service

systemctl status rsyslog.service



