ba3bl JAaHHbIX

e PostgreSQL

e ClickHouse (cbop cobbiTun aygnta b))




PostgreSQL

NHdopMauvs, npuBedeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkonm KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumasibHOW peKoMeHgaumnen BeHaopa.

OdmumranbHas AOKYMeHTauusa rno AaHHOMY pa3sfeny npuseneHa B OHNaH-CcripaBke Ha

npoaykT: https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

YcTaHoBKa niarnHa pgAudit

YT106bl yCTaHOBUTL NnarunH pgAudit:

1. B KOMaHAHOM NHTEPNpPeTaTopPe BbIMNOJHMTE KOMaHAbl NOA4 YYEeTHOWN 3anncblo C NpaBamMu
alMVHUCTpATOpa:

sudo apt update

sudo apt -y install postgresql-<Bepcusa 6a3bl gaHHbix PostgreSQL>-pgaudit

Bepcuio nnarnHa Heobxogmmo BbibpaTh B 3aBUCMMOCTM oT Bepcum CYB[ PostgresSQL.
NHdopmauuto o Bepcuax CYBL, PostgreSQL n HeobxoanMbIX BEPCUMAX NaarnHa CM.Mno CCbijike:

https://github.com/pgaudit/pgaudit#postgresqgl-version-compatibility.

lMpunmep:
sudo apt -y install postgresql-12-pgaudit

2. HanguTe KOHMUrypaumoHHbIN harn postgres.conf . [N 35TOro B KOMaHaHou cTtpoke CYB],
PostgresSQL BbINoOJIHUTE KOMaHAY:

SHOW config file;

B oTBeTe ByaeT yka3aHO pacrnosioxXeHne KOHPUrypaumoHHoro ganna.
3. Co3pmanTte pe3epBHY0 KOMUIO KOHMUrypaumnmoHHOro dansia postgres.conf .

OTKpouTe halin postgres.conf W CKOMUPYUTE UM 3aMEHUTE UMeIoLLMECs 3HAYEHNA Ha YKa3aHHble
HUXe.


https://github.com/pgaudit/pgaudit#postgresql-version-compatibility
https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

## pgAudit settings

shared preload libraries = 'pgaudit'
## database logging settings

log destination = 'syslog'

## syslog facility

syslog facility = 'LOCALO'

## event ident

syslog ident = 'Postgres'

## sequence numbers in syslog

syslog sequence numbers = on

## split messages in syslog
syslog split messages = off

## message encoding

1lc _messages = 'en US.UTF-8'

## min message level for logging
client min messages = log

## min error message level for logging
log min error statement = info

## log checkpoints (buffers, restarts)
log checkpoints = off

## log query duration

log duration = off

## error description level

log error verbosity = default

## user connections logging

log _connections = on

## user disconnections logging

log _disconnections = on

## log prefix format

log line prefix = '%m|%a|%d|%p|%r|%i|%u| %e
## log statement

log statement = 'none’

## hostname logging status. dns bane resolving affect
#performance!

log hostname = off

## logging collector buffer status
#logging collector = off

## pg audit settings

pgaudit.log parameter = on

pgaudit.log='ROLE, DDL, MISC, FUNCTION'



4. Nepesanyctute cnyxby CYB/[, PostgreSQL npu noMowmnm KoMaHAbI:

sudo systemctl restart postgresql

5. Y106bl 3arpy3nTb nnaruH pgAudit B CYB/, PostgreSQL, B komaHgHowm cTpoke CYB[, PostgreSQL
BbIMOJIHUTE KOMaHAY:

CREATE EXTENSION pgaudit;

HacTpownka Syslog onga otnpaBKu COObITUN

YT106bl HacTpoOUTb Nepenaydyy cobbITU OT CepBepa, Ha KOTOPOM ycTaHoBNeHa PostgreSQL, B
KOJIJIEKTOP:

1. NMpoBepbTe, 4TO Ha CepBepe UCTOYHNKA COBLITNIA YCTaHOBMEH CcepBUC rsyslog. s 3Toro
BbIMOJIHUTE CNeAyoL Y0 KOMaHAY:

sudo systemctl status rsyslog.service

Ecnun cepsuc rsyslog He ycTaHOBMEH Ha cepBepe, yCTaHOBMTE €ro, BbINMOJIHUB Criefyolme
KOMaHbl:

yum install rsyslog
sudo systemctl enable rsyslog.service

sudo systemctl start rsyslog.service

B kaTanore /etc/rsyslog.d/ co3pganTe pann pgsql-to-siem.conf CO CnefyloLMM COAEPXKAHMNEM:

If $programname contains 'Postgres' then @<IP-appec konnektopa>:<nopT KojnekTopa>

Ecnn Bbl XoTnUTe oTNpaBaaTb cobbiTnsA No npoTtokony TCP, coaep>xmnmoe cdanna LoKHO 6biTb
TakNM:

If $programname contains 'Postgres' then @@<IP-appec konnektopa>:<nopT KojjekTopa>

B KOH(UrypaunmoHHbIn hann /etc/rsyslog.conf AobaBbTe creayloLine CTPOKK:

$IncludeConfig /etc/rsyslog.d/pgsql-to-siem.conf
$RepeatedMsgReduction off

Mepe3anycTuTe cepBUC rsyslog, BbIMOMHNUB CNefyoLLy0 KOMaHay:



sudo systemctl restart rsyslog.service

HacTtponka KUMA

MNMocne TOro Kak NapameTpbl Nepenayvnm CobbITUN HAaCTPOEHbI, TpebyeTcsa co3faThb KONEKTOp B BeD-
nutepgence KUMA gns cobbitnnm pgAudit.

1. Ha ware TpaHCNOPT yKa>kute TUM 1 nopT B COOTBETCTBUN C HACTPOMKaMu Ha cTopoHe pgAudit.
2. Ha ware MapcuHr cobbiTuin Boibepnte Hopmanusatop [OOTB] PostgreSQL pgAudit syslog.

3. Ha ware MapwpyTusaums nposepbTe, 4TO B Habop pecypcoB KoslekTopa AobaBsieHbl
cnenylouime TOYKN Ha3HaAYeHUs:

o XpaHunuwe. [1ns oTnpaBkm o6paboTaHHbIX COBbITUI B XpaHUAMLE.
e KoppensaTtop. [1nsa otnpaskn o6paboTaHHbIX COBbITUA B KOPPENATOP.

Ecnm To4kn Ha3HavyeHna Xpauunuwe 1 Koppenatop He gobassieHbl, CO30anTe UX.
4. Ha ware MpoBepkKa napamMeTpoB Ha)xMuTe CoOXpaHUTb U CO3aaTb CEPBUC.

5. CKonnpynTe NosBMBLLYIOCA KOMaHAY A9 YCTaHOBKKU KosiiekTopa KUMA.

[lToN1e3Hble CCbIJIKK

HacTpownka nony4eHnsa cobbitnn pgAudit (oHnanH-cnpaska KUMA):

https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm



https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

ClickHouse (cbop cobbiTnn
ayounTa bJl)

NHdhopMauuvs, npuBeaeHHasa Ha AaHHOW CTpaHuLLE, ABASeTCA pa3paboTKom KoMaHabl pre-
sales n/unn community KUMA n HE aBnseTca ohuumaibHOW peKkoMeHaaumnen seHaopa.

Ons HacTponkn 6a3oBoro ayauTa Clickhouse noHanobuTcs:

1. na normpoBaHuns obbI4HbIX 3aMpocoB (B TOM 4yucne grant, create, drop) BKAOYUTb IOrMpoOBaHme
B OCHOBHOM thawnsie (Mo yMOJSHAHMUIO BKJOYEHO):

/etc/clickhouse-server/config.xml
B cekuuu logger Kak MMHMMYM Heobxoaumo 3agaTb opmaT information

B L L L e e e e e

<clickhouse>
<logger>
<level>information</level>

e

2. Onsa JlIormpoBaHmA MNOOKJ/IIOYEHUN, TaKUX KaK:

e Login nonb3oBaTens
e Failure logon
e Logout nosib3oBaTens

notpebyeTcsa co3aaTb OTAENbHbIN halin

/etc/clickhouse-server/config.d/session_log.xml

C COOEPXUMbIM:

<clickhouse>
<session log>
<database>system</database>

<table>session log</table>



<flush interval milliseconds>7500</flush interval milliseconds>
</session_log>

</clickhouse>

N oToenbHbIN dhann

/etc/clickhouse-server/config.d/listen port.xml

C cogep>X1mMbIM (4151 BO3MOXKHOCTM YAaNIEHHOr0O NoaktoYyeHnsa K b):

<clickhouse>
<listen host>::</listen host>

</clickhouse>

3. Mepe3anycTuTb cnyxby komaHaom systemctl restart clickhouse-server

B 6a3e system nosiBuTcs HoBasi Tabnnua co cnenyrwmnMmn KoJIOHKaMN:

~ [ sessien_log
~ [+ Konowkw

27 hostname (LowCardinality(String])
27 type (Enum&('LoginFailure’ = 0, 'LoginSuc
A2 auth_id (UUID)
A7 session_id (String)
@ event_date (Date)
() event_time (DateTime)
() event_time_microseconds (DateTime64(6)
Az user (Mullable(String))
A2 auth_type (Mullable(Enum8('NO_PASSWO
oo profiles (Array(LowCardinality(String)))
o2 roles (Array(LowCardinality(String)))
o5 settings (Array(Tuple(LowCardinality(Strin
a7 client_address (IPvE)
123 client_port (UInt16)
27 interface (Enum8(TCP' = 1, "HTTP' = 2, 'gF
Az client_hostname (String)
az client_name (String)
123 client_revision (Ulnt32)
123 client_version_major (UInt32)
123 client_version_minor (UInt32)
123 client_version_patch (UInt32)
a2 failure_reasen (String)

Co3pnaém nonb3osatens gna nogknwyeHns Kk b ana KUMA n Boifaém emy Heobxoanmble npasa
crefyrowmMm KoMmaHgamMmu (C NCrnosib30BaHMEM paHee HAaCTPOEHHOro ayanTa):

###llar 1. Co3paHue nonb3oBaTtena ong konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Co3paHve VIEW gnsd BbiBOOA HECKONIbKWX 3anpocoB

CREATE VIEW combined logs


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/s17image.png

AS SELECT
event time AS timestamp,
query kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
query duration ms AS dcsl,
memory usage AS dcs2
FROM system.query log
WHERE (query kind IN ('Grant', 'Create', 'Drop')) OR (query duration ms > 600000) OR
(memory usage > 1000000000)
UNION ALL
SELECT
event time AS timestamp,
type AS deviceAction,
user AS userName,
toString(client address) AS sourceAddress,
failure reason AS msg,
NULL AS requestUrl,
NULL AS dcs1,
NULL AS dcs2
FROM system.session log
WHERE type IN ('LoginFailure', 'LoginSuccess')
ORDER BY timestamp DESC

####llar 3. Ha3HadeHune npaB Ha VIEW

GRANT SELECT ON combined logs TO kuma
GRANT SELECT ON system.session log TO kuma
GRANT SELECT ON system.query log TO kuma

Mpumep Kak BbIrNAauT BbiBoA VIEW:

L I I T e o pm— - et -
2005-02-14 165851 LoginFaiure teter E m— hereizno
2005022509238 Grant default #127001 ‘GRANT SELECT ON combined.logs10 1O remote

2025:02-26032239 Grant defoult £A£127.00.1

‘GRANT SELECT ON combined.logs10 TO remote.
225:02-26002229  Create

default 446127001 CREATE

;
o 800003 Creme - 1001 s g
ra s Gese o T o ey coTe
800200 e w“ 7001 cote O s a 5
000150 Creme - 001 cose 0 Obein ; (o) AT g x
10505 o b 17001 oro s ;
ra 10505 o - 1001 isodt p il
o oo Gt vt
‘o 17001 create e
. - B ——— I oy ACCES T ASEAD TS o 23123 oficbukd)  CREATE

HacTpolka MHCTaHCa 3aBepLleHa, MOXXHO NPpUCTynaTb K NoAaKAto4YeHuto noros B KUMA.,

NToro paHHom View Mbl BbIBOAUM Crefytoume cobblitus:

query_kind AS de



https://kb.kuma-community.ru/uploads/images/gallery/2025-02/wd5image.png

Login nosb3oBaTens

Failure logon

Logout nosib3oBaTens

OnuTenbHbIN 3anpoc B 6a3y (bonee 10 MuHyT, Kak npumep)(ycnosume query_duration_ms
> '600000' B 3anpoce)

Bonblwoe notpebneHne namaTu npu 3anpoce (bonee 1 ', kak npumep)(ycnosue
memory_usage > '1000000000')

Co3pnaHuve nosib3oBaTens

Ha3Ha4veHne npaB Nosb30BaTeNto

YnaneHune nosb3oBaTesNs

B KUMA Heobxoaumo co3paTb KonnekTop ¢ TpaHcnopTom sql (nnencxongep ansa Clickhouse - ?) n
napamMmeTpamMm Kak Ha CKpUHLLOTE (45149 npuMepa yKa3aHbl pa3Hble BepCcun):



Transport

Add a source from which you want to receive events. For details see Online Help.

Basic settings  Advanced settings

Connector | Create new e |
Kind* ® | sql M |
Default query* SELECT-*-FROM-combined_logs -+

WHERE - timestamp->- parseDateTimeBestEfinrﬂd?l]l

Reconnectto DB each time the C)

request is sent

Poll interval, sec () | 0 a
Connection
Database kind* | ClickHouse v
URL* ® | clickhouse:// 101010.10:9000 |
Authorization* | Plain v |
Secret* | kuma_clickhouse v |
TLS mode (@) | Disabled W |
Identity column* | timestamp |
Identity seed* | 2025-12-22 214618 |
Query @ Add a guery that you want to use
instead of a default query
Poll interval, sec (G) i 0 a

KoppeKkTHbIA 3anpoc:


https://kb.kuma-community.ru/uploads/images/gallery/2025-12/Io0image.png

SELECT * FROM combined logs
WHERE timestamp > parseDateTimeBestEffort(?)

Boibupaem HopmanusaTop Clickhouse (goctyneH B Community pack), nobasnsem Heobxoanmble

TOYKN Ha3HAYeHUA N NHCTaNMpyem cnyxby KonnekTopa.

JInbo, ecnn Ham He Hy>XHbl coObITUA Bxoaa B Bl Mo)xeM 1CMosIb30BaTh 3anpocC TOJIbKO B
Tabanuy No yMon4aHuio:

###llar 1. Co3paHue nonb3oBaTtensa ong konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Ha3HayeHue npaB Ha BbinonHeHue SELECT k system.query log

GRANT SELECT ON system.query log TO kuma

####llar 3. Wcnonb3yeM 3anpoc gns KUMA konnektopa
SELECT event time AS timestamp,
query kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
0 query duration ms AS dcsl,
0 memory usage AS dcs2
FROM system.query log
WHERE query kind IN ('Grant', 'Create', 'Drop') OR query duration ms > '600000' OR
memory usage > '1000000000' AND timestamp > ?
ORDER BY timestamp DESC


https://kas.pr/kuma-ppack

