e dddd e

e PostgreSQL

e ClickHouse (cbop cobbiTun ayauta b/1)




PostgreSQL

NHdopMmaumns, npuBeaeHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTcsa ouumanbHOM peKoMeHaaumnem seHaopa.

OdmumranbHas 4OKYMeHTaunsa rno AaHHOMY pa3saeny npuseneHa B OHNaMH-crpaBke Ha

npoaykT: https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

P7°0?7?°°07°7°7°?7? ?7?7?7°7?7?7? pgAudit
YT106bl yCTAaHOBUTbL NiarnH pgAudit:

1. B KOMaHAHOM NHTeprpeTaTope BbIMNOJHUTE KOMaHAbl No4 YYeTHON 3anncbto C NpaBamMu
aAMUHUCTpaTopa:

sudo apt update

sudo apt -y install postgresql-<eepcus 6a3bl gaHHbiX PostgreSQL>-pgaudit

Bepcuio nnarvHa Heobxoammo BbibpaTb B 3aBUCMMOCTU OT Bepcumn CYB[ PostgresSQL.
NHdpopmauwnto o Bepcnax CYBL PostgreSQL 1 HeobxoaMMbIX BEPCUAX NIarMHa CM.Mo CCblJIKe:

https://github.com/pgaudit/pgaudit#postgresqgl-version-compatibility.

Mpunmep:
sudo apt -y install postgresql-12-pgaudit

2. HanguTe KOHGUrypaumnoHHbIN harn postgres.conf . [Js 5TOro B KOMaHAHoOM cTpoke CYB/]
PostgresSQL BLINOJIHNTE KOMaHAY:

SHOW config file;

B oTBeTe ByaeT yka3aHO pacrnosioXKeHne KOHPUrypaumoHHoro ganna.
3. Co3panTe pe3epBHYIO KOMNMIO KOHPUIrypaunoHHOro anna postgres.conf .

OTkponTe hann postgres.conf U CKOMNUPYNTE UK 3aMEHNTE UMEIKOLLMECHA 3HAYEeHUS Ha YKa3aHHblIe
HUXe.


https://github.com/pgaudit/pgaudit#postgresql-version-compatibility
https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

## pgAudit settings

shared preload libraries = 'pgaudit'
## database logging settings

log destination = 'syslog'

## syslog facility

syslog facility = 'LOCALO'

## event ident

syslog ident = 'Postgres'

## sequence numbers in syslog

syslog sequence numbers = on

## split messages in syslog
syslog split messages = off

## message encoding

1lc _messages = 'en US.UTF-8'

## min message level for logging
client min messages = log

## min error message level for logging
log min error statement = info

## log checkpoints (buffers, restarts)
log checkpoints = off

## log query duration

log duration = off

## error description level

log error verbosity = default

## user connections logging

log _connections = on

## user disconnections logging

log _disconnections = on

## log prefix format

log line prefix = '%m|%a|%d|%p|%r|%i|%u| %e
## log statement

log statement = 'none’

## hostname logging status. dns bane resolving affect
#performance!

log hostname = off

## logging collector buffer status
#logging collector = off

## pg audit settings

pgaudit.log parameter = on

pgaudit.log='ROLE, DDL, MISC, FUNCTION'



4. Nepesanyctute cnyxby CYB/[, PostgreSQL npu noMowmnm KoMaHAbI:

sudo systemctl restart postgresql

5. Y106bl 3arpy3nTb nnaruH pgAudit B CYB/, PostgreSQL, B komaHgHowm cTpoke CYB[, PostgreSQL
BbIMOJIHUTE KOMaHAY:

CREATE EXTENSION pgaudit;

???°7?7°?7?7?7 Syslog ?7?7? 7?0?7077 2?7?7777

YT106bl HacTpoOUTb Nepepady cobbITUN OT CepBepa, Ha KOTOPOM ycTaHoBNeHa PostgreSQL, B
KOJIIEKTOP:

1. MpoBepbTe, YTO Ha CepBepe UCTOYHUKA CODbLITUI YCTaHOBMIEH cepBucC rsyslog. ns 3Toro
BbIMNOJIHUTE CNeAyoLY0 KOMaHaY:

sudo systemctl status rsyslog.service

Ecnun cepsuc rsyslog He ycTaHOBIEH Ha cepBepe, yCTaHOBUTE €ro, BbIMOJIHUB Criefyolme
KOMaHAbl:

yum install rsyslog
sudo systemctl enable rsyslog.service

sudo systemctl start rsyslog.service

B kaTanore /etc/rsyslog.d/ co3manTe pain pgsql-to-siem.conf CO CAEAYIOLINUM CONEPXKAHNEM:

If $programname contains 'Postgres' then @<IP-apgpec konnektopa>:<nopT KojjiekTtopa>

Ecnn Bbl XO0TUTe 0TNpaBasaTb cobbiTs Mo npoTokony TCP, cogepxnmoe aina fo/KHO ObiTh
TakuM:

If $programname contains 'Postgres' then @@<IP-apgpec KonnekTtopa>:<nopT Kojnektopa>

B KOHMUrypaunmoHHbIN hann /etc/rsyslog.conf AobaBbTe crefyloLine CTPOKU:

$IncludeConfig /etc/rsyslog.d/pgsql-to-siem.conf
$RepeatedMsgReduction off

Mepe3anycTuTe CepBUC rsyslog, BbIMOHNUB CNEeAYIOLLYI0 KOMaHAY:



sudo systemctl restart rsyslog.service

?277?7?2°7?7?°7??7 KUMA

MNMocne Toro Kak NnapameTpbl Nepefadun cobbITu HaCTpoeHbl, TpebyeTca co3aaTb KONNEKTOp B Be6-
nHTeppence KUMA gnsa cobbitun pgAudit.

1. Ha ware TpaHCNOPT yKa>KuTe TUn 1 NopT B COOTBETCTBUN C HAaCTPOMKaMu Ha CTopoHe pgAudit.
2. Ha ware MapcuHr cobbiTuin Boibepnte Hopmanusatop [OOTB] PostgreSQL pgAudit syslog.

3. Ha ware MapwpyTusaumsa npoBepbTe, 4TO B Habop pecypcoB KoslekTopa Ao6aBieHbl
cnegytolime TOYKN Ha3HavYeHus:

o XpaHunuwie. 115 oTnpaBky 06paboTaHHbIX COOLITUIA B XpaHUAULLE.
o KoppensaTtop. [1ns oTnpaBky 06paboTaHHbIX COOLITUIN B KOPPENATOP.

Ecnn To4ku Ha3HaveHns XpaHuunuwe 1 Koppenatop He gobasrieHbl, co3ganTe ux.
4. Ha ware MNpoBepkKa napamMeTpoB Ha)xMyTe CoOXpaHUTb U CO34aTb CEPBUC.

5. CkonupynTe NOSABMBLUYIOCA KOMaHAy OJ19 YCTaHOBKN KoJuiekTopa KUMA.

PPV 0070?77

HacTpoika nonyydyeHuns cobbitnm pgAudit (oHnanH-cnpaBka KUMA):

https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm



https://support.kaspersky.com/help/KUMA/2.1/ru-RU/251880.htm

ClickHouse (?7?7?7? 27?7?7777
07?77?77 ?7?)

NHdopMmaumns, npuBeneHHas Ha AaHHOW CTpaHuue, SBnseTcsa pa3paboTKkonm KoMaHAabl pre-
sales u/unmn community KUMA n HE aBnsieTca ocuumanbHOM peKkoMeHaaumnem BeHaopa.

Onsa HacTponkn 6a3osoro ayauTa Clickhouse noHapobuTcs:

1. Ons norupoBaHMs obbI4YHbIX 3aMPOCOB (B TOM yucne grant, create, drop) BKIOUYUTb IOrMpPOBaHME
B OCHOBHOM ¢hansie (Mo yMOSHAHMUIO BKJHOYEHO):

/etc/clickhouse-server/config.xml
B cekuum logger kak MMHUMYM Heobxoammo 3adaTb popmaT information

R
<clickhouse>
<logger>
<level>information</level>

HHHHHHHHHHHRHHH AR AR AR AR

2. ns nornpoBaHus NoaKAOYEeHNN, TakKNX Kak:

e Login nonb3oBaTens
e Failure logon
e Logout nonb3oBaTensa

notpebyeTcsa co3aaTb OTAENbHbIN haln

/etc/clickhouse-server/config.d/session log.xml

C CoaepXMNMbIM:

<clickhouse>
<session_ log>
<database>system</database>
<table>session log</table>

<flush interval milliseconds>7500</flush interval milliseconds>



</session_log>

</clickhouse>

N oTaenbHbI hann

/etc/clickhouse-server/config.d/listen port.xml

C copoepXumbiM (15 BO3MOXKHOCTW yAa/IEHHOro NOAK/0YeHNA K B1):

<clickhouse>
<listen host>::</listen host>

</clickhouse>

3. Mepe3anycTuTb cnyxby komaHaom systemctl restart clickhouse-server

B 6a3e system nosiBuTcs HoBasi Tabnmua co cnenyrwmnMmn KoJIOHKaMu:

~ [ session_log
v [+ KonoHkw

22 hostname (LowCardinality(String])
27 type (Enum('LeginFailure’ = 0, 'LoginSuc
AZ auth_id (UUID)
A2 session_id (String)
() event_date (Date)
() event_time (DateTime)
(Z) event_time_microseconds (DateTime64(6)
22 user (Nullable(String))
A2 auth_type (Nullable(Enum8('NO_PASSWO
oo profiles (Array(LowCardinality(String)))
EZE roles (Array(LowCardinality({String)))
oo settings (Array(Tuple{LowCardinality(Strin
A2 client_address (IPvE)
123 client_port (UInt16)
22 interface (Enum8('TCP' = 1, 'HTTP' = 2, 'gF
27 client_hostname (String)
a2 client_name (String)
123 client_revision (Ulnt32)
123 client_version_major (UInt32)
123 client_version_minor (UInt32)
123 client_version_patch (Uint32)
Az failure_reason (String)

Co3pnaém nonb3oBaTtens gna noagknyeHns Kk b ana KUMA n Boigaém emy Heobxoanmble npaBa
cnefyrowmm KoMmaHgamu (C NCrnosib30BaHMEM paHee HAaCTPOEHHOro ayamTa):

###llar 1. Co3paHue nonb3oBaTtensa gng konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Co3paHve VIEW gnsd BbiBOOA HECKONIbKWX 3anpocoB
CREATE VIEW combined logs
AS SELECT


https://kb.kuma-community.ru/uploads/images/gallery/2025-01/s17image.png

event time AS timestamp,
query_kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
query duration_ms AS dcsl,
memory usage AS dcs2
FROM system.query log
WHERE (query kind IN ('Grant', 'Create', 'Drop')) OR (query duration ms > 600000) OR
(memory usage > 1000000000)
UNION ALL
SELECT
event time AS timestamp,
type AS deviceAction,
user AS userName,
toString(client address) AS sourceAddress,
failure reason AS msg,
NULL AS requestUrl,
NULL AS dcs1,
NULL AS dcs2
FROM system.session log
WHERE type IN ('LoginFailure', 'LoginSuccess')
ORDER BY timestamp DESC

####llar 3. Ha3HauyeHne npas Ha VIEW

GRANT SELECT ON combined logs TO kuma
GRANT SELECT ON system.session log TO kuma
GRANT SELECT ON system.query log TO kuma

MpuMep Kak BbIrnaguT BbiBo4 VIEW:

DimeampllE] ~2 deviceAction V‘Azuxzmame ~ | a2 sourcenddress V‘Almxg =

2025-02-14163851| LoginFailure tester AL 17
Grant

A2 requestUrl v |sdet v |3de v
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HacTpoika nHCTaHCa 3aBepLleHa, MOXXHO MPUCTynaTh K NOAK/I0YEeHMIO sioroB B KUMA.
NToro maHHom View Mbl BbIBOAUM Creaytowme cobbiTus:

e Login nonb3oBaTens


https://kb.kuma-community.ru/uploads/images/gallery/2025-02/wd5image.png

Failure logon

Logout nosib3oBaTens

OnntenbHbi 3anpoc B 6a3y (bonee 10 MuHyT, Kak npumep)(ycnosume query duration_ms
> '600000' B 3anpoce )

Bonblwoe noTtpebneHre namaTu npu 3anpoce (bonee 1 ', kak npumep)(ycnosue
memory_usage > '1000000000')

Co3gaHue nosb3oBaTens

Ha3Ha4veHne npaB nosb30BaTesNto

YpaneHue nonb3oBaTens

B KUMA Heobxoanmo co3faTh KOJIeKTop € TpaHcnopToMm sql (nnencxongep ang Clickhouse - ?) n
napaMeTpaMu Kak Ha CKpUHLLOTe (A1 npuMepa yKa3aHbl pa3Hble BepCcumn):



Transport

Add a source from which you want to receive events. For details see Online Help.

Basic settings  Advanced settings

Connector | Create new e |
Kind* ® | sql M |
Default query* SELECT-*-FROM-combined_logs -+

WHERE - timestamp->- parseDateTimeBestEfinrﬂd?l]l

Reconnectto DB each time the C)

request is sent

Poll interval, sec () | 0 a
Connection
Database kind* | ClickHouse v
URL* ® | clickhouse:// 101010.10:9000 |
Authorization* | Plain v |
Secret* | kuma_clickhouse v |
TLS mode (@) | Disabled W |
Identity column* | timestamp |
Identity seed* | 2025-12-22 214618 |
Query @ Add a guery that you want to use
instead of a default query
Poll interval, sec (G) i 0 a

KoppeKkTHbIA 3anpoc:


https://kb.kuma-community.ru/uploads/images/gallery/2025-12/Io0image.png

SELECT * FROM combined logs
WHERE timestamp > parseDateTimeBestEffort(?)

Boibupaem HopmanusaTop Clickhouse (goctyneH B Community pack), nobasnsem Heobxoanmble

TOYKN Ha3HAYeHUA N NHCTaNMpyem cnyxby KonnekTopa.

JInbo, ecnn Ham He Hy>XHbl coObITUA Bxoaa B Bl Mo)xeM 1CMosIb30BaTh 3anpocC TOJIbKO B
Tabanuy No yMon4aHuio:

###llar 1. Co3paHue nonb3oBaTtensa ong konnektopa KUMA
CREATE USER kuma HOST IP '10.10.10.1/32' IDENTIFIED WITH sha256 password BY

'supersecretpassword’;

####llar 2. Ha3HayeHue npaB Ha BbinonHeHue SELECT k system.query log

GRANT SELECT ON system.query log TO kuma

####llar 3. Wcnonb3yeM 3anpoc gns KUMA konnektopa
SELECT event time AS timestamp,
query kind AS deviceAction,
user AS userName,
toString(initial address) AS sourceAddress,
exception AS msg,
query AS requestUrl,
0 query duration ms AS dcsl,
0 memory usage AS dcs2
FROM system.query log
WHERE query kind IN ('Grant', 'Create', 'Drop') OR query duration ms > '600000' OR
memory usage > '1000000000' AND timestamp > ?
ORDER BY timestamp DESC


https://kas.pr/kuma-ppack

