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MITRE
ATT&CK

Ncnonb3oBaHne MITRE ATT&CK B LleHTpe ynpasaeHusa 6esonacHocTbio (SOC) MoOXKeT 3Ha4YnUTeNbHO
pacWmpUTb BO3MOXKHOCTM OOHapy>XeHnsa yrpo3 u pearmpoBaHns Ha HUX.

MpaBnna kKoppenaunn ns kopobkm B KUMA (SOC Package n Community-Pack) nokpbiBatoTcs
TEXHUKaMWU U TaKTUKaMu U3 matpuubl MITRE ATT&CK
ObGoraweHune TexHukamm u TaKkTUKaMu Ha KoppensTope

Ona akTyasibHbIX BepCuUin: BoCrnosb3ynTechb CripaBKon -

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/272743.htm

Cka4danTe cnpaBoyHUK TexHUK MITRE ATT&CK Ha nopTane GitHub

cti / enterprise-attack / enterprise-attack json (2
’k jondricek ATT&CK v15.1 Enterprise 00040 . 6 months ago  ¥L) History

| code | Blame 25418 Raw (O & 2 -

View raw
(Sorry about that, but we can't show files that are this big right now.}

Lo/MKHO MoNy4YnThCa cneayoulee:
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https://github.com/mitre/cti/blob/master/enterprise-attack/enterprise-attack.json

standard

O NPOMEXYTKA B...

simple

simple

simple

Moparpy3unte ann cioga MNapameTpsbl - O6Lme - HacTponkn cnmucka TexHuk MITRE:

16.12.2024 1556648

16.12.2024 155648

16.12.2024 15:56:48

16122024 1555648

borisov

borisov

borisov

borisov

[0OTB] SOC Content - RU for KUM...

[0OTB] SOC Content - RU for KUM...

[OOTE] SOC Content - RU for KUM...

[OOTB] 8OC Content - RU for KUM

rNocne NpoHWKHOBEHUA B CETb MK
Ha XOCT XepTBbl 2N0YMbBILTEHHWKY

YacTe HeOOXOAWME NPOLENTATECS. ..

Mpaenno oGHapYKNBAST KOMaHZ!
cBopa MHbOPMALWK O
KOHTEfHEDAX, BLIMNOMHAEMbIE C...

BNOYMBILNEHHMK MOXET
WCMONL20BaTh YTWIMTY Mshta.exe
ANg 3anycka Galinos .hta, KoTopbie

3MOYMBILNEHHWK MOTYT YAaIUTh
WHOMKATOPbE KOMMPOMETALIAN, ECTIY

Ti016 Ti018 T1049
T1082 T1083
T1613

T1059.003 T1218.005
T1027.005

ruuTANT Uty ROO Akinn

IRP / SOAR HacTpoiikun cnucka TexHuk MITRE
L\ Aneptsi
Al-cepauc Crncok TexHuk MITRE. [Ins nonyuenns noppobHoit nsdop cmoTpuTe Online Help
@ MHumpeHTsl
HKLKW
P Cobbirua [+ Wmnoptuposars us daiina
[Opyroe
= AxTneb
Anepn MapameTpbl noaxkntovenusa K SMTP-cepsepy
] OTuetni /
TNuuenzna
Pecypen BoiknioueHo
WHumngentol
% CyberTrace Appec cepeepa 10.68.8516
AynuiT akTneoB
[¥] Owcneruep sapau
OBGHOENEHWE penosuTopus Mopt 25
{3} Mapamerpbi
AKTMBbI Cexpet - + 2
B Cocrosune nctounnkos
MOHUTOPUHT CEpPBUCOR
MoeepoHum cepeepa ®
El Metpukn Tern Anpa KUMA
Ot koro* kuma@demo.lab
Obume

3arpy3uTe cneayoLwnii NakeT NpaBua U3 peno3nTopus:

For more information about exporting and importing resources, see Online Help.

Tenant* Main v
Import source* Repository ~
Repository packages

‘You can start a forced update in the Repository update section.
After updating resources restart the services that use them and

check resources links if you changed them before. @ Last update: 2024-10-24 16:

& MName ~ Release date 4 v Version v  Installed version ~  Number of resou
T [OGTE] Citrix NetScaler syslog 2024-08-27 163704 3 3 1

[OCTE] PT NAD json 2024-08-27 093109 3 3 2

[OOTE] Yandex Browser 2024-08-2¢ 17:00:08 2 2 1

[OOTB] SOC Content - ENGfor KU...  2024-08-07 12:27:17 1 1 1316
@ [OOTB]SOC Content - RU for KUM...| 2024-08-07 09:38:00 1 1 1319

[QCOTBE] SOC Content - ENG 2024-08-05 16:00:32 2 2 1316

[OOTE] Huawei iManager 2000 file 2024-07-31 115015 1 1 1

Ona oborawieHna TexHnKaMmm 1 TakTukamm B cobbiTnm gobasbTe c/10Bapb B oboralieHun Ha

KoppenaTope KUMA:


https://kb.kuma-community.ru/uploads/images/gallery/2024-12/7sjimage.png
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© TMmoBansibie nepemensie HononsHunTe cobLITMS HEOOXOMMMbIMIA AaHHbIMM. NoapofHee CM. B OHNSAH-CNRaEKe .
© Koppensums
*Mpasino oforaleHUR MITRE Tactics v |3 @
o Oorawenune
“Hassarime MITRE Tactics
© Mpasuna pearuposanus
“TWN MCTOYHWKE ABHHBIX CRoEaph R
@ MapupyTusauus
“Hassanune cnosaps D001 _Tactic. Rules mapping A4
@ Mpoeepka napameTpos
*Uenesoe none Tactic w
“Kniouebuie nons ExternaliD
*Onagwka BuiknioseHo A
®unetp Co3aats v
CoxpaHuTs oMneTD
Ycnosna
Ecnm W none cobeTua ~ ExternzliD ~ starsWith KOHCTaHTa ~ R
*Mpaswno oboraweHHMs MITRE Technique hd E @

“Hazzarue WITRE Technique

Hwxe warn onga asppeKTUBHOro ncrnosb3osaHusa B SOC:

??°??°°?7°7°°?7?7?°?7? ? MITRE ATT&CK

e [NOHATb Ha3Ha4vYeHWe u cTpYKTypy nnatdopmbl MITRE ATT&CK. Mo)KeT NoMoYb 3Ta CTaTbs
Ha pycckom: https://xakep.ru/2021/03/17/mitre-att-ck/

e NMoceTuTte Beb-cant ATT&CK (https://attack.mitre.org/) n o3HakoMbTeCb C MaTpuLen

ATT&CK, TeEXHUKaMKU, TaKTUKaMW U MOATEXHUKAMWU.
P??°7°7°7°7?7?7?77? ATT&CK ? 27?7?77 27?77?77

e Onpepenute cooTBeTCTBYOWME MeToabl U TakTUKM MITRE ATT&CK, cooTBeTCTBYOLWME
NHPACTPYKTYpe, npoueccam, NPpUIoKeHUaIM U 4aHHbIM Ballen opraHu3auum.

e ConocTtasbTe MmeToabl MITRE ATT&CK ¢ BalwmMMu CyLLLeCTBYOLWNUMN CpencTsaMu
6e30MacHOCTU, TakKUMM Kak M3, cncteMol o6Hapy>XeHNs BTOPXXEHUN, peLleHns ans
3alUNTbl KOHEYHbIX TOYEK N Ap.

s d i dddd i ddddddddds

e Pa3spaboTanTe npasuna obHapy>XeHUs 1 BapmaHTbl UCMOJIb30BaHMUSA Ha OCHOBE
KOHKpPEeTHbIX MeToLoB U TakTuK MITRE ATT&CK.


https://xakep.ru/2021/03/17/mitre-att-ck/
https://attack.mitre.org/

e icnonb3ynTe cBoto cnctemy SIEM nnam nnatdopmbl aHaAUTUKN YIPO3 A5 CO34aHMSA
npaBu, co3gatoLme OnoBeELLEHNS NPU OBHapPY>XEHNX MOA03PUTENIbHBIX OENCTBUNA,
CBsI3aHHbIX C onpegeneHHbiMn metogamm ATT&CK.

e Nicmonb3ynTte MITRE ATT&CK B KayecTBe pyKOBOACTBA AJ1 yNpeXX4atoLWmnX yrnpaKHeHuin
Mo MOUCKY yrpos.

e Hanante nuankatopsl KomrnpomeTauum (I0C), cBA3aHHbIE C U3BECTHLIMU MeTo4aMu
ATT&CK, n ncnonb3synTe nx AN BbiIBJIEHUS NOTEHLUMaNbHbIX YIpO3 B Ballen cpefe.

e Bknounte MITRE ATT&CK B cBOM NpoLenypbl pearMpoBaHNs Ha NHUNOEHTHI.

e Pa3spabaTbiBanTe CLUEeHapUn 1 NJaHbl pearnpoBaHUs, COOTBETCTBYIOWME KOHKPETHbIM
MeTodaMm 1 TakTukaMm ATT&CK, 4Tobbl 3hheKTUBHO CNPaBASATbLCS C yrpo3aMm N CMsArvyaTb
nx rnocnencTeus.

e [MonesHble MaTepmasibl Ha PyCCKOM:

o Mpumepsbl Nnenbykos - https://github.com/certsocietegenerale/IRM/tree/main/RU

o PykoBoACTBO Mo pearuposaHua JIK -

https://box.kaspersky.com/f/26b68439676f4739baab/

e Icnonb3ynTe BHELIHNE NCTOYHUKKN nHpopMaumm ob yrposax, cooTeseTcTByowme MITRE
ATT&CK.

e byabTe B Kypce nocsiefjHMX oT4eToB 00 yrpo3ax, B KOTOPbIX YMNOMUHAOTCA METOAbI U
TakTuka ATT&CK.

e [lonesHble MmaTepuabl:

o becnnaTHbin Tl nopTan JIK - https://opentip.kaspersky.com/

P00 270707077

PPV V P77

Hanpumep, HaM NHTepeCceH BEKTOP aTaku Yyepes MIaHMPOoBLLMK 3a4a4, 4J19 3TOro MOXXHO

BOCMOJ/Ib30BaTbCsH MOUCKOM BBepXY CrpaBa Ha canTe https://attack.mitre.org/:



https://github.com/certsocietegenerale/IRM/tree/main/RU
https://box.kaspersky.com/f/26b68439676f4739baa6/
https://opentip.kaspersky.com/
https://attack.mitre.org/
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Scheduled Job, Data Source DS0003

Scheduled Job Automated tasks that can be executed at a specific time or on a recurring schedule running in the background (ex: Cron daemon, task scheduler, BITS)[1] ID: DS0003 (D) Platforms: Containers, L...

BITS Jobs, Technique T1197 - Enterprise

BITS Jobs Adversaries may abuse BITS jobs to persistently execute code and perform various background tasks. Windows Background Intelligent Transfer Service (BITS) is a low-bandwidth, asynchronous f...

Operation Dream Job, Operation North Star, Operation Interception, Campaign C0022

Operation Dream Job Operation Dream Job was a cyber espionage operation likely conducted by Lazarus Group that targeted the defense, aerospace, government, and other sectors in the United States, Israel, Austr...

Scheduled Task/Job, Technique T1603 - Mobile

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. On Android and i0S, APIs and libraries exist to facilitate scheduling tas...

Scheduled Task/Job, Technique T1053 - Enterprise

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist within all major operating systems to schedule programs o..

load more results

MNepexoanm Ha NHTepecCyoLLYo TEMATUKY:

Scheduled Task/Job

Sub-techniques (5) v

Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist
within all major operating systems to schedule programs or scripts to be executed at a specified date and time. A task can also
be scheduled on a remote system, provided the proper authentication is met (ex: RPC and file and printer sharing in Windows
environments). Scheduling a task on a remote system typically may require being a member of an admin or otherwise

privileged group on the remote syslem,[”

Adversaries may use task scheduling to execute programs at system startup or on a scheduled basis for persistence. These
mechanisms can also be abused to run a process under the context of a specified account (such as one with elevated
permissions/privileges). Similar to System Binary Proxy Execution, adversaries have also abused task scheduling to potentially
mask one-time execution under a trusted sysiem process.lz]

e d s ddddds

e O3HaKOMbTECH C 0bLien cTpykTypon ATT&CK

ID: T1053

Sub-technigues: T1053.002, T1053.003,
T1053.005, T1053.006, T1053.007

(I Tactics: Execution, Persistence, Privilege Escalation

(Tr Platforms: Containers, Linux, Windows, macOS

(T Permissions Required: Administrator, SYSTEM,
User

(Tr Effective Permissions: Administrator, SYSTEM,
User

(I} Supports Remote: Yes

Contributors: Alain Homewood, Insomnia Security;
Andrew Northern. @ex raritas: Brvan Campbell.

e HaliTn NnapaMeTpbl 1 UHCTPYMEHTbI, KOTOPbIE 3/1I0YMbILLIJIEHHUK AOJIXKEH UCMO/b30BaThb

aons peanmsaumn ATT&CK.

e MoONWNTE O TEXHMKE UM NOATEXHUKE Ha APYrnX pecypcax.

e Mpo4yTuTe pasgen «Mpumepbl Npoueayp» - Y3HanTe, Kak rpynnbl NN UHCTPYMEHTSI

NCMONb3YT TEXHUKY NN NMOOTEXHUKY.

P00 P00 2?0707

e Paspgen Mnturaunm (CHMXeHun nocnencTtenim) - Hangnte MmmtTurauunto
e Pazgen obHapyxeHus - Hangnte cnocobbl 06Hapy>XeHUs 3TON TEXHUKN
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Mitigations =~
D Mitigation Description

M1047  Audit Toolkits like the PowerSploit framework contain PowerUp modules that can be used to explore systems for permission weaknesses in scheduled tasks that
could be used to escalate privileges. ¥l

M1028  Operating System Configure settings for scheduled tasks to force tasks to run under the context of the authenticated account instead of allowing them to run as SYSTEM. The
Configuration associated Registry key is located at ERIM\SYSTEM\CurrentControlSet\Control\Lsa\SubmitContxol . The setting can be configured through GPO:
Computer Configuration > [Policies] > Windows Settings > Security Settings > Local Policies > Security Options: Domain Controller: Allow server operators to
schedule tasks, set to disabled. ]
M1026  Privileged Account = Configure the Increase Scheduling Priority option to only allow the Administrators group the rights to schedule a priority process. This can be can be
Management configured through GPO: Computer Configuration = [Policies] > Windows Settings = Security Settings > Local Policies = User Rights Assignment: Increase

scheduling priority. [1%

M1018 = User Account Limit privileges of user accounts and remediate Privilege Escalation vectors so only authorized administrators can create scheduled tasks on remote
Management systems.

Detection <—

D Data Source Data Component Detects

DS0017  Command Command Execution Monitor executed commands and arguments that may abuse task scheduling functionality to facilitate initial or recurring execution of
malicious code.

NSN032 | Container Container Creafion Monitor for newlv constructed containers that mav abuse task schedulina functionalitv to facilitate inifial or recurrina execution of

P????7?°0°°7?7?7° TTP (27?7?7277, ?2?2?2707?7°7° 2 2?7?70°7°°77) ? 27?7777 7
SIEM

e Hangnte npasunno obHapyxeHunsa B npoekTe MITRE CAR -

https://car.mitre.org/analytics/by technique

® CAR-2013-04-002: Quick execution of a series of
suspicious commands

T1049: System Network Connections )
. (N/A - technique only)
Discovery

* CAR-2013-01-002: Autorun Differences

® CAR-2013-04-002: Quick execution of a series of
suspicious commands

e CAR-2013-08-001: Execution with schtasks

* CAR-2015-04-002: Remotely Scheduled Tasks
via Schtasks

e CAR-2020-09-001: Scheduled Task - FileAccess

& CAR-2021-12-001: Scheduled Task Creation or

T1053: Scheduled Task/Job Medification Containing Suspicious Scripts,

Extensions or User Writable Paths

T1053.005: Scheduled Task

* CAR-2013-04-002: Quick execution of a series of
suspicious commands

T1052.002: At ® CAR-2013-05-004: Execution with AT

® CAR-2015-04-001: Remotely Scheduled Tasks
via AT

& CAR-2013-10-002: DLL Injection via Load Library
T1055.001: Dynamic-link Library Injection * CAR-2020-11-003: DLL Injection with Mavinject

T1055: Process Injection

Hanpumep, Takoe npasuiao MITRE CAR - Scheduled Task Creation or Modification Containing

Suspicious Scripts, Extensions or User Writable Paths (https://car.mitre.org/analytics/CAR-2021-12-

001/). B HeM MO>XHO yBUAETb MHO>XECTBO Bapuauuii NpaBu, Kak B NCEBAOKOAE, TaK U B
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nonynsapHbiXx 3apybexxHbix SIEM cuctemax.

Implementations

Creation of Suspicious Scheduled Tasks (Pseudocode, CAR native)

This detects the creation of suspicious scheduled tasks, either via a new process (command line) or direct through the corresponding Windows EIDs.

processes = search Process:create

susp_tasks_processes = filter processes where command_line CONTAINS(™*SCHTASKS*") AND (command_line CONTAINS("*/CREATE*") OR command_line
tasks = search Task:create

susp_tasks = filter tasks where (task_content CONTAINS("*.cmd*") OR task_content CONTAINS("*.psl*") OR task_content CONTAINS("*.vbs*") OF

output susp_tasks_processes, susp_tasks

4

Splunk Search - Scheduled Task creation or modification containing suspicious script, extension or user writable path. (Splunk)

This is a Splunk representation of the above pseudocode search.

(((EventCode="4688" OR EventCode="1") CommandlLine="#*SCHTASKS*" (CommandlLine="*/CREATE*" OR CommandLine="*/CHANGE*")) ((CommandLine="%*.cmc

ATT&CK Navigator

ATT&CK Navigator — 370 BEG-UHCTPYMEHT 019 pa3MeTKu 1 nsydeHumsa maTtpuu ATT&CK. EFro MOXKHO
NCNONb30BaTh ANA BU3yaan3aLnm NOKPbITUA CPEACTB 3aliMThbl, MIAHUPOBAHUSA KPACHO-CUHUX

KOMaH[, 4aCTOTbl 0O6HapPy>XEHHbIX MPUEMOB 1 MHOroro gpyroro. Cant - https://mitre-
attack.github.io/attack-navigator/
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