
????????????? MITRE ATT&CK ? ?????? ?????????? ????????????? (SOC) ????? ???????????

????????? ??????????? ??????????? ????? ? ???????????? ?? ???. 

Обогащение Техниками и Тактиками на корреляторе

 ??? ?????????? ??????: ?????????????? ???????? -

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/272743.htm 

???????? ?????????? ?????? MITRE ATT&CK ?? ??????? GitHub

?????? ?????????? ?????????:

Как использовать MITRE ATT&CK в SOC

??????? ?????????? ?? ??????? ? KUMA (SOC Package ? Community-Pack) ???????????

????????? ? ????????? ?? ??????? MITRE ATT&CK

https://kb.kuma-community.ru/uploads/images/gallery/2023-08/c96image.png
https://support.kaspersky.com/help/KUMA/3.2/ru-RU/272743.htm
https://github.com/mitre/cti/blob/master/enterprise-attack/enterprise-attack.json
https://kb.kuma-community.ru/uploads/images/gallery/2024-12/7sjimage.png


?????????? ???? ???? ????????? - ????? - ????????? ?????? ?????? MITRE:

 ????????? ????????? ????? ?????? ?? ???????????:

??? ?????????? ????????? ? ????????? ? ??????? ???????? ??????? ? ?????????? ??

??????????? KUMA:
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???? ???? ??? ???????????? ????????????? ? SOC:

?????? ?????????? ? ????????? ????????? MITRE ATT&CK. ????? ?????? ??? ?????? ??

???????: https://xakep.ru/2021/03/17/mitre-att-ck/ 

???????? ???-???? ATT&CK (https://attack.mitre.org/) ? ???????????? ? ???????? ATT&CK,

?????????, ????????? ? ????????????.

?????????? ??????????????? ?????? ? ??????? MITRE ATT&CK, ???????????????

??????????????, ?????????, ??????????? ? ?????? ????? ???????????.

??????????? ?????? MITRE ATT&CK ? ?????? ????????????? ?????????? ????????????,

?????? ??? ??, ??????? ??????????? ?????????, ??????? ??? ?????? ???????? ????? ?

??.

???????????? ??????? ??????????? ? ???????? ????????????? ?? ?????? ??????????

??????? ? ?????? MITRE ATT&CK.

Ознакомьтесь с MITRE ATT&CK

Сопоставьте ATT&CK с вашей средой

Создайте правила обнаружения

https://xakep.ru/2021/03/17/mitre-att-ck/
https://attack.mitre.org/


??????????? ???? ??????? SIEM ??? ????????? ????????? ????? ??? ???????? ??????,

????????? ?????????? ??? ??????????? ?????????????? ????????, ????????? ?

????????????? ???????? ATT&CK.

??????????? MITRE ATT&CK ? ???????? ??????????? ??? ??????????? ?????????? ??

?????? ?????.

??????? ?????????? ????????????? (IOC), ????????? ? ?????????? ???????? ATT&CK, ?

??????????? ?? ??? ????????? ????????????? ????? ? ????? ?????.

???????? MITRE ATT&CK ? ???? ????????? ???????????? ?? ?????????.

?????????????? ???????? ? ????? ????????????, ??????????????? ?????????? ???????

? ???????? ATT&CK, ????? ?????????? ??????????? ? ???????? ? ???????? ??

???????????.

???????? ????????? ?? ???????:

??????? ????????? - https://github.com/certsocietegenerale/IRM/tree/main/RU 

??????????? ?? ???????????? ?? -

https://box.kaspersky.com/f/26b68439676f4739baa6/  

??????????? ??????? ????????? ?????????? ?? ???????, ??????????????? MITRE

ATT&CK.

?????? ? ????? ????????? ??????? ?? ???????, ? ??????? ??????????? ?????? ? ???????

ATT&CK.

???????? ?????????:

?????????? TI ?????? ?? - https://opentip.kaspersky.com/ 

????????, ??? ????????? ?????? ????? ????? ??????????? ?????, ??? ????? ?????

??????????????? ??????? ?????? ?????? ?? ????? https://attack.mitre.org/:

Реализуйте поиск угроз (Threat Hunting)

Улучшайте реагирование на инциденты

Работайте с Threat Intelligence

Пример работы

Находим технику

https://github.com/certsocietegenerale/IRM/tree/main/RU
https://box.kaspersky.com/f/26b68439676f4739baa6/
https://opentip.kaspersky.com/
https://attack.mitre.org/


????????? ?? ???????????? ????????:

???????????? ? ????? ?????????? ATT&CK

????? ????????? ? ???????????, ??????? ????????????? ?????? ???????????? ???

?????????? ATT&CK.

??????? ? ??????? ??? ?????????? ?? ?????? ????????.

???????? ?????? «??????? ????????» - ???????, ??? ?????? ??? ???????????

?????????? ??????? ??? ??????????.

?????? ????????? (???????? ???????????) - ??????? ?????????

?????? ??????????? - ??????? ??????? ??????????? ???? ???????

Изучаем материал

Изучаем меры защиты
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??????? ??????? ??????????? ? ??????? MITRE CAR -

https://car.mitre.org/analytics/by_technique 

????????, ????? ??????? MITRE CAR - Scheduled Task Creation or Modification Containing Suspicious

Scripts, Extensions or User Writable Paths (https://car.mitre.org/analytics/CAR-2021-12-001/). ? ???

????? ??????? ????????? ???????? ??????, ??? ? ??????????, ??? ? ? ?????????? ??????????

SIEM ????????.

Преобразуйте TTP (Техники, Тактики и Процедуры) в правила в SIEM
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ATT&CK Navigator — ??? ???-?????????? ??? ???????? ? ???????? ?????? ATT&CK. ??? ?????

???????????? ??? ???????????? ???????? ??????? ??????, ???????????? ??????-????? ??????,

??????? ???????????? ??????? ? ??????? ???????. ???? - https://mitre-attack.github.io/attack-

navigator/  

ATT&CK Navigator
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