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Scheduled Job, Data Source DS0003

Scheduled Job Automated tasks that can be executed at a specific time or on a recurring schedule running in the background (ex: Cron daemon, task scheduler, BITS)[1] ID: DS0003 (D) Platforms: Containers, L...

BITS Jobs, Technique T1197 - Enterprise

BITS Jobs Adversaries may abuse BITS jobs to persistently execute code and perform various background tasks. Windows Background Intelligent Transfer Service (BITS) is a low-bandwidth, asynchronous f...

Operation Dream Job, Operation North Star, Operation Interception, Campaign C0022

Operation Dream Job Operation Dream Job was a cyber espionage operation likely conducted by Lazarus Group that targeted the defense, aerospace, government, and other sectors in the United States, Israel, Austr...

Scheduled Task/Job, Technique T1603 - Mobile

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. On Android and i0S, APIs and libraries exist to facilitate scheduling tas...

Scheduled Task/Job, Technique T1053 - Enterprise

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist within all major operating systems to schedule programs o..

load more results

Scheduled Task/Job

Sub-techniques (5) v

Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist
within all major operating systems to schedule programs or scripts to be executed at a specified date and time. A task can also
be scheduled on a remote system, provided the proper authentication is met (ex: RPC and file and printer sharing in Windows
environments). Scheduling a task on a remote system typically may require being @ member of an admin or otherwise
privileged group on the remote system. "]

Adversaries may use task scheduling to execute programs at system startup or on a scheduled basis for persistence. These
mechanisms can also be abused to run a process under the context of a specified account (such as one with elevated
permissions/privileges). Similar to System Binary Proxy Execution, adversaries have also abused task scheduling to potentially

mask one-time execution under a trusted system prﬂcess.lz]
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ID: T1053

Sub-technigues: T1053.002, T1053.003,
T1053.005, T1053.006, T1053.007

(D Tactics: Execution, Persistence, Privilege Escalation

(T Platforms: Containers, Linux, Windows, mac0S

(I Permissions Required: Administrator, SYSTEM,
User

(Ir Effective Permissions: Administrator, SYSTEM,
User

(T Supports Remote: Yes

Contributors: Alain Homewood, Insomnia Security;
Andrew Northern. @ex raritas: Brvan Campbell.
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Mitigations =~

D Mitigation

M1047  Audit

M1028  Operating System
Configuration

M1026  Privileged Account
Management

M1018  User Account
Management

Description

Toolkits like the PowerSploit framework contain PowerUp modules that can be used to explore systems for permission weaknesses in scheduled tasks that
could be used to escalate privileges. ¥l

Configure settings for scheduled tasks to force tasks to run under the context of the authenticated account instead of allowing them to run as SYSTEM. The
associated Registry key is located at ERIM\SYSTEM\CurrentControlSet\Control\Lsa\SubmitContxol . The setting can be configured through GPO:
Computer Configuration > [Policies] > Windows Settings > Security Settings > Local Policies > Security Options: Domain Controller: Allow server operators to
schedule tasks, set to disabled. ]

Configure the Increase Scheduling Priority option to only allow the Administrators group the rights to schedule a priority process. This can be can be
configured through GPO: Computer Configuration = [Policies] > Windows Settings = Security Settings > Local Policies = User Rights Assignment: Increase
scheduling priority. [1%

Limit privileges of user accounts and remediate Privilege Escalation vectors so only authorized administrators can create scheduled tasks on remote
systems.

Detection <—

D Data Source Data Component Detects

DS0017  Command Command Execution Monitor executed commands and arguments that may abuse task scheduling functionality to facilitate initial or recurring execution of

malicious code.

NSN032 | Container Container Creafion Monitor for newlv constructed containers that mav abuse task schedulina functionalitv to facilitate inifial or recurrina execution of

Mpeobpasyute TTP (TexHukun, TakTukm u NMpouenypsl) B npasuna B SIEM

https://car.mitre.org/analytics/by technique

T1049: System Network Connections

Discovery

T1053: Scheduled Task/Job Modification Containing Suspicious Scripts,

T1055: Process Injection

® CAR-2013-04-002: Quick execution of a series of

(N/A - technique only) suspicious commands

* CAR-2013-01-002: Autorun Differences

® CAR-2013-04-002: Quick execution of a series of
suspicious commands

* CAR-2013-08-001: Execution with schtasks

* CAR-2015-04-002: Remotely Scheduled Tasks

T1053.005: Scheduled Task via Schtasks

e CAR-2020-09-001: Scheduled Task - FileAccess

e CAR-2021-12-001: Scheduled Task Creation or

Extensions or User Writable Paths

* CAR-2013-04-002: Quick execution of a series of
suspicious commands

T1053.002: At * CAR-2013-05-004: Execution with AT

® CAR-2015-04-001: Remotely Scheduled Tasks
via AT

& CAR-2013-10-002: DLL Injection via Load Library
T1055.001: Dynamic-link Library Injection o CAR-2020-11-003: DLL Injection with Mavinject
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Implementations

Creation of Suspicious Scheduled Tasks (Pseudocode, CAR native)
This detects the creation of suspicious scheduled tasks, either via a new process (command line) or direct through the corresponding Windows EIDs.

processes = search Process:create

susp_tasks_processes = filter processes where command_line CONTAINS("*SCHTASKS*") AND (command_line CONTAINS("*/CREATE*") OR command_line
tasks = search Task:create

susp_tasks = filter tasks where (task_content CONTAINS("*.cmd*") OR task_content CONTAINS("*.ps1*") OR task_content CONTAINS("*.vbs*") OF

output susp_tasks_processes, susp_tasks

Fl

Splunk Search - Scheduled Task creation or modification containing suspicious script, extension or user writable path. (Splunk)

This is a Splunk representation of the above pseudocode search.

(((EventCode="4688" OR EventCode="1") CommandlLine="*SCHTASKS*" (CommandlLine="*/CREATE*" OR CommandLine="*/CHANGE*")) ((CommandLine="%*.cmc
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