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Ncnonb3oBaHne MITRE ATT&CK B LleHTpe ynpaBneHusa 6e3onacHocTbio (SOC) MOXKET 3Ha4YUTENbHO
PacCLLUNPUTb BO3MOXHOCTU OOHAPY>XEHUS Yrpo3 U pearnpoBaHns Ha HUX.

MpaBuna kKoppensaunm ns kopobkn B KUMA (SOC Package n Community-Pack) nokpsiBatoTcs
TeXHUKaMn N TakTuKamum n3 matpuubl MITRE ATT&CK
Ob6GoraweHune TexHukamm u TaKkTUKaMM Ha KoppensTope

[Ona akTyanbHbIX BepCuin: BoCcrnosb3ynTechb CrpaBKoOW -

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/272743.htm

Cka4danTe cnpaBoYHUK TexHUK MITRE ATT&CK Ha nopTane GitHub

cti / enterprise-attack / enterprise-attack.json (&
% jondricek ATT&CK v15.1 Enterprise 020940+ 6 months age {5 History
| code | Blame 25.418 Raw (D & 2 -

View raw
{Sorry about that, but we can't show files that are this big right now.)

3awpy3nTe cneayownin NakeT NpaBua U3 peno3nTopus:


https://kb.kuma-community.ru/uploads/images/gallery/2023-08/c96image.png
https://support.kaspersky.com/help/KUMA/3.2/ru-RU/272743.htm
https://github.com/mitre/cti/blob/master/enterprise-attack/enterprise-attack.json

For more information about exporting and importing resources, see Online Help.

Tenant* Main v
Import source* Repository ~
Repository packages
‘You can start a forced update in the Repository update section.
After updating resources restart the services that use them and
check resources links if you changed them before. @ Last update: 2024-10-24 16:
& MName ~ Release date 4 v Version v Installed version ~  Number of resou
7 [OGTE] Citrix NetScaler syslos 2024-08-27 1&6:37:04 3 3 1
[0OTB] PT MADjson 2024-08-27 09:31:09 3 3 2
[OOTE] Yandex Browser 2024-08-26 17:00:08 2 2 1
[COTB] SOC Content - ENGfor KU...  2024-08-07 12:27:17 1 1 13186
® [OOTB]SOC Content - RU for KUM...| 2024-08-07 09:38:00 1 1 1319
[OOTB] SOC Content - ENG 2024-08-05 16:00:32 2 2 13156
[COTB] Huawel iManager 2000 file  2024-07-31 11:50:15 1 1 1
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O3HakoMbTecb ¢ MITRE ATT&CK

e [IOHATb Ha3HavyeHne u CTPYKTYpy nnaTtgopmbl MITRE ATT&CK. Mo>XeT MoMo4yb 3Ta CTaTbs

Ha pycckom: https://xakep.ru/2021/03/17/mitre-att-ck/

e [MoceTuTte Beb-cant ATT&CK (https://attack.mitre.org/) n o3HakoMbTeCb C MaTpULIEN

ATT&CK, TeEXHUKaMKU, TaKTUKaMW U MOATEXHUKAMWU.

ConocTtaebTe ATT&CK ¢ Bawewn cpenon

e Onpepenute cooTBeTCTBYOWME MeToabl U TakTUKM MITRE ATT&CK, cooTBeTCTBYOWME
MHPPACTPYKTYpE, npoLieccam, NPUIOKEHNAM N OaHHbIM Ballen opraHnsayun.

e ConocTtasbTe MmeToabl MITRE ATT&CK ¢ BalwmMMu CyLLeCTBYOLWNUMN CpencTsaMmu
6e30MacHOCTU, TakKuMM Kak M3, cncteMol o6Hapy>XeHns BTOPXXEHUN, peLlleHns ans
3alUNTbl KOHEYHbIX TOYEK N Ap.

Co3pmanTe npaBuia obHapyxeHus

e PazpaboTanTte npaBuna obHapy>XeHUsa 1 BapuaHTbl MCNOJIb30BaHWA Ha OCHOBE
KOHKpPeTHbIX MeTonoB 1 TakTuk MITRE ATT&CK.

e icnonb3ynTe cBoto cuctemy SIEM nnam nnatdopmbl aHaIUTUKN YIPO3 A8 CO34aHUA
npaBwus, co3gatoLme ornoBeLLeHNs Npn obHapy>XeHNW MoA03PUTESNIbHbIX OENCTBUNA,
CBsI3aHHbIX C onpegeneHHbiMn metogamm ATT&CK.

Peannsynte nonck yrpos (Threat Hunting)

e Nicnonb3ynte MITRE ATT&CK B KayecTBe pyKOBOACTBA AJ1 yNpeXX4atoWwmnX yrnpakHeHuin
Mo MOUCKY yrpos.

e Hangnte nHankaTopbl komrnpomeTauunm (I0C), cBsi3aHHbIE C N3BECTHbIMU MeToLaMu
ATT&CK, 1 ncnonb3synte nx An4 BbIABJEHUA NOTEHLMANIbHbIX YIPO3 B Ballen cpege.

YnyywanTte pearmpoBaHue Ha UHUNOEHTbI

e Bknounte MITRE ATT&CK B cBOM npouenypbl pearupoBaHNa Ha NHUNOEHTHI.

e Pa3spabaTbiBanTe CLUEeHapUn 1 NJaHbl pearnpoBaHUs, COOTBETCTBYIOWME KOHKPETHbLIM
meTogam n TakTnkam ATT&CK, 4ToBbl 3(h(PeKTUBHO CrpaBasATbCA C Yrpo3aMu U CMAryaTb
nx rnocnencTeus.

e [lonesHble MaTepunalsibl Ha PYyCCKOM:

o Mpumepsbl Nnenbykos - https://github.com/certsocietegenerale/IRM/tree/main/RU

o PykoBoACTBO Mo pearnpoBaHusa JIK -
https://box.kaspersky.com/f/26b68439676f4739baab/

PaboTanTe c Threat Intelligence


https://xakep.ru/2021/03/17/mitre-att-ck/
https://attack.mitre.org/
https://github.com/certsocietegenerale/IRM/tree/main/RU
https://box.kaspersky.com/f/26b68439676f4739baa6/

e Icnonb3ynTe BHELWHNE NCTOYHNKN nHpopmaumm 06 yrposax, cootseTcTeytowme MITRE

ATT&CK.

e ByabTe B Kypce nocsiegHnX oT4eToB 06 yrpo3ax, B KOTOPbIX YNOMUHAOTCSH MeTOoAbl U1

TakTuka ATT&CK.
e [MonesHble MaTepunarsnbl:

o becnnaTHbin Tl nopTan JIK - https://opentip.kaspersky.com/

[MTpnmep paboTol

Haxoomm TexXHUukKy

Hanpl/lMep, HaM MHTepeCeH BEKTOP aTakKM Hepe3 NnNJlaHNpoBLW MK 3ada4, 0714 3TOro MO>XXHO

BOCMOJIb30BaTbCs MONCKOM BBEpPXY CrpaBa Ha canTe https://attack.mitre.org/:

job]

Scheduled Job, Data Source DS0003

Scheduled Job Automated tasks that can be executed at a specific time or on a recurring schedule running in the background (ex: Cron daemon, task scheduler, BITS)[1] ID: DS0003 (D) Platforms: Containers, L...

BITS Jobs, Technique T1197 - Enterprise

BITS Jobs Adversaries may abuse BITS jobs to persistently execute code and perform various background tasks. Windows Background Intelligent Transfer Service (BITS) is a low-bandwidth, asynchronous f...

Operation Dream Job, Operation North Star, Operation Interception, Campaign C0022

Operation Dream Job Operation Dream Job was a cyber espionage operation likely conducted by Lazarus Group that targeted the defense, aerospace, government, and other sectors in the United States, Israel, Austr...

Scheduled Task/Job, Technique T1603 - Mobile

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. On Android and i0S, APIs and libraries exist to facilitate scheduling tas...

Scheduled Task/Job, Technique T1053 - Enterprise

Scheduled Task/Job Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist within all major operating systems to schedule programs o...

load more results

MNepexoanM Ha NHTepPEeCyoLLYo TEMATUKY:

Scheduled Task/Job

Sub-techniques (5) v

Adversaries may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code. Utilities exist
within all major operating systems to schedule programs or scripts to be executed at a specified date and time. A task can also
be scheduled on a remote system, provided the proper authentication is met (ex: RPC and file and printer sharing in Windows
environments). Scheduling a task on a remote system typically may require being a member of an admin or otherwise
privileged group on the remote system. "]

Adversaries may use task scheduling to execute programs at system startup or on a scheduled basis for persistence. These
mechanisms can also be abused to run a process under the context of a specified account (such as one with elevated
permissions/privileges). Similar to System Binary Proxy Execution, adversaries have also abused task scheduling to potentially

mask one-time execution under a trusted system prﬂcess.lz]

N3yvaem maTepuan

e O3HaKoMbTECb C 0buien cTpykTypon ATT&CK

ID: T1053

Sub-technigues: T1053.002, T1053.003,
T1053.005, T1053.006, T1053.007

(D Tactics: Execution, Persistence, Privilege Escalation

(T» Platforms: Containers, Linux, Windows, mac0S

(T Permissions Required: Administrator, SYSTEM,
User

(Ir Effective Permissions: Administrator, SYSTEM,
User

(T Supports Remote: Yes

Contributors: Alain Homewood, Insomnia Security;
Andrew Northern. @ex raritas: Brvan Campbell.

e Hantu nMnapaMeTpbl N MHCTPYMEHTbI, KOTOpPbIE 3JI0YMbILLUJIEHHNK OOJIXXEH NCMNOJ1Ib30BaThb

ons peanmsaumn ATT&CK.

e MOVLWLNTE O TEXHUKE UJIN NMOATEXHUKE Ha OPYruxX pecypcax.


https://opentip.kaspersky.com/
https://attack.mitre.org/
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e [poyTuTe pasgen «Mpumepbl Npouenyp» - Y3HanTe, Kak rpynnbl UM MHCTPYMEHTbI
NCMONb3YIOT TEXHUKY WU MOATEXHUKY.

N3y4Haem mMepbl 3alUTHI

e Paszpgen Mmnturaunm (CHMXeHun nocnencTtenim) - Hangnte MmntTuUrauunto
e Pazgen obHapyxeHus - Hangnte cnocobbl 06Hapy>XeHUs 3TON TEXHUKN

Mitigations =~

ID Mitigation

M1047  Audit

M1028  Operating System
Configuration

M1026  Privileged Account
Management

M1018 = User Account
Management

Description

Toolkits like the PowerSploit framework contain PowerUp modules that can be used to explore systems for permission weaknesses in scheduled tasks that
could be used to escalate privileges. [#]

Configure settings for scheduled tasks to force tasks to run under the context of the authenticated account instead of allowing them to run as SYSTEM. The
associated Registry key is located at ExLM\5¥STEM\CurrentControlSet\Control\LaaSubmitControl. The setling can be configured through GPO:
Computer Configuration > [Policies] > Windows Settings > Security Settings > Local Policies > Security Options: Domain Contraoller: Allow server operators to
schedule tasks, set to disabled. ¥

Configure the Increase Scheduling Priority option to only allow the Administrators group the rights to schedule a priority process. This can be can be
configured through GPO: Computer Configuration = [Policies] > Windows Settings > Security Settings > Local Policies > User Rights Assignment: Increase
scheduling priority, [19

Limit privileges of user accounts and remediate Privilege Escalation vectors so only authorized administrators can create scheduled tasks on remote
systems.

Detection =—

] Data Source Data Component Detects

DS0017  Command Command Execution Monitor executed commands and arguments that may abuse task scheduling functionality to facilitate initial or recurring execution of

malicious code.

NS0032 | Container Container Creafion Monitar for newlv constructed containers that mav abuse task schedulina functionalitv 1o facilitate initial or recurring execution of

MpeobpasynTte TTP (TexHunku, TakTukn u Npouenypsl) B
npasuna B SIEM

e Hangnte npasnno obHapyxeHusa B npoekTe MITRE CAR -

https://car.mitre.org/analytics/by technique
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® CAR-2013-04-002: Quick execution of a series of

T1049: System Network Connections .
(N/A - technique only) suspicious commands

Discovery

* CAR-2013-01-002: Autorun Differences

e CAR-2013-04-002: Quick execution of a series of
suspicious commands

* CAR-2013-08-001: Execution with schtasks

* CAR-2015-04-002: Remotely Scheduled Tasks

T1053.005: Scheduled Task via Schtasks

e CAR-2020-09-001: Scheduled Task - FileAccess

e CAR-2021-12-001: Scheduled Task Creation or

T1053: Scheduled Task/Job Modification Containing Suspicious Scripts,

Extensions or User Writable Paths

* CAR-2013-04-002: Quick execution of a series of
suspicious commands

T10532.002: At s CAR-2013-05-004: Execution with AT

* CAR-2015-04-001: Remotely Scheduled Tasks
via AT

* CAR-2013-10-002: DLL Injection via Load Library
T1055.001: Dynamic-link Library Injection » CAR-2020-11-003: DLL Injection with Mavinject

T1055: Process Injection

Hanpumep, Takoe npasuno MITRE CAR - Scheduled Task Creation or Modification Containing

Suspicious Scripts, Extensions or User Writable Paths (https://car.mitre.org/analytics/CAR-2021-12-

001/). B HeM MOXXHO yBMAETb MHOXXECTBO BapuaL i npaBus, Kak B NCeBoKone, Tak 1 B
nonynsapHbix 3apybexxHbix SIEM cnctemax.

Implementations

Creation of Suspicious Scheduled Tasks (Pseudocode, CAR native)

This detects the creation of suspicious scheduled tasks, either via a new process (command line) or direct through the corresponding Windows EIDs.
processes = search Process:create
susp_tasks_processes = filter processes where command_line CONTAINS("*SCHTASKS*") AND (command_line CONTAINS("*/CREATE*") OR command_line
tasks = search Task:create

susp_tasks = filter tasks where (task_content CONTAINS("*.cmd*") OR task_content CONTAINS("*.ps1*") OR task_content CONTAINS("*.vbs*") OF
output susp_tasks_processes, susp_tasks

] 3

Splunk Search - Scheduled Task creation or modification containing suspicious script, extension or user writable path. (Splunk)

This is a Splunk representation of the above pseudocode search.

(((EventCode="4688" OR EventCode="1") CommandlLine="*SCHTASKS*" (CommandlLine="*/CREATE*" OR CommandLine="*/CHANGE*")) ((CommandLine="%*.cmc

ATT&CK Navigator

ATT&CK Navigator — 3To Be6-MHCTpYMeHT Ans pa3MeTKn n nsydeHuns matpuy ATT&CK. Ero MoXXHO
MNCMOJIb30BaTb A1 BU3Yyaan3aLun NOKPbITUA CPEACTB 3allnThl, MIAHNPOBAHNA KPACHO-CUHUX

KOMaHp, 4acToTbl 0OBHapy>XeHHbIX MPUeMOB U MHOroro apyroro. Cant - https://mitre-

attack.github.io/attack-navigator/
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