[ne 6paTb SOC Package m
opyrov odbuLManbHbIN
KOHTEHT?

HaunHaa ¢ Bepcun KUMA 2.1 KOHTeHT oT JlabopaTtopunm Kacnepckoro (npaBuna
Koppensauuu, HopManu3aTopbl, KOHHEKTOpbl W T.M.) nybaukywTcs B peno3utopun JIK:

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/242817.htm

Kak nonydyntb SOC Package wn apyrom
KOPOBOYHbLIN KOHTEHT?

1. B Web-uHTepence KUMA Hy>KHO HaCTPOUTb MHTErpauuto ¢ peno3ntopuem


https://support.kaspersky.com/help/KUMA/3.2/ru-RU/242817.htm
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Cnncok cepBepoB, 00 KOTOPbIX HY>XHO npepocTtaBuTb goctyn ¢ KUMA npencrtaBsieH B

odnumnanbHom gokymeHTauumn: https://support.kaspersky.ru/common/start/6105

Ons obHoBneHma Hanpamyio c peno3vtopua HEJIB3A wcnonb3oBaTb Proxy. Ecnan pgnsa
[ocTyna K peno3untoputo Tpebyetca mcnonb3oBaHme Proxy wam y KUMA HeT gocTyna B
WHTepHeT Hanpsamylo, TO cneayeT wucrnosb3oBaTb Kaspersky Update Utility (KUU).

MoopobHee B cTtaTbe: https://kb.kuma-community.ru/books/ustanovka-i-

obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu



https://support.kaspersky.ru/common/start/6105
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu

2. lNMocne HacTPOMKM UHTEerpauumn c peno3nTopmemM 1n 3anycka obHOBAEHUA nepenanTte B Pecypcol
n BblbepuTe MiIMNopTMpoBaTb pecypchl
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CocTtosiHMe MCTOYHWKOB

3. Nanee BbibepuTte Peno3nTopun B Ka4eCTBe NCTOYHMKA

WUmnopT pecypcos x

MNoppobHee of akcnopTe v MMNOPTE PECYPCOB CMOTPUTE B OHNAIH-CNPaBKe.

TeHaHT? Main v

WeTounuk umnopra* Penozsutopuia v

MakeTel penoautopus

Bbl MOxeTe 3anycTuTh 06HOBNEHME B paznene OBHOBNEHWE penosTopua
Mocne nMnopTa pecypcos TpebyeTea nepesanycTuTs CIoNB3YIWAE UX

CEPBUCHI, @ TAKXe NPOBEPUTL HABOPbI PECYPCOB, ECAN Bbl X MEHANN. ®© Mocnenvee obHosnexue: 08.07.2024 16:49:04.
HaseaHue ~  [ata BbiNycKa L v Bepcus ~  YcTaHOBNeHHas Bepcusa v Konu4ecTeo pecypcos
. [OOTB] Cisco ASA and 10S syslog 05.07.2024 15:37:27 3 2 1
[OOTB] SecurityCode Continent4 02 072024 13:09:28 2 1 2
[OOTB] Extreme Networks Summit.. 01.07.2024 16:16:14 1 He ycTaHosneH 1
[OOTB] Kaspersky Securityfor MS ... 27.06.2024 13:55:57 1 He ycTaHoeneH 3
[OOTB] Aruba Aruba AQS-S syslog 25062024 17:31:38 1 He ycraHoenen 1

4. Ha>kaB Ha UMsi KOHKPETHOro NnakeTa, Bbl YBUANTE MH(OPMALMIO O NakeTe, XXypHasl N3MEeHEHUN
N rnepeyvyeHb NMMOPTUPYEMbIX PECYPCOB.

UHdopmMauusa o nakere



NMHdopmauns o nakete X

O nakete 3

JKypHan nsmeHeHuin

[OOTE] Cisco ASA and 10S syslog. Version 3
Change list:

* Mew extra normalizer was added "DHCP_SNOOPING".

+ New extra normalizer was added "SEC”

+ |nthe extra normalizer "113004" was added new regular expression.

+ Inthe extra normalizer "SSH2_SESSION" was added new regular expression.

+ Inthe extra normalizer "SSH2_USERAUTH" was added new regular expression.

* New conditions were added to the extra normalizer "SSH"™.

+ New event mapping was added to the extra normalizer "717022". Event field "SN" was mapped to the KUMA field
DeviceCustomString2, eventfield "email” was mapped to the KUMA field DeviceCustomString3, event field "cn” was mapped to the
KUMAfield SourcelserName. Mapping was removed from the KUMA field FlexString1.

« Event enrichment with constants to the DeviceCustom*label fields was removed in the extra normalizers: 106011, 111008, 111010,
113003,113004, 113009,113011,113019,210022, 302010, 303002, 313001, 313009,502103, 602101, 606001, 606002,
711004,716059,717016,717022,717028,717053, 720036, 720038, 720044, 720068, 720073,721016,721018, 722010,
722011,722012,722022,722032, 722035, 722036, 722041, 722051, 722053, 7220565, 733100, 734001, 737003, 737006,
737016,737026,737029,737031, 737034.

[OOTE] Cisco ASA and 10S syslog. Version 2
Change list:

+ Supportof event parsing from generated by Cisco Firepower Threat Defense (version 7.2) was added.

« New extra normalizers were added: 106016, 106017, 109201, 109207, 109210, 111009, 113015, 113028, 113034, 199016,
199017,19%9018, 305006, 317077, 317078, 321006, 419003, 430002, 430003, 500003, 710006, 716039, 716047, 716603,
717025,717029,717030,717036,717038, 722029, 722030, 722031,725004, 725008, 725010, 725011, 725012,725014,
725017,725021,725022,725023, 725024, 734002, 734003, 734004, 737001, 737035, 737200, 737201, 737400,737401,
746012,746013,771002, 815004, 852001, 852002, 6414004

[OOTE] Cisco ASA and 10S syslog. Version 1
Change list:

+ Regular expressions in the extra normalizers "302013", "for302014","302015", "302016" was fixed. Event field mapping was updated.

+ Extra normalizer "ASA" was changed. Event enrichment for the field DeviceDirection was added (replace "outbound” with 0" and
replace “inbound” with "1").

+ MNormalizer name was changed to "[O0OTB] Cisco ASA and 10S syslog.

* Other minor improvements.

ByayT UMNOpTUPOBaHsl CNeayoWne PECYPC

[Z] Bce pecypesbl
[5] Hopmanuzatops
[l KUMA Packages
=] OOTB
[OOTB] Cisco ASA and 10S syslog

5. Ons MMnopTa UHTepecylLlmnx pecypcoB BbibepuTe OAWMH WM HECKOJIbKO MaKeTOB rasioyKoWn
c/ieBa OT MMEHU NakeTa 1 Ha)kmuTe IMNopTUPOBaTb BHU3Y OKHa



NmnopT pecypcos

MoppobHee 06 akcnopTe 1 MMMNOPTE pecypcoB CMOTPUTE B OHNaliH-CNpaBKe.

TenaHT* Main

VcTounuk umnopTa®* Penoantopuia

MNakeTbl penosnTopus

Bbl MmoxeTe 3anycTutb obHoBneHne B pasnene OBHoBNeHWE PEno3NToPUS.
Mocne umnopTa pecypcos TpebyeTca nepesanycTUTh UCMONbaYLLIME UX
CEPBKCH, 8 TAKXE NPOBepPUTL HaboPk! PECYPCOB, CNN Bbl UX MEHAMN.

HazeaHne v

[ata sbinycka

[OOTB] Cisco ASA and 10S syslog
[OOTB] SecurityCode Continent 4
[OOTB] Extreme Networks Surmmit...
[OOTB] Kaspersky Security for MS .
[OOTB] Aruba Aruba AOS-S syslog
[OOTB] Arbor Pravail syslog

[OOTB] Huawei VRP syslog

[OOTB] Garda Monitor syslog
[OOTB] Tionix Cloud Platform syslog
[OOTB] Avanpost IDM syslog
[OOTB] Avanpost FAM syslog

[QOTB] Zecurion DLP syslog
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6. BbibpaHHble pecypcbl ByayT MMNOPTUPOBAHDI.



[O0e B34ATb onucaHue npasun un3 SOC
Package?

OnuncaHne npasun n3 SOC Package MOXXHO CKayaTb U3 0pULMANIbBHON OOKYMEHTALNN:

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/250594.htm

[NpaBuna koppensunm

B daline, DOCTYNHOM MO CCEINKE AN CKAUYMBEHWA, OMMCaHE MPaBNa KOppenauu, BKoueHHsIe B nocTaeky Kaspersky Unified Monitoring and Analysis
Platform Bepcim 3.2. [NpusongTcd cLeHapuy, NOKPHBaEMBIE MPABUNAMY, YCIOBKUS UX UCTIONB30BaHIS U HEOBXOAUMEIE MCTOUHWKY COBBITUIA.

OnucaHHbIe B 2TOM OOKYMeHTe NpaBKna KOppenaunm conepxaTca B daine SOC_package nucTpunbyTvsa KUMA v 2alumiieHsl naponem
SOC_packagel. OaHOBPEMEHHO BOIMOXKHO UCMONL30BaHME TOMLKO OOHON Bepcuy Hatopa SOC-NpaBun: UK PYCCKOR, UM aHMMMACKOIA.

[Npasuna Koppenauni MoxHO UMnopTuposaTs B KUMA. Cwm. pasnen oHnaiH-cnpasku ‘IMnopT pecypcos™
https./support kasperskycom/KUMA /3.2 /ru-RU/242787htm.

MMI’IODTHDOBBHHbIe npaswnna Koppenauvii MOXHO nobaBnaTh B WMCNONbL3YeEMbIE Ballen OpFﬂHHSBLLMBI/u'\ K ENATOPbI. Cm. pasnen OHMalH-

cnpaskk "LLar 3. Koppenauma™ https,/supportkaspersky.com/KUMA/3.2/ru-RU/221168 htm.

[0e B3Tb ManuHIr KOPOOOYHbIX
HOpMa/sin3aTopoB?

ConocTaBneHune rnonen KopoboYHbIX HOPMAIM3aTOPOB MOXXHO CKaYaTb N3 OhULMaNbLHON

OoKyMeHTauun: https://support.kaspersky.com/help/KUMA/3.2/ru-RU/267237.htm

HDI{U’IO}KGHI/’I?! > ConocTasnenre nonemn npenycraHoBNeHHelX HOpMann3aTopos

ConocTaBneHue nonew npegycrtaHoBNEeHHbIX HOpManin3aTopoB

B CIJEI.T‘IJ'IQ, OOCTYNHOM NO CChINKe 014 CKadvlBaHWA, NpEOCTaBNeHo onicaHne CoONoCTaBNeHWA none S0YCTAHOBNEHHbIX HOPMannsaTopoEk.

CkadaTb OnucaHne conocTasNeHna NoNein NpenyCcTaHoBNEHHbIX HORPMaNM3aToRos.ZIP



https://support.kaspersky.com/help/KUMA/3.2/ru-RU/250594.htm
https://support.kaspersky.com/help/KUMA/3.2/ru-RU/267237.htm
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