[ne 6paTb SOC Package m
opyrov odbuLManbHbIN
KOHTeHT? (ObHOoBNEHNE
KOHTEeHTa)

HadymHaa c¢ Bepcun KUMA 2.1 KoHTeHT oT JlabopaTtopunm Kacnepckoro (mpaBuna
Koppensauun, HopMann3aTopbl, KOHHEKTOpbl K T.Mm.) nybnukytTca B peno3utopumn JIK:

https://support.kaspersky.com/help/KUMA/3.2/ru-RU/242817.htm

Bo3MOXHO Takxe odnanH obHoBAeHMe C nomouwbio yTuamtbl KUU - https://kb.kuma-

community.ru/books/ustanovka-i-obnovlenie/page/obnovienie-resursov-s-pomoshhiu-

kaspersky-update-utility-kuu

Kak nonydyntb SOC Package wn apyrom
KOPOOOYHbIN KOHTEHT?

1. B Web-uHtepdence KUMA HYy>XHO HaCTPOUTb MHTErpauuto ¢ peno3nTopuem
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Cnncok cepBepoB, 00 KOTOPbIX HY>XHO npepocTtaBuTb goctyn ¢ KUMA npencrtaBsieH B

odnymnanbHom gokymeHTaumm: https://support.kaspersky.ru/common/start/6105

Ons obHoBneHna HanpaMyto ¢ peno3ntopua HEJIb3A ncnonb3oBaTtb Proxy ana KUMA < 3.4.
Ecnu ona poctyna K peno3utoputo Tpebyetcs mcnonb3oBaHume Proxy unm y KUMA HeT
0ocTyna B VMIHTepHeT Hanpsamyto, To cneayeTt ucnosb3oBaTb Kaspersky Update Utility (KUU).

MoopobHee B CTaTbe: https://kb.kuma-community.ru/books/ustanovka-i-

obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
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2. lNMocne HacTPOMKM UHTEerpauumn c peno3nTopmemM 1n 3anycka obHOBAEHUA nepenanTte B Pecypcol
n BblbepuTe MiIMNopTMpoBaTb pecypchl
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MpaBwna koppenaunn HopmanusaTtopel KoHHekTopkbl

CocTtosiHMe MCTOYHWKOB

3. Nanee BbibepuTte Peno3nTopun B Ka4eCTBe NCTOYHMKA

WUmnopT pecypcos x

MNoppobHee of akcnopTe v MMNOPTE PECYPCOB CMOTPUTE B OHNAIH-CNPaBKe.

TeHaHT? Main v

WeTounuk umnopra* Penozsutopuia v

MakeTel penoautopus

Bbl MOxeTe 3anycTuTh 06HOBNEHME B paznene OBHOBNEHWE penosTopua
Mocne nMnopTa pecypcos TpebyeTea nepesanycTuTs CIoNB3YIWAE UX

CEPBUCHI, @ TAKXe NPOBEPUTL HABOPbI PECYPCOB, ECAN Bbl X MEHANN. ®© Mocnenvee obHosnexue: 08.07.2024 16:49:04.
HaseaHue ~  [ata BbiNycKa L v Bepcus ~  YcTaHOBNeHHas Bepcusa v Konu4ecTeo pecypcos
. [OOTB] Cisco ASA and 10S syslog 05.07.2024 15:37:27 3 2 1
[OOTB] SecurityCode Continent4 02 072024 13:09:28 2 1 2
[OOTB] Extreme Networks Summit.. 01.07.2024 16:16:14 1 He ycTaHosneH 1
[OOTB] Kaspersky Securityfor MS ... 27.06.2024 13:55:57 1 He ycTaHoeneH 3
[OOTB] Aruba Aruba AQS-S syslog 25062024 17:31:38 1 He ycraHoenen 1

KOHTEHT B cucTeMe MNpUMEHSeTCs CBepxy BHWU3, MNpoBepsanTe, 4TO BbibupaeTcs K
MPUMeHeHUto, 4Tobbl UMETb aKTyajlbHbIN Habop pecypcoB

4. Ha)kaB Ha MMS KOHKPETHOro nakeTa, Bbl yBUAUTE NH(OPMALNIO O MaKeTe, XXYPHasl U3MeHEHUI
N NnepeyeHb NMMNOPTUPYEMbIX PECYPCOB.



NWudopmauusa o nakerte

UHdopmauns o nakete X

O nakete 3

YypHan NaSMeHeHWA

[OOTE] Cisco ASA and 10S syslog. Version 3
Change list:

« New extra normalizer was added "DHCP_SNOOPING"

* New extra normalizer was added "SEC”

+ Inthe extra normalizer "113004" was added new regular expression.

+ Inthe extra normalizer "SSH2_SESSION" was added new regular expression

* Inthe extra normalizer "SSH2_USERAUTH" was added new regular expression.

+ New conditions were added to the extra normalizer "SSH"™.

+ MNew event mapping was added to the extra normalizer "717022". Event field "SN" was mapped to the KUMA field
DeviceCustomString2, event field "email” was mapped to the KUMA field DeviceCustomString3, event field "cn” was mapped to the
KUMAfield SourcelserName. Mapping was removed from the KUMA field FlexString1.

» Event enrichmentwith constants to the DeviceCustom*label fields was removed in the extra normalizers: 106011, 111008, 111010,
113003,113004, 113009, 113011, 113019,210022, 302010, 303002, 313001, 313009, 502103, 602101, 606001, 606002,
711004,716059,717016,717022,717028,717053, 720036, 720038, 720044, 720068, 720073, 721016, 721018,722010,
722011,722012,722022,722032,722035,722036,722041,722051,722053, 722055, 733100, 734001, 737003, 737006,
737016,737026,737029,737031, 737034

[OOTB] Cisco ASA and |0S syslog. Version 2
Change list:

+ Supportof event parsing from generated by Cisco Firepower Threat Defense (version 7.2) was added.

+ New extra normalizers were added: 106016, 106017, 109201, 109207, 109210, 111009, 113015, 113028, 113034, 199016,
199017,199018, 305006, 317077, 317078,321006, 419003, 430002, 430003, 500003, 710006, 716039, 716047, 716603,
717025,717029,717030,717036, 717038,722029,722030,722031,725004, 725008, 725010, 725011, 725012, 725014,
725017,725021, 725022, 725023, 725024, 734002, 734003, 734004, 737001, 737035, 737200, 737201, 737400,737401,
746012,746013,771002, 815004, 852001, 852002, 6414004.

[OOTE] Cisco ASA and 10S syslog. Version 1
Change list:

* Regular expressions in the extra normalizers "302013", "for302014","302015", "302016" was fixed. Event field mapping was updated.

« Extra normalizer "ASA" was changed. Event enrichment for the field DeviceDirection was added (replace "outbound” with "0" and
replace "inbound” with "1")

« Mormalizer name was changed to "[OOTB] Cisco ASA and |0S syslog.

« Other minor improvements.

ByayT umnopTUpoBaHs! CNEAYIOWNE PECYRCHE

[Z] Bce pecypcsl
[Z] HopmanuzaTopb
[E KUMA Packages
=] 00TB
[OOTRB] Cisco ASA and 105 syslog

5. Ons MMnopTa UHTepecyrlmnx pecypcoB BbibepuTe OOWMH UM HECKOJIbKO MAaKeTOB rasioykoWn
C/ieBa OT MMEHM NakKeTa U HaXxmuTe IMNopTUPOBATh BHU3Y OKHA



NmnopT pecypcos

MoppobHee 06 akcnopTe 1 MMMNOPTE pecypcoB CMOTPUTE B OHNaliH-CNpaBKe.

TenaHT* Main

VcTounuk umnopTa®* Penoantopuia

MNakeTbl penosnTopus

Bbl MmoxeTe 3anycTutb obHoBneHne B pasnene OBHoBNeHWE PEno3NToPUS.
Mocne umnopTa pecypcos TpebyeTca nepesanycTUTh UCMONbaYLLIME UX
CEPBKCH, 8 TAKXE NPOBepPUTL HaboPk! PECYPCOB, CNN Bbl UX MEHAMN.
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[OOTB] Huawei VRP syslog

[OOTB] Garda Monitor syslog
[OOTB] Tionix Cloud Platform syslog
[OOTB] Avanpost IDM syslog
[OOTB] Avanpost FAM syslog

[QOTB] Zecurion DLP syslog
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6. BbibpaHHble pecypcbl ByayT MMNOPTUPOBAHDI.



[O0e B34ATb onucaHue npasun un3 SOC
Package?

OnuncaHne npasun n3 SOC Package MOXXHO CKayaTb U3 0pULMANIbBHON OOKYMEHTALNN:

https://support.kaspersky.com/help/KUMA/3.4/ru-RU/250594.htm

[NpaBuna koppensunm

B daline, DOCTYNHOM MO CCEINKE AN CKAUYMBEHWA, OMMCaHE MPaBNa KOppenauu, BKoueHHsIe B nocTaeky Kaspersky Unified Monitoring and Analysis
Platform Bepcim 3.2. [NpusongTcd cLeHapuy, NOKPHBaEMBIE MPABUNAMY, YCIOBKUS UX UCTIONB30BaHIS U HEOBXOAUMEIE MCTOUHWKY COBBITUIA.

OnucaHHbIe B 2TOM OOKYMeHTe NpaBKna KOppenaunm conepxaTca B daine SOC_package nucTpunbyTvsa KUMA v 2alumiieHsl naponem
SOC_packagel. OaHOBPEMEHHO BOIMOXKHO UCMONL30BaHME TOMLKO OOHON Bepcuy Hatopa SOC-NpaBun: UK PYCCKOR, UM aHMMMACKOIA.

[Npasuna Koppenauni MoxHO UMnopTuposaTs B KUMA. Cwm. pasnen oHnaiH-cnpasku ‘IMnopT pecypcos™
https./support kasperskycom/KUMA /3.2 /ru-RU/242787htm.

WMiMnopTupoBaHHble Npasyna Koppensuyn MOXHO 106aBNSTb B MCNOMNb3YEMble BalLEr OpraHu3almeii K
cnpaskk "LLar 3. Koppenauma™ https,/supportkaspersky.com/KUMA/3.2/ru-RU/221168 htm.

enatopbl. Cwv. pasaen oHnainH-

ANbTEpPHATUBHO, MOXXHO BOCMOJ/Ib30BaTbCS UHTEPAKTUBHOM BUOBINOTEKON NpaBu No

CCblJiIKe

Ha 4To opueHTUpyemcsa npn pa3paboTke npasun

Bwupsb:

e [TokpbITne maTpuubl MITRE
e [TOKpbITNE HOBbIX NCTOYHNKOB COObLITUI

Brny6bb

OT4eT MDR Report

OT4eT IR Report (GERT)

OT4eT Threat Landscape Report
BHyTpeHHAs akcnepTu3a (EDR, MDR)

Ad-hoc


https://support.kaspersky.com/help/KUMA/3.2/ru-RU/250594.htm
https://kb.kuma-community.ru/kuma-rules-lib

e IHTepecHble nybnmkaunm B 6510rax n TenerpaMm-kKaHanax
e 3aMeYaHuA/NpensioXXeHns nonb3oBaTtesnen

[Cne B3ATb ManuMHr KOPoboYHbIX
HOpPMannm3aTopoB?

ConocTaBsieHne noJsien KopoboYHbIX HOPMANN3aTOPOB MOXXHO CKaYaTb U3 opULIMabHON

nokyMmeHTaumu: https://support.kaspersky.com/help/KUMA/3.4/ru-RU/267237.htm

HpMJ’IO}KEHI/IS! > ConocTasnexHne nonei npenycTaHOBNEHHbIX HOPManM3aTopos

ConocTaBnenve nonewn npenycrTaHoBIEHHBIX HOPpMalin3aTopoB

B (b(:]l.?lﬂe, OOCTYNHOM MO CChINKe A9 CKadyBaHW4, NDEOCTaBNeHO ONnMcadne COoNnoCTaBleHnd none e0YCTaHOBNEHHbIX HOPMann3aTopos.

CkauaTb OnucaHne conocTasneHnd Nnonemn NREenYCTaHOBNEHHbIX HOpIVIaJ'IHSaTOpOB.ZlP
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