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HadynHaa c¢ Bepcun KUMA 2.1 KoHTeHT oT Jlabopatopunm Kacnepckoro (mnpaBuna
Koppensauun, HopMaan3aTopbl, KOHHEKTOpbl K T.M.) nybnukytoTca B peno3utopumn JIK:

https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm

Bo3MOXHO Takxe odnanH obHoBAeHMe C nomouwbio yTuamtbl KUU - https://kb.kuma-

community.ru/books/ustanovka-i-obnovlenie/page/obnovienie-resursov-s-pomoshhiu-

kaspersky-update-utility-kuu
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1. B Web-unHTepdence KUMA HYy)>XHO HacTpPOUTb MHTErpaLuto C perno3nTopruem


https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu

O6HoBNEHNE Peno3nTopus

AHanus yrpos

Kaspersky Threat Lookup

Kaspersky
Unified Monitoring and OTKMOUUTL aBTOMaTHUeCcKoe 0BHOBNEeHne
i Kaspersky CyberTrace I
Analysis Platform
WuTtepsan obHoBNEHWS B Yacax
WuTerpawmm 24
Buibparo TeHaHTOB: 1
Kaspersky Security Center
MocnegHee obHoenenne: 08.07.2024 16:49:04
INaHenb MOHUTOPUHIa ] A 3annanuposadHoe obHosnenne: 09.07.2024 16:49:04
CyberSecurity for Networks Obwee konnuecTeo nakeros. 100
AnepTat OfLee KONMUECTBO PecypcoB Bo Beex naketax: 2881
Kaspersky Automated
MhumaeHTsl Security Awareness
3anycTuTe oBHOBNEHNE
Platform
Cobbitus _
Kaspersky Endpoint MeTouHnk obHoBNeHua
Detection and Response Cepsepbl obHosnenna “NMabopatopuu Kacnepckoro”

= AxtuBbi

LDAP-cepsep Anpeca 3neKTPOHHOW NOUTHI AN PACChINKW YBeLOMISHWH

0O
e —|— NoBasnTh
IRP / SOAR -
Pecypchl
HKUKIA
OwcneTuep 3anay CoxpaHnTs
Dpyroe
{3+ Mapametpor 1
AnepTbi
B CocrosiHne MCTOUYHMKOB
JNnueHzna
El Metpukn
VHunpeHTsl
Ayput akTnB0B

O6HOBNEHNE PEMNO3UTOPUS e

AKTVEBLI

Cnncok cepBepoB, 00 KOTOPbIX HY>XHO npepocTtaBuTb goctyn ¢ KUMA npencrtaBsieH B

odnymnanbHom gokymeHTaumm: https://support.kaspersky.ru/common/start/6105

Ons obHoBneHna HanpaMyto ¢ peno3ntopua HEJIb3A ncnonb3oBaTtb Proxy ana KUMA < 3.4.
Ecnu ona poctyna K peno3utoputo Tpebyetcs mcnonb3oBaHume Proxy unm y KUMA HeT
0ocTyna B VMIHTepHeT Hanpsamyto, To cneayeTt ucnosb3oBaTb Kaspersky Update Utility (KUU).

MoopobHee B CTaTbe: https://kb.kuma-community.ru/books/ustanovka-i-

obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu



https://support.kaspersky.ru/common/start/6105
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu

2. lNMocne HacTPOMKM UHTEerpauumn c peno3nTopmemM 1n 3anycka obHOBAEHUA nepenanTte B Pecypcol
n BblbepuTe MiIMNopTMpoBaTb pecypchl

@ WHumpeHThl

P Cobbirus
MapwpyTusaTtopel
- cobbITUiA
Otuethl
Pe Cprb| MimnopTupoBaTe pecypchl JKCNOPTUPOBaTL PECYPChI

Pecypchl

Ivcnetuep 3apay

INapameTpbl

MpaBwna koppenaunn HopmanusaTtopel KoHHekTopkbl

CocTtosiHMe MCTOYHWKOB

3. Nanee BbibepuTte Peno3nTopun B Ka4eCTBe NCTOYHMKA

WUmnopT pecypcos x

MNoppobHee of akcnopTe v MMNOPTE PECYPCOB CMOTPUTE B OHNAIH-CNPaBKe.

TeHaHT? Main v

WeTounuk umnopra* Penozsutopuia v

MakeTel penoautopus

Bbl MOxeTe 3anycTuTh 06HOBNEHME B paznene OBHOBNEHWE penosTopua
Mocne nMnopTa pecypcos TpebyeTea nepesanycTuTs CIoNB3YIWAE UX

CEPBUCHI, @ TAKXe NPOBEPUTL HABOPbI PECYPCOB, ECAN Bbl X MEHANN. ®© Mocnenvee obHosnexue: 08.07.2024 16:49:04.
HaseaHue ~  [ata BbiNycKa L v Bepcus ~  YcTaHOBNeHHas Bepcusa v Konu4ecTeo pecypcos
. [OOTB] Cisco ASA and 10S syslog 05.07.2024 15:37:27 3 2 1
[OOTB] SecurityCode Continent4 02 072024 13:09:28 2 1 2
[OOTB] Extreme Networks Summit.. 01.07.2024 16:16:14 1 He ycTaHosneH 1
[OOTB] Kaspersky Securityfor MS ... 27.06.2024 13:55:57 1 He ycTaHoeneH 3
[OOTB] Aruba Aruba AQS-S syslog 25062024 17:31:38 1 He ycraHoenen 1

KOHTEHT B cucTeMe MNpUMEHSeTCs CBepxy BHWU3, MNpoBepsanTe, 4TO BbibupaeTcs K
MPUMeHeHUto, 4Tobbl UMETb aKTyajlbHbIN Habop pecypcoB

4. Ha)kaB Ha MMS KOHKPETHOro nakeTa, Bbl yBUAUTE NH(OPMALNIO O MaKeTe, XXYPHasl U3MeHEHUI
N NnepeyeHb NMMNOPTUPYEMbIX PECYPCOB.



NWudopmauusa o nakerte

UHdopmauns o nakete X

O nakete 3

YypHan NaSMeHeHWA

[OOTE] Cisco ASA and 10S syslog. Version 3
Change list:

« New extra normalizer was added "DHCP_SNOOPING"

* New extra normalizer was added "SEC”

+ Inthe extra normalizer "113004" was added new regular expression.

+ Inthe extra normalizer "SSH2_SESSION" was added new regular expression

* Inthe extra normalizer "SSH2_USERAUTH" was added new regular expression.

+ New conditions were added to the extra normalizer "SSH"™.

+ MNew event mapping was added to the extra normalizer "717022". Event field "SN" was mapped to the KUMA field
DeviceCustomString2, event field "email” was mapped to the KUMA field DeviceCustomString3, event field "cn” was mapped to the
KUMAfield SourcelserName. Mapping was removed from the KUMA field FlexString1.

» Event enrichmentwith constants to the DeviceCustom*label fields was removed in the extra normalizers: 106011, 111008, 111010,
113003,113004, 113009, 113011, 113019,210022, 302010, 303002, 313001, 313009, 502103, 602101, 606001, 606002,
711004,716059,717016,717022,717028,717053, 720036, 720038, 720044, 720068, 720073, 721016, 721018,722010,
722011,722012,722022,722032,722035,722036,722041,722051,722053, 722055, 733100, 734001, 737003, 737006,
737016,737026,737029,737031, 737034

[OOTB] Cisco ASA and |0S syslog. Version 2
Change list:

+ Supportof event parsing from generated by Cisco Firepower Threat Defense (version 7.2) was added.

+ New extra normalizers were added: 106016, 106017, 109201, 109207, 109210, 111009, 113015, 113028, 113034, 199016,
199017,199018, 305006, 317077, 317078,321006, 419003, 430002, 430003, 500003, 710006, 716039, 716047, 716603,
717025,717029,717030,717036, 717038,722029,722030,722031,725004, 725008, 725010, 725011, 725012, 725014,
725017,725021, 725022, 725023, 725024, 734002, 734003, 734004, 737001, 737035, 737200, 737201, 737400,737401,
746012,746013,771002, 815004, 852001, 852002, 6414004.

[OOTE] Cisco ASA and 10S syslog. Version 1
Change list:

* Regular expressions in the extra normalizers "302013", "for302014","302015", "302016" was fixed. Event field mapping was updated.

« Extra normalizer "ASA" was changed. Event enrichment for the field DeviceDirection was added (replace "outbound” with "0" and
replace "inbound” with "1")

« Mormalizer name was changed to "[OOTB] Cisco ASA and |0S syslog.

« Other minor improvements.

ByayT umnopTUpoBaHs! CNEAYIOWNE PECYRCHE

[Z] Bce pecypcsl
[Z] HopmanuzaTopb
[E KUMA Packages
=] 00TB
[OOTRB] Cisco ASA and 105 syslog

MakeTbl AN HA4YaJIbHOW YCTAaHOBKM

1. WenkHuTe Ha cTonbel, Ha3BaHMe B NakeTax perno3nTtopusa n oTCOpPTUPYMTe Mo
Bo3pacTaHuio

2. 3arpy3uTe pecypc, Hanpumep [00TB] KUMA 4.0 resources , B COOTBETCTBMUM C Ballen
Bepcuen KUMA

3. Ona peTteKTupoBaHUA 3arpysnTe:
e [IpaBuia Koppenayum - [00TB] SOC Content - RU



e [MpaBnna Koppensaunm MOHNTOPUHE cobbiTuin Kaspersky Security Center - [00TB]
KSC Package - RU

e [paBuna Koppenaunm MOHNTOPUHr cobbiTun Kaspersky Security Mail Gateway -
[00TB] KSMG Package - RU

e (OnuwnoHanbHO) MpaBuia KOppenauun, HanpaBaeHHble Ha cobnogeHne
TpeboBaHun ctaHgapTa PCl DSS. - [00TB] PCIDSS - RU

e [IpaBwusia noBefeH4YeCcKkoro aHasmsa - [00TB] UEBA package - RU

° I'Ipanma 0711 BbldBJIEHUA aHOMas/nn B CETEBOMN aKTUBHOCTW - [00TB] Network
Package - RU

e [MpaBMIa MeXNPOOYKTOBbIE B paMKax 3KocncTeMbl Kaspersky - [00TB] XDR
package - RU

e 3arpy3uTe (C NOMOLLbIO KHOMKK MpuBS3aTb) 3TN NpaBusia B UMEOLYOCS Cnyxby
KoppensaTopa (BCTpoeHHble npasuia OOTB ypgannTe)

OnucaHme NakeToB Ha CTpaHuLe CripaBkKu

https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594 .htm

5. ONns MMnopTa UHTepecyrLlmnx pecypcoB BbibepuTe OOMH UAM HECKOJIbKO MAKETOB rasioykoWn
C/leBa OT MMEHM NakKeTa U HaXxMuTe MIMNopTUPOBATb BHU3Y OKHA


https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm

NmnopT pecypcos

MoppobHee 06 akcnopTe 1 MMMNOPTE pecypcoB CMOTPUTE B OHNaliH-CNpaBKe.

TenaHT* Main

VcTounuk umnopTa®* Penoantopuia

MNakeTbl penosnTopus

Bbl MmoxeTe 3anycTutb obHoBneHne B pasnene OBHoBNeHWE PEno3NToPUS.
Mocne umnopTa pecypcos TpebyeTca nepesanycTUTh UCMONbaYLLIME UX
CEPBKCH, 8 TAKXE NPOBepPUTL HaboPk! PECYPCOB, CNN Bbl UX MEHAMN.

HazeaHne v

[ata sbinycka

[OOTB] Cisco ASA and 10S syslog
[OOTB] SecurityCode Continent 4
[OOTB] Extreme Networks Surmmit...
[OOTB] Kaspersky Security for MS .
[OOTB] Aruba Aruba AOS-S syslog
[OOTB] Arbor Pravail syslog

[OOTB] Huawei VRP syslog

[OOTB] Garda Monitor syslog
[OOTB] Tionix Cloud Platform syslog
[OOTB] Avanpost IDM syslog
[OOTB] Avanpost FAM syslog

[QOTB] Zecurion DLP syslog
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OTmeHa

05.07.2024 15:37:27

02.07.2024 13:09:28

01.07.2024 16:16:14

27.06.2024 13:55:57

25.06.2024 17:31:38

25.06.2024 13:58:47

20.06.2024 15:02:46

19.06.2024 12:25:46

18.06.2024 10:52:21

17.06.2024 16:05:18

17.06.2024 11:11:57

17.06.2024 10:35:41
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6. BbibpaHHble pecypcbl ByayT MMNOPTUPOBAHDI.



P07 200 M0V ??7?? ??  SOC
Package?

OnuncaHne npasun n3 SOC Package MOXXHO CckavaTb U3 opULMANIBHON LOKYMEHTALNN:

https://support.kaspersky.com/help/KUMA/3.4/ru-RU/250594 .htm

[paBuna koppensumm

B ¢aline, OCTYNHOM NO CChINKE AN CKauMBaHWs, OnucaHbl NpaBvna Koppenaumn, BkioyeHHble B nocTaeky Kaspersky Unified Monitoring and Analysis
Platform sepcim 3.2. MNprsoagarcs cueHapuy, NoKPLIBaEMbIE MPAaBUNaMy, YCIOBIUS UX UCTIONb30BaHNS 1 HEOBXOMMbIE MCTOUHNKY CODLITVIN.

OnucanHbIe B 2TOM JOKyMeHTe Npasuna Koppenaun conepxarca 8 dhaine SOC_package nnctprbyTtvsa KUMA v sawmiieHsl naponem
SOC_packagel. ONHOBPEMEHHO BO3MOXHO MCMOM308aHME TOMBKO OO Bepcun HaBopa SOC-Npasnn nnm PycCKOM, WK aHmRCKOA.

MpaBuna KopRENALMA MOXHO MNopTMPoBaTL B KUMA. Cm. pasoen oHnaiH-cnpaskuy "MIMnopT pecypcop”™
https./support.kasperskycom/KUMA /3.2 /ru-RU/242787htm.

VIMnopTUposaHHsIe NpaBUna KOPPENaLMN MOXHO A0GaBNGT B UCMONE3YeMble Ballel opraHi3almnen K
cnpaskk "LWar 3. Koppensauma™: https:/supportkaspersky.com/KUMA/3.2/ru-RU/221168 htm.

EnaTtoptl. CM. pazaen oHnalit-

AnbTepHaTMBHO, MOXXHO BOCMOJIb30BaTbCA MHTEPaKTUBHON 6BubnnoTekom npasua no

CCblJiKe

Bwinpb:

e [MlokpbITHe MmaTpuubl MITRE
e [MOKpPbITNE HOBbLIX NCTOYHMKOB COBbLITUN

Brnybb

OT4eT MDR Report

OT4eT IR Report (GERT)

OTyeT Threat Landscape Report
BHyTpeHHAs akcnepTu3a (EDR, MDR)

Ad-hoc

° MHTGDECHbIe I'Iy6J'II/IKaLI,VIVI B 6bniorax u TenerpamMmm-KaHanax


https://support.kaspersky.com/help/KUMA/3.2/ru-RU/250594.htm
https://kb.kuma-community.ru/kuma-rules-lib

e 3aMeYvaHna/NpeanoXXeHnsa Nosib3oBaTesnen

PP 0070707 0070707070 00007070707°707
i dddddddd

ConocTaBnieHne nose KopoboyHbIX HOPMaIM3aTOPOB MOXXHO CKavaTb U3 oPULINANbHOM

nDoKymMeHTauun: https://support.kaspersky.com/help/KUMA/3.4/ru-RU/267237.htm

HDI{U’IO}KGHI/’I?! > ConocTasnenre nonemn npenycraHoBNeHHelX HOpMann3aTopos

ConocTaBneHve nonew npeycTtaHoBNEHHbIX HOpMann3aTopoB

B CIJEI.LJ‘U'IQ, OOCTYNHOM MO CChiNKe 014 CKadvlBaHWA, NDEe0CTaBNeHo onncaHne CoONoCTaBNeHWA none SOYCTAaHOBNEHHLIX HOPMann3aTopoEk.

CkadaTb QnucaHmne conocTasneHns Nonein NpenyCcTaHoBNSHHbIX HOPManM3aTopos.ZIP
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