[[0e 6paTb odbuLMaNbHbIN
KOHTeHT ond KUMA?
(OOHOB/1IEHNE KOHTEeHTA)

HaunHaa ¢ Bepcun KUMA 2.1 KOHTeHT oT JlabopaTtopunm Kacnepckoro (npaBuna
Koppensauuu, HopManu3aTopbl, KOHHEKTOpbl W T.M.) nybaukywTcs B peno3utopun JIK:

https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm

Bo3MOXHO Takxe odnanH obHoBAeHMe C nomouwbio yTuamtbl KUU - https://kb.kuma-

community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-

kaspersky-update-utility-kuu

Kak nonydntb SOC Package wu gpyrom
KOpPOob6Oo4YHbIN KOHTEHT? (KUMA < 4.6)

1. B Web-uHTepdence KUMA Hy>XHO HaCTPOUTb MHTErpauuto ¢ peno3ntopuem


https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu

O6HoBNEHNE Peno3nTopus

AHanus yrpos

Kaspersky Threat Lookup

Kaspersky
Unified Monitoring and OTKMOUUTL aBTOMaTHUeCcKoe 0BHOBNEeHne
i Kaspersky CyberTrace I
Analysis Platform
WuTtepsan obHoBNEHWS B Yacax
WuTerpawmm 24
Buibparo TeHaHTOB: 1
Kaspersky Security Center
MocnegHee obHoenenne: 08.07.2024 16:49:04
INaHenb MOHUTOPUHIa ] A 3annanuposadHoe obHosnenne: 09.07.2024 16:49:04
CyberSecurity for Networks Obwee konnuecTeo nakeros. 100
AnepTat OfLee KONMUECTBO PecypcoB Bo Beex naketax: 2881
Kaspersky Automated
MhumaeHTsl Security Awareness
3anycTuTe oBHOBNEHNE
Platform
Cobbitus _
Kaspersky Endpoint MeTouHnk obHoBNeHua
Detection and Response Cepsepbl obHosnenna “NMabopatopuu Kacnepckoro”

= AxtuBbi

LDAP-cepsep Anpeca 3neKTPOHHOW NOUTHI AN PACChINKW YBeLOMISHWH

0O
e —|— NoBasnTh
IRP / SOAR -
Pecypchl
HKUKIA
OwcneTuep 3anay CoxpaHnTs
Dpyroe
{3+ Mapametpor 1
AnepTbi
B CocrosiHne MCTOUYHMKOB
JNnueHzna
El Metpukn
VHunpeHTsl
Ayput akTnB0B

O6HOBNEHNE PEMNO3UTOPUS e

AKTVEBLI

Cnncok cepBepoB, 00 KOTOPbIX HY>XHO npepocTtaBuTb goctyn ¢ KUMA npencrtaBsieH B

odnymnanbHom gokymeHTaumm: https://support.kaspersky.ru/common/start/6105

Ons obHoBneHna HanpaMyto ¢ peno3ntopua HEJIb3A ncnonb3oBaTtb Proxy ana KUMA < 3.4.
Ecnu ona poctyna K peno3utoputo Tpebyetcs mcnonb3oBaHume Proxy unm y KUMA HeT
0ocTyna B VMIHTepHeT Hanpsamyto, To cneayeTt ucnosb3oBaTb Kaspersky Update Utility (KUU).

MoopobHee B CTaTbe: https://kb.kuma-community.ru/books/ustanovka-i-

obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu



https://support.kaspersky.ru/common/start/6105
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu
https://kb.kuma-community.ru/books/ustanovka-i-obnovlenie/page/obnovlenie-resursov-s-pomoshhiu-kaspersky-update-utility-kuu

2. lNMocne HacTPOMKM UHTEerpauumn c peno3nTopmemM 1n 3anycka obHOBAEHUA nepenanTte B Pecypcol
n BblbepuTe MiIMNopTMpoBaTb pecypchl

@ WHumpeHThl

P Cobbirus
MapwpyTusaTtopel
- cobbITUiA
Otuethl
Pe Cprb| MimnopTupoBaTe pecypchl JKCNOPTUPOBaTL PECYPChI

Pecypchl

Ivcnetuep 3apay

INapameTpbl

MpaBwna koppenaunn HopmanusaTtopel KoHHekTopkbl

CocTtosiHMe MCTOYHWKOB

3. Nanee BbibepuTte Peno3nTopun B Ka4eCTBe NCTOYHMKA

WUmnopT pecypcos x

MNoppobHee of akcnopTe v MMNOPTE PECYPCOB CMOTPUTE B OHNAIH-CNPaBKe.

TeHaHT? Main v

WeTounuk umnopra* Penozsutopuia v

MakeTel penoautopus

Bbl MOxeTe 3anycTuTh 06HOBNEHME B paznene OBHOBNEHWE penosTopua
Mocne nMnopTa pecypcos TpebyeTea nepesanycTuTs CIoNB3YIWAE UX

CEPBUCHI, @ TAKXe NPOBEPUTL HABOPbI PECYPCOB, ECAN Bbl X MEHANN. ®© Mocnenvee obHosnexue: 08.07.2024 16:49:04.
HaseaHue ~  [ata BbiNycKa L v Bepcus ~  YcTaHOBNeHHas Bepcusa v Konu4ecTeo pecypcos
. [OOTB] Cisco ASA and 10S syslog 05.07.2024 15:37:27 3 2 1
[OOTB] SecurityCode Continent4 02 072024 13:09:28 2 1 2
[OOTB] Extreme Networks Summit.. 01.07.2024 16:16:14 1 He ycTaHosneH 1
[OOTB] Kaspersky Securityfor MS ... 27.06.2024 13:55:57 1 He ycTaHoeneH 3
[OOTB] Aruba Aruba AQS-S syslog 25062024 17:31:38 1 He ycraHoenen 1

KOHTEHT B cucTeMe MNpUMEHSeTCs CBepxy BHWU3, MNpoBepsanTe, 4TO BbibupaeTcs K
MPUMeHeHUto, 4Tobbl UMETb aKTyajlbHbIN Habop pecypcoB

4. Ha)kaB Ha MMS KOHKPETHOro nakeTa, Bbl yBUAUTE NH(OPMALNIO O MaKeTe, XXYPHasl U3MeHEHUI
N NnepeyeHb NMMNOPTUPYEMbIX PECYPCOB.



NWudopmauusa o nakerte

UHdopmauns o nakete X

O nakete 3

YypHan NaSMeHeHWA

[OOTE] Cisco ASA and 10S syslog. Version 3
Change list:

« New extra normalizer was added "DHCP_SNOOPING"

* New extra normalizer was added "SEC”

+ Inthe extra normalizer "113004" was added new regular expression.

+ Inthe extra normalizer "SSH2_SESSION" was added new regular expression

* Inthe extra normalizer "SSH2_USERAUTH" was added new regular expression.

+ New conditions were added to the extra normalizer "SSH"™.

+ MNew event mapping was added to the extra normalizer "717022". Event field "SN" was mapped to the KUMA field
DeviceCustomString2, event field "email” was mapped to the KUMA field DeviceCustomString3, event field "cn” was mapped to the
KUMAfield SourcelserName. Mapping was removed from the KUMA field FlexString1.

» Event enrichmentwith constants to the DeviceCustom*label fields was removed in the extra normalizers: 106011, 111008, 111010,
113003,113004, 113009, 113011, 113019,210022, 302010, 303002, 313001, 313009, 502103, 602101, 606001, 606002,
711004,716059,717016,717022,717028,717053, 720036, 720038, 720044, 720068, 720073, 721016, 721018,722010,
722011,722012,722022,722032,722035,722036,722041,722051,722053, 722055, 733100, 734001, 737003, 737006,
737016,737026,737029,737031, 737034

[OOTB] Cisco ASA and |0S syslog. Version 2
Change list:

+ Supportof event parsing from generated by Cisco Firepower Threat Defense (version 7.2) was added.

+ New extra normalizers were added: 106016, 106017, 109201, 109207, 109210, 111009, 113015, 113028, 113034, 199016,
199017,199018, 305006, 317077, 317078,321006, 419003, 430002, 430003, 500003, 710006, 716039, 716047, 716603,
717025,717029,717030,717036, 717038,722029,722030,722031,725004, 725008, 725010, 725011, 725012, 725014,
725017,725021, 725022, 725023, 725024, 734002, 734003, 734004, 737001, 737035, 737200, 737201, 737400,737401,
746012,746013,771002, 815004, 852001, 852002, 6414004.

[OOTE] Cisco ASA and 10S syslog. Version 1
Change list:

* Regular expressions in the extra normalizers "302013", "for302014","302015", "302016" was fixed. Event field mapping was updated.

« Extra normalizer "ASA" was changed. Event enrichment for the field DeviceDirection was added (replace "outbound” with "0" and
replace "inbound” with "1")

« Mormalizer name was changed to "[OOTB] Cisco ASA and |0S syslog.

« Other minor improvements.

ByayT umnopTUpoBaHs! CNEAYIOWNE PECYRCHE

[Z] Bce pecypcsl
[Z] HopmanuzaTopb
[E KUMA Packages
=] 00TB
[OOTRB] Cisco ASA and 105 syslog

MakeTbl AN HA4YaJIbHOW YCTAaHOBKM

1. WenkHuTe Ha cTonbel, Ha3BaHMe B NakeTax perno3nTtopusa n oTCOpPTUPYMTe Mo
Bo3pacTaHuio

2. 3arpy3uTe pecypc, Hanpumep [00TB] KUMA 4.0 resources , B COOTBETCTBMUM C Ballen
Bepcuen KUMA

3. Ona peTteKTupoBaHUA 3arpysnTe:
e [IpaBuia Koppenayum - [00TB] SOC Content - RU



e [MpaBnna Koppensaunm MOHNTOPUHE cobbiTuin Kaspersky Security Center - [00TB]
KSC Package - RU

e [paBuna Koppenaunm MOHNTOPUHr cobbiTun Kaspersky Security Mail Gateway -
[00TB] KSMG Package - RU

e (OnuwnoHanbHO) MpaBuia KOppenauun, HanpaBaeHHble Ha cobnogeHne
TpeboBaHun ctaHgapTa PCl DSS. - [00TB] PCIDSS - RU

e [IpaBwusia noBefeH4YeCcKkoro aHasmsa - [00TB] UEBA package - RU

° I'Ipanma 0711 BbldBJIEHUA aHOMas/nn B CETEBOMN aKTUBHOCTW - [00TB] Network
Package - RU

e [MpaBMIa MeXNPOOYKTOBbIE B paMKax 3KocncTeMbl Kaspersky - [00TB] XDR
package - RU

e 3arpy3uTe (C NOMOLLbIO KHOMKK MpuBS3aTb) 3TN NpaBusia B UMEOLYOCS Cnyxby
KoppensaTopa (BCTpoeHHble npasuia OOTB ypgannTe)

OnucaHme NakeToB Ha CTpaHuLe CripaBkKu

https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594 .htm

5. ONns MMnopTa UHTepecyrLlmnx pecypcoB BbibepuTe OOMH UAM HECKOJIbKO MAKETOB rasioykoWn
C/leBa OT MMEHM NakKeTa U HaXxMuTe MIMNopTUPOBATb BHU3Y OKHA


https://support.kaspersky.com/help/KUMA/4.0/ru-RU/250594.htm

NmnopT pecypcos

MoppobHee 06 akcnopTe 1 MMMNOPTE pecypcoB CMOTPUTE B OHNaliH-CNpaBKe.

TenaHT* Main

VcTounuk umnopTa®* Penoantopuia

MNakeTbl penosnTopus

Bbl MmoxeTe 3anycTutb obHoBneHne B pasnene OBHoBNeHWE PEno3NToPUS.
Mocne umnopTa pecypcos TpebyeTca nepesanycTUTh UCMONbaYLLIME UX
CEPBKCH, 8 TAKXE NPOBepPUTL HaboPk! PECYPCOB, CNN Bbl UX MEHAMN.

HazeaHne v

[ata sbinycka

[OOTB] Cisco ASA and 10S syslog
[OOTB] SecurityCode Continent 4
[OOTB] Extreme Networks Surmmit...
[OOTB] Kaspersky Security for MS .
[OOTB] Aruba Aruba AOS-S syslog
[OOTB] Arbor Pravail syslog

[OOTB] Huawei VRP syslog

[OOTB] Garda Monitor syslog
[OOTB] Tionix Cloud Platform syslog
[OOTB] Avanpost IDM syslog
[OOTB] Avanpost FAM syslog

[QOTB] Zecurion DLP syslog

P T /oo L v

[ [

OTmeHa

05.07.2024 15:37:27

02.07.2024 13:09:28

01.07.2024 16:16:14

27.06.2024 13:55:57

25.06.2024 17:31:38

25.06.2024 13:58:47

20.06.2024 15:02:46

19.06.2024 12:25:46

18.06.2024 10:52:21

17.06.2024 16:05:18

17.06.2024 11:11:57

17.06.2024 10:35:41
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6. BbibpaHHble pecypcbl ByayT MMNOPTUPOBAHDI.



NMmnopT pecypcoB gnda KUMA 4.6

1. Nepengnte B MeH B "Pecypchl" -> "ba3a 3HaHUn"

« Pecypcsbl 1 cepeucsl @

Kaspersky MnuTka
Unified Monitoring

and Analysis Platform

Cnucok

Pa6oTa c cepBucamm

2 BuibpaHo TeHaHToE: 2

I WabpaHHoe > @

22 MaHenn MoOHUTOPKHra

AkTUBHLIE GEepBUGHI

LI Aneptol

@ MHWWaeHTo

=

Basza aHanmid

Cbop v ananus

AaHHbIX

2. BHyTpwu 6a3bl 3HaHWI BaM ByayT AOCTYNHbI Kak cobpaHHbIe NaKeTbl C Ppa3HbIMK TUMNAMU

PEeCcypCcoB, Tak N OTAENbHO KaXKAblil, €C/v NepenTy BO BKJIaAKy Pecypchbl.

Pecypcsl W cepeuchl | Basa sHaHWi

Basa 3HaHui

ol v Mowek No HasBaHWIo

Maketel  Pecypcbl

) YeTaHoBuTE
Hazsauue ~ Bepcwa ~ [lataBeinycka v  TeHawt Tunsl pecypcos Kon.. ~ Cratyc
o » [OOTB] NetApp SnapCenter file 2 03.09.202613:04:48 1TeHaHT normalizer 1 /N Tpebyetca obHosneHne
» [OOTB] Broadcom Symantec Endpo... 2 03.09.202613:04:48 1TeHaHT normalizer 1 /N Tpebyetca obHosneHne
» [OOTB] Fortimail 2 03.09.202613:04:48 1TeHaHT normalizer 1 /N Tpebyetca obHosneHne
» [OOTB] Webmonitorx json 2 03.09.202613:04:48 1TeHaHT normalizer 1 /N Tpebyerca obHosneHns
» [OOTE] Arbor Pravail syslog 2 03.09.202613:04:48 1TeHaHT 1

normalizer

/N Tpebyerca obHosneHns

3. Ana yCTaHOBKWN Ha)KMUTe Ha BbIbpaHHbIN NakeT/pecypc, fanee "YCTaHOBUTb

naket"/"YcTaHoBUTL"


https://kb.kuma-community.ru/uploads/images/gallery/2026-10/kvUimage.png
https://kb.kuma-community.ru/uploads/images/gallery/2026-10/uFiimage.png

[OOTB] KEDR telemetry S

OBwme  KypHan vameHeHWA

@ YcTaHoBWTE NakeT LIENWKOM, uToB6l 0BecneunTs cOrNacoBaHHOCTh pPecypCcOoB U NONy4YaTh YEEOOMNEHWA ob x
oBHOBNEHWAX NakeTa. YeTaHOEKS pecypcoB Mo OTAENbHOCTH HE OTMEYaET NakeT Kak YGTﬂHOB.I'IeHHhIIT‘I. Bam
I'IOTpESVeTGFl oTCnexneaTe oBHoBNEHWA KaXgoro pecypca oToenbH.

Hazeanmne [OOTE] KEDR telemetry

Onucavwe This package contains a normalizer forthe Kaspersky EDR (version 7.1) telemetry
collected via Kafka.

[ata ebinycka 2026-09-0313:04:48
Bepous 2
Konwuecteo pecypcos 9

MMnopTUpyeMble pecypchl

Y MoWcK No HA3BaHWIO ... Q m

4 YcraHoeuTe = OBHoBUTE & MokazaTtk 3aBUCUMOCTI o]

Haseanne ~  Tunpecyp... w [latayctaHoekn =  TeHaHT Bepcua ~ C

» [OOTB] IANAProtocolNumb... Cnoeapb 1 TEHAHT |

» [OOTB] Windows. KRB Resu... Cnoeapb 1 TeHaHT 2 |

» [OOTB] KEDR telemetry Hopmanwuzatop 1TeHaHT 2 '

» [OOTB] KEDR. FileAttributes Cnoeapb 1TeHaHT 2 '

» [OOTB] KEDR. FileType Cnoeapb 1TeHaHT 2 '

» [OOTB] KEDR. AccountType Cnoeapb 1TeHaHT 2 ¢

» [OOTB] KEDR. RegistryOper... Cnoeapb 1TeHaHT 2 '

» [OOTB] KEDR. FileOperatic... Cnoeapb 1TeHaHT 2 '

» [OOTB] KEDR. IntegrityLevel Cnoeapb 1TeHaHT 2 '
Beero 9/ Beibpano 0 < 1 > 50 /cTpaHnua

1

4. Mpwn HeobxoammocTn obHoBNEHMA pecypca, BbibepuTe HyXHbIN, ganee "O6HOBUTL"


https://kb.kuma-community.ru/uploads/images/gallery/2026-10/POUimage.png

MIMnopTUpyeMble pecypcbl

Y MoWcK no HassaHMo... Q m
) YeraHoBuTh % OBHoBMTE & lNoka3zats 3aBNCUMOCTI 8
-] HazeaHue v  Twunpecyp.. v Bepcua v CraTyc v HasBaHwa nakeToB
v [OOTE] IANAPretocolMumb... Cnoeapb 2 (¥ YcranosneHo [OOTB] KEDR telemetr
[OOTB] IANAProtocolNu...  Cnoeapb 2 (%) YcraHoeneHo [OOTB] KEDR telemetr
» [OOTB] Windows. KRB Resu... Cnoeapsb 2 (%) YcranoeneHo [OOTB] KEDR telemetr
v [OOTB] KEDR telemetry Hopmanuzatop 2 M TpebyeTtca obHoB... [OOTB] KEDR telemetr
o [OOTB] KEDR telemetry Hopmanmamop 1 I TpebyeTca obHoB... [OOTBE] KEDR telemetr
» [DOTB] KEDR. FileAttributes Crnosapb 2 /D Tpebyerca obHos... [OOTB] KEDR telemetr
» [ODOTB] KEDR. FileType Cnoeapb 2 /D Tpebyetca obHos... [OOTB] KEDR telemetr
» [OOTB] KEDR. AccountType Croeapb 2 /D Tpebyetca obHos... [OOTB] KEDR telemetr
» [OOTE] KEDR. RegistryOper... Cnoeapb 2 /N Tpebyetca ofHoOB... [OOTB] KEDR telemetr
» [OOTB] KEDR. FileOperatio... Cnoeapb 2 M TpebyeTcn 0BHOB... [OOTB] KEDR telemetr
» [OOTB] KEDR. IntegrityLevel Cnoeapb 2 A\ Tpebyetca obHoB... [OOTB] KEDR telemetr

Beero 9/ Boibpa+o 1

Package?

50 [eTpanuuya v

ne B34Tb onucaHume npasun un3s SOC

OnuncaHune npasun n3 SOC Package MOXXHO ckayaTb U3 opULIMANIBHON LOKYMEHTALNN:

https://support.kaspersky.com/help/KUMA/4.2/ru-RU/250594 .htm



https://kb.kuma-community.ru/uploads/images/gallery/2026-10/NnHimage.png
https://support.kaspersky.com/help/KUMA/4.2/ru-RU/250594.htm

[paBuna koppensumnm

B daiine, [OCTYNHOM MO CCHINKE 19 CKAYMBAHWNY, ONMUMCAHEI NPABWNIA KOPPenaumn, BKoueHHsIe B nocTaeky Kaspersky Unified Monitoring and Analysis
Platform sepcim 3.2. [pusoagaTcs CUeHapuK, NOKPHIBEEMBIE MPABUNAMY, YCNIOBUE UX UCTIONB30BEHNS 1 HEOBXOAMMBIE MCTOUHNKY COBLITIN.

OnucaHHbIe B 3TOM IOKYMEHTE NpaBuna Koppenauun cofepxarca 8 haine SOC_package nuctpwbytvea KUMA 1 salimiieHs naponem
SOC_packagel. OgHOBPEMEHHO BO3MOXHO MCMOME308aH1e TOMBKO OOHON Bepcun HaBopa SOC-Npasnn: MW PYCCKOR, WK aHMMAACKOIA.

Mpasuna Koppenaumm MoxHoO uvnoptuposats 8 KUMA. Cwm. pasnen odnaiid-cnpasku "ViMnopT pecypcos”
https //support.kasperskycom/KUMA /3.2 /ru-RU/242787htm.

MiMnopTuposaHHsle Npasyna KopRensumvm MOXHO A06aBNSTL B MCMOMNbayeNble Ballel opraHusaLmned K
cnpaekw "LLar 3. Koppensauna™ https /supportkaspersky.com/KUMA /3.2 /ru-RU/221168 htm.

Enatopbl. Cwv. pasaen oHnanH-

AﬂbTepHaTI/IBHO, MO>XHO BOCIOJIb30BaTbCH I/IHTepaKTI/IBHOIZ bnbnmoTekomn npaesuns no

CChblJiKe

Ha 4yTo opueHTUpyemcsa npun pa3paboTke npasun

Bwunpb:

e [MlokpbiTHe MaTpuubl MITRE
e [1OKpPbITNE HOBbLIX NCTOYHMKOB COBbLITUN

Brnybb

OT4eT MDR Report

OT4eT IR Report (GERT)

OTyeT Threat Landscape Report
BHyTpeHHAs akcnepTu3a (EDR, MDR)

Ad-hoc

e NIHTepecHble nybnmkauum B 61orax u TenerpaMMm-kKaHanax
e 3aMevaHUs/NpeanoXXeHus nosib3oBaTenen

[ne B39Tb ManuMHr KOPoHOYHbIX
HOpPMann3aTopoB?


https://kb.kuma-community.ru/kuma-rules-lib

ConocTaBsieHne noJsien KopoboYHbIX HOPMaNN3aTOPOB MOXXHO CKaYaTb U3 0PULIMabHON

nokyMeHTaumu: https://support.kaspersky.com/help/KUMA/4.2/ru-RU/267237.htm

HpHJ’IO}KeHI/Iﬂ > ConocTasneHne nonei npenycTaHOBNEeHHbIX HOPMann3aTopos

ConocTaBnenve nonewn npenycTaHoB/IEHHBIX HOPMAal/INn3aTopOoB

B ¢E]I:-"U'I€, OOCTYNHOM NO CChINKE A4 CKavnBaH4, NpeacTas/eHo ON1McaHne ConocTaBleHnd None e0YCTaHOBNEHHbLIX HOPManM3aTopob.

CkavaTh Onucanve conocTasnenvs Noaer Npenycratosnedtbix HopManiaatopos.ZIP
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