
?????? SIEM ??? ??????? ?????? Gartner ? 2005.

? 2015, ??? ??????????? ??????? "next-gen SIEM" ??? SIEM 2.0. ???????? ??????? – ???????? user

behavioral analytics (UBA). Next-gen SIEM ????????????? ? ?????? ??????? ?? ?????????? ? ?????

??????? ??????? (??????? SOC 10+ ???????????).

? 2020 SIEM ???????? ???????? ???????????? ??? ?????? ?????? SOC ??? ??. SIEM

?????????????:

????????? ?????? ? ????????? ??????? ????

???????????????? ???????? ? ???????? ????????? ?????? ? ??????????????? ????

?????-?????????? ??????

Что такое SIEM и приоритет подачи
журналов в SIEM

Что такое SIEM
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1. ????????????? ???????????? (???? ?????????? ?? ??????????, ??????????????),

??????????? ?????? ?????, ?????????? ????????? ?????????

2. ????????????? ? ?????????????? ????????? ??????????? ?????????? ???????,

?????????? ? ?????????? ??? ???????????? ? ??????????

3. ????????? ? ????????? ?????? ??????????, ?????????, ???????

4. ?????????????? ? ????????????? ???????, ????? ?????????????

5. ??????? ?????? ? ???????? (?????????? ????????????, ???????????? ?? ?????????,

Threat Hunting)

6. [?? ???? ?????????????]  ??????????? ????? ??????????, ?????????? ???????????,

?????? ??????????

7. [?? ?????????? ??????] ?????? ????????????? ? ???????????? ????????? ????????? ?

?????? ??????????

8. ????????? ??????? ????? ?? ???? ???????? (? ??????????)

Сценарий применений SIEM

Эффективное логирование направлено на:

https://kb.kuma-community.ru/uploads/images/gallery/2026-06/group-32.jpg


????? ???????? ???????? ?????? ???? ???????? ?? ?????? ?????? ??? ?????? ???????. ???

?????? ?????? ??? ??????? ??????? ?????????, ??? ? ????????? ??????? ????? ?????????????

?? 18 ???????, ????? ?????????? ???????? ?????????????????, ? ????????? ???????????

????????? ????? ?????????? ? ???? ?? 70 ?? 200 ????, ?????? ??? ??????? ????? ????. 

????? ???????? ???????? ????? ?????? ??????????????? ????? ??????????? ??????????? ?

?????????? ?????????????????, ??????? ????? ??????????? ? ?????????? ???????????. ???????

, ??????? ????? ???????? ???????? ??? ????????????? ????????? ? ??? ???????????, ??????

???? ????????????? ??? ????? ??????????? ????????.

????????? ?????? ??????? ?? ???????????? ??????, ?????? ????? ??????? ?? ?????? ??????????

? ??? ???????????? ?? ?????? ??????. ???? ?????? ????????? ???, ?? ?????  ?????????????

???????? ?? ??????? ????????? ?????????? (??? ???????) ?????? ? ??????? ??????????:

1. ????????????/??????????? ??????? (External facing Systems): VPN ???????, WEB

???????, ?????????, ????? ???????, ??????? ? ??.

2. ??????? ?????????????? ???????????? (Security Devices): ??, IPS/IDS, Email ??????,

NGFW, ???????????? ??????, EDR, WAF ? ??.

3. ??????? ?????????????? (Authentication Systems): PAM, MFA, LDAP/FreeIPA, RADIUS, CA

Systems, SAML, AD ? ??.

Хранение журнала событий

Приоритет журналов систем к подаче в SIEM
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4. SaaS ??????????/?? ??? ?????? (SaaS Apps): Slack, Cloudflare, Microsoft Azure Active

Directory, Zscaler ? ??.

5. ??????? ??? ??????????? ?? Windows (Windows Systems): ??????? (AD, MS

SQL,Exchange, DNS, DHCP, SCCM, WSUS, ? ??.), ??????? ??????? ? ??.

6. ??????? ??? ??????????? ?? Linux (Linux Systems): apache, nginx, mysql, fail2ban, bind,

samba, exim, squid, postgres ? ??.

7. ??????? ?????????? (Network Devices): ?????????????? (Netflow ???????), ???????????,

?????, Wi-Fi, ??????, ????????????? ? ??.

8. ??????? ????????????? (Virtualization Systems): VMware, Citrix, Hyper-V, KVM, ProxMox ?

??.

9. ?????????? ??????? (Internal Systems): ??????????, ??????-?????????? ? ??.

10. ?????????? ? ?????? ? ?????????? ???????????? (Mobile Devices): MDM, EMM, UEM ? ??.

11. ??????? ???????? ?????? ? ??? (Storage/Backup Systems): DELL EMC, HP 3PAR, NetApp,

Veeam, CommVault ? ??.

12. ?????????????????????? ?? (COT: commercial off-the-shelf):  ??????????? ??????????,

The Microsoft Office, Adobe Photoshop, SAP ? ??.

1. ??????????? ??????? ? ????????? ??????, ???????, ????????, ????? ?????????;

2. ????????-???????, ??????? ????????? ?????? ? ???, ??????? ?????????? ? ?? ??;

??????? ?????????? ?????????????? ? ????????;

3. ????? ?????? ??????????? ???????;

4. ??????????? ??????????, ????? ??? ????????? ?????????????? ? ????????;

5. ???????????????? ??????? ???????;

6. ??????????????????????? ???????, ????? ??? ?????????? ?????????????, ??????????

?????????????????? ? ??????????? (? ???????, ????? ???????????? ?????????????????

??????), CI/CD, ?????? ???????????? ???????????, ?????????? ????????? ?

????????????;

7. ????????? ??????;

8. ??????? ????????? ? ?? ? ?????????? ?????? ??;

9. ???????????????? ??????????;

10. ??????? ???????????????? ??????????;

11. ???-??????, ???????????? ?????????????? ??????????? ? ????????? ??????? ??????;

12. DNS-??????? (???????????? ?????????????? ???????????), ??????? ??????????? ?????,

??????? DHCP;

13. ?????????? ??-?????? (??????? ????? ?? ???? ????????????? ? ??????????? ???

????????-????????).

14. ??????? ? ????? ?????? ???????????:

1. ??????? ??????????????, ????????, ????? ???????????;

2. ??-??????????, ????????, ????????

Подход для корпоративных сетей на основе рисков



3. ??????? ??????, ????????, ????? ??????????.
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