PeTpocnekKTUBHaaA NpoBepKa
|oC ¢ nomowbio KUMA ©
CyberTrace

BBeoeHue

OnucaHHbIN HUXe cLueHapuin npumeHnM gnsa sepcun CyberTrace 4.4 v Boilwe. Pecypchl,
rnoctaBnsemMmble gns gaHHoro cueHapus B8 KUMA npuMeHuMbl K Bepcun 3.2 U Bbille, HO
MOryT ObITb CAeNaHbl aHaNIornYHble Ans Bepcun 2.1+.

B maHHOM cueHapun paccMaTpmBaeTCA aBTOMaTM3auMsA peTpocrnekTuBHoW nposepku no loC ¢
ncnonb3soBaHuem nHterpaynmn KUMA n CyberTrace.

CueHapuii NO3BOMISET:
1. Mo pacnmcaHnto BbINOJHATL PETPOCNEKTUBHYIO NPOBEPKY Ha cTopoHe CyberTrace
2. Mony4aTb cobbiTe B KUMA no pe3ysbTaTaM PeTPOCNEKTUBHOWN MPOBEPKM

3. Co3gaBaTb KOpppensaunoHHoe cobbiTe M anepT Ha OCHOBAHUM TaKOro cobbiTUSA, a TaKXe
nobaenatb B KoppensuymoHHoe cobbiTne KamkabenbHyl CCbIIKY Ha WUCxogHoe cobbiTme, Ha
KoTopoe cpaboTan peTpocKaH.

HacTtponka CyberTrace

MooknoynTechb K CyberTrace OT UMEHW NoJib30BaTesNIA C NMpaBaMnM agMUHUCTPATOPA.

HacTponka nony4eHus n oTrnpaBky COObITUN

MepenpnTte B pasnen Settings - General.



B rpage Incoming events BuibepuTte IP address and port, B none IP address ykaxxne agpec
CyberTrace, Ha KOTOpoM OH bygeT npuHUMaTb HAnKaTopbl oT KUMA (3anuck 0.0.0.0 o3HayvaeT,
yTto CyberTrace byaneT npMHUMaTb COeAMHEHUS Ha BCeX agpecax), a B noJsie Port 3apmanTte nopr,
Ha koTopom CyberTrace 6yneT NnpMHMMaTb UHAVMKATOPLI.

B rpage Detection alerts B none IP address ykaxute agpec konnektopa KUMA, a B rpacde Port
- nopT kKonnekTopa KUMA.

Mo 3aBepLUEeHNN HAaCTPONKM HAXKMUTE KHOMKY Save BHU3Y 3KpaHa.

« ¢ @ TenantEPS limit
Average tenant EPS
ﬂa\ Kaspersky
e_ﬁy CyberTrace Q
Enabled

> Available EPS

Dashboard

iy

Q, Search The EPS limit of this tenant is not controlled. This may affect other tenants (if any).
@ Indicators
& Detections Incoming events
&8 Research graphs Define the parameters of the socket the tenant will use to listen to incoming events.
8 Settings v IP address and port | UNIX socket
General IP address Port
Service alerts 0000 9999 =
Feeds Detection alerts
Event sources Define the parameters that will be used for outgoing alerts about detections.
Detection alerts IP address Port
1080 9998 :

Service alerts
Settings of sending service alerts that inform another software (for example, SIEM) about the state of the tenant.

Enabled

HacTpolika peTpoCcrneKTUBHOW MPOBEpPKU

MepenpgnTte B pasnen Settings - Restroscan

Bkntounte peTpockaH nondyHkom Enabled. Ha Bknagoka General settings 3apante
HeobxoaMMble HAaCTPOMKN PEryasapHOCTM PETPOCNEKTUBHON NPOBEPKN U APYyrne NnapaMeTpbl.
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Retroscan
(95| Kaspersky . . | . o
@ CyberTrace Settings of the retrospective scan of saved events that might contain undetected indicators.
Size of saved events Lessthan1GB O
= System ’ @ Enabled
|~ Dashboard
General settings | Feeds Regular expressions

@ Retroscan

Tasks Retroscan frequency

1 Settings v Every day v
Service Retention period for events (days)
Service alerts 30 v
Users Retention period for retroscan results (days)
Tenants 70 v
Feeds Limit the size of saved events
Indicators export () Enabled
Detections Maximum size (GB)
Tags 10.0 E
Retroscan
Logging
Licensing

Haxonsick B TOM XKe pa3gese, nepengnte Ha BkNaaky Feeds v BkaouYnTe Heobxoanmmblie duabi
O PETPOCMNEKTUBHON MPOBEPKM.
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Retroscan
(é\ Kaspersky
@ CyberTrace Settings of the retrospective scan of saved events that might contain undetected indicators.

Size of saved events Lessthan1GB a

2 System >
@ Enabled
¢ Dashboard
General settings | Feeds | Regular expressions
Q@ Retroscan
Tasks B Selectall
6 Settings v Botnet_CnC_URL_Data_Feed.json
Service FalsePositive json

InternalTljson
Service alerts
IP_Reputation_Data_Feed json

Users Malicious_Hash_Data_Feed json
Tenants Phishing_URL_Data_Feed json
Feeds

Indicators export
Detections
Tags

Retroscan

Logging

Licensing

Haxogsacb B TOM »Ke pa3sferne, nepenanTe Ha Bkaanky Regular expressions v Bbibepute
RE_CONTEXT (06s3aTeNbHO B AaHHOM CLieHapuK), a TakXe Te MHOMKATOPbI, MO KOTOPbIM
MJaHNPYETCH PETPOCNEKTUBHASA NMPOBeEpPKa.
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Retroscan
fe\ Kaspersky
Qy CyberTrace Settings of the retrospective scan of saved events that might contain undetected indicators.
Size of saved events Lessthan1GB uj
2 System >
S @ Enabled
¢ Dashboard
General settings Feeds | Regular expressions
@ Retroscan ——
Tasks General
&2 Settings v @ Enabled
Service Event source: default
Clearall

Service alerts

Users RE_CONTEXT RE_HASH RE_IP RE_URL

Tenants

Feeds
Indicators export
Detections

Tags

Retroscan

Logging

Licensing

Mo OKOHYaHUNM HaCTpOIZKI/I Ha>XMNTe KHOMKY Save.

HacTponka dopmaTa cobbiTnin

MepenpnTte B paznen Settings - Detection alerts

3anonHute Alert format, Kak NokasaHo B npumMepe.

Category=%Category%]|MatchedIndicator=%MatchedIndicator%%RecordContext%|KUMA event id=%RE_CONTE

XT%|KUMA_event_date=%EventReceivedDate%|outcome=%Retroscan%



Detection alerts
ft:)\ Kaspersky

99/ | CyberTrace Settings of outgoing alerts about detections.

Format  Filtration ~Context

| Dashboard We do not recommend typing the format strings manually. Instead, configure alert formats by selecting from the provided check boxes.
Q_ Search View more information (3
& Indicators
Service fields
© Detections B Selectall
# Research graphs Category—Category of the detected object
@ Settings v RecordContext—Context of the detection alert

General Confidence—Feed confidence

Indicatorinfo—Link to the Kaspersky CyberTrace page that contains information about the detected indicator
Service alerts
MatchedIndicator—Detected indicator (a URL, hash, or IP address) that caused the event

Feeds ActionableFields—Actionable fields that are added to the detection alert
Sourceld—Event source identifier

Event sources
Date—Date and time when the detection was made

Detection alerts EventReceivedDate—Date and time when Kaspersky CyberTrace received the event from the SIEM system

Retroscan—Whether the detection was made as a result of a retroscan

Values extracted from the event

© Selectall

RE_CONTEXT RE_HASH
RE_IP RE_URL

Alert format

Category=%Category%|MatchedIndicator=%MatchedIndicator%%Record Context%|KUMA_event_id=%RE_CONTEXT%|KUMA _event_date=%EventReceivedDate%|outcome=%Retroscan%

BbibepuTe BBepxy Context n 3anonHute Actionable fields, kak B npumepe HMxXxe.

"%ParamName%":"%ParamValue%"
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Detection alerts

fé\ Kaspersky

Qﬁy CyberTrace Settings of outgoing alerts about detections.

Format Filtration | Context

H

General >

Actionable fields
Dashboard

RN

%ParamName%:%ParamValue%
Search

2 PO

Indicators

Detections

Research graphs

& T ©

Settings v
General

Service alerts

Feeds
Event sources

Detection alerts

MponncrtamTe B CaMbll HA3 CTPaHULbI U HAOXXMUTE KHOMKY Save.

HacTponkun ons Service alerts Mmo)xeTe 0CTaBUTb MO YMOJHYaHWIO NN U3MEHUTL MO CBOEMY
YyCMOTpeHUto. B faHHOM cLieHapun paccMaTpuBaeTcs U TpebyeTcst B3aUMoaencTBME TOJbKO C
Detection alerts.

HacTtponka KUMA

1. CkavyanTe Habop pecypcoB (HOpManM3aTop U NMPaBuUIO KOPPENSALIMA) MO CCbINIKe U
nmnopTupynTe B KUMA,

HacTponka oborawieHus

BaxxHo! O6orauieHne [oOKHO BbINOJHATLCA MMeHHO MeTonom cybertrace. Meton
cybertarce-http He npumeHmm B paHHOM cny4dae, T.K. B CyberTrace po 5.0 Bepcuwu
BKAOYNTENbHO oboraweHne no APl He [OCTynHO ANA PeTPOCNEKTUBHOW MPOBEPKU U
oTobpa>keHnsa B AeTeKTax.



https://github.com/koalapower/ioc_retroscan

1. HacTtponTe oborauieHne Ha KosnekTopax, rae 3To TpebyeTca No MHCTPYKUUN 13

COOTBETCTBYIOLLENO pa3gena.

HacTpownka KosiiekTopa

1. Ha ware TpaHCNOPT yKa>KuTe TN 1 NopT B COOTBETCTBUM C HACTPOMNKaMM Ha CTOPOHE
CyberTrace.

TpaHcnopT

[NogkniouMTE NCTOYHKK, OT KOTOPOIo XOTUTE Nofy4aTh cobbiTva. MNogpobHee cym. B OHNaH-CNpaBKe.

OCHOBHbIE MapameTpbl LononHuTensHble napameTpbl

KoHHekTop Cozpatb v
Tun* (D tcp v
URL* © 9998

Auditd

Pazpenutens v

2. Ha ware MapcuHr cobbituin Boibepute HopMmannsatop [DEMO] CyberTrace.

3. Ha ware MapwpyTusaumsa npoBepbTe, 4TO B HAabop pecypcoB KosekTopa AobaBfeHsl
cnefyolme TOYKM Ha3HaYeHus:

- XpaHunuwe. [1na oTnpaBkn obpaboTaHHbIX COBLITUI B XPaHUIINLLE.
- KoppensaTtop. na oTnpaBku obpaboTaHHbIX COBLITUI B KOPPENATop.
Ecnm To4kun HasHavyeHna Xpauunuwe 1 Koppenatop He gobaBfieHbl, CO30anTe UX.

4. Ha ware nposepKa napaMeTpoB Ha>XMUTe COXpaHMTb U Cco30aThb CepBHUcC.

5. CkonnpyunTe nosiBUBLUYIOCS KOMaHAy A9 YCTaHOBKU KosuiekTopa KUMA.

HacTpouka Koppenayuu

1. OTkponTe Ha pepakTupoBaHue npasunio koppensumn DO016;CyberTrace;loC Matched By
Retroscan (nn1n D016;CyberTrace;ObHapy>xeHue l1oC B xoae peTpoCNneKTUBHOW NPOBEPKHU)

2. Mepenpnute B CenieKTopsbl - JIoKasibHble NepeMeHHble

3. OTpenakTupynTe 3Ha4YeHne nepeMeHHon core noactasme ceor FQDN wnun IP-agpec appa


https://kb.kuma-community.ru/books/integracii/page/integraciia-cybertrace-s-kuma#bkmrk-%D0%9E%D0%B1%D0%BE%D0%B3%D0%B0%D1%89%D0%B5%D0%BD%D0%B8%D0%B5-cybertrac-1

Ba)xHo! FQDN ons 4aHHOro cueHapus He LOoJIKEeH npesbiwaTb 18 cumBosioB! B ciyvae
6onee pnmHHoro FQDN cneayeT ucnonb3oBaThb IP-agpec.

MoscHeHue orpaHuYeHun

Ccbinka Ha cobbiTue KUMA (nepemeHHas url), koTopas 6byaeT nomelleHa B KOPPESALUNOHHOEe
cobbiTne, HaxoauTcsa B none DeviceExternallD. MakcuManbHas OJIMHA OAaHHbIX B 3TOM MoJe
255 cumBosioB. lMycTon 3anpoc 6e3 FQDN cogepXxuTt 237 CMMBOJIOB, 4TO OaeT BO3MOXHOCTb
yka3aTb FQDN MeHblUe nav paBHbiM 18 cuMBOsiaM.

Mpwn HeobX0AMMOCTN, MOXXHO W3MEHWUTb MarWuHr CCbIJIKM Ha cobbiTue Ha aopyroe noJe,

Hanpumep, Message. Ho B TakoM ciiyyae cchiika byneTt "He knukabenbHas" u Hy>XHO byaeT
KoNMpoBaTb ee 13 cobbiTna N BCTaBNATbL B CTPOKY Bpay3epa.

PepakTupoBaHue npaBuna Koppensauumn

Obwwme CenekTopbl DeicTeng KoppenaTtopsl
MapameTpbl JlokanbHble NnepemerHble
“+ OoBasuts
MepemenHasa 3HaueHne

coIe "kuma.demo.lab:7220"

4. CoxpaHuUTe Npasnsio KoOppenaynn.

5. Mpuesxnte K Koppenatopy npasuno koppensumnm DO16;CyberTrace;loC Matched By
Retroscan

6. O6GHOBUTE NapaMeTpbl CEPBUCA KoppensaTopa.

Pe3synbTaT

B pe3synbTaTe no obHapy>XeHMIo B pe3ysibTaTe PeTPOCNeKTUBHOIo ckHaupoBaHus B KUMA 6yneTt
OTrMpaBJ/ieHO COOTBeTCTBYLWee obHapyXeHue.

Ha ocHoBaHuM faHHOro obHapy>XeHus ¢ NOMOLLbIO NpaBuia Koppenaunn byaneT Bo3BeneH anepT, B
koTopoMm B nosie DeviceExternallD 6yneTt focTynHa ccbisika Ha cobbiTne KUMA, B KoTOpOoM 6b1J10



obHapy>xeHo coBnageHume.

Aneprl >
D016:CyberTrace;loC Matched By Retroscan Hossiii NHdopmaLms o KoppensunmoHHOM cobbitumn <

YposeHs axHocTh

TenantName Main
NHdopmauus o6 anepte

Timestamp 19.12.2024 10:22:58 :613
YpoBeHb BaXHOCTM NPaBuna Koppenaumn MNepsoe nosieneHve TeHaHT Name DO016;CyberTrace;loC Matched By Retroscan
Boicokuin 19.12.2024 10:22:58 Main

StartTime 19.122024 10:22:58:117
HavBbiC1uas BaXHOCTb KaTeropu aKTMB08. Mocnepree nosenenue Mpasyno koppensiuun Endfime 19122024 102258117
Het 3HaueHus 19.12.2024 10:22:58 D016:CyberTrace;loC Matched B

D demo.lab:7220, ?

Wnesmnpurzrop anepra al%22%3A%22SELECT FROM%60events %60WHEREID

27659141b9-d1d7-42d8-a2ab-a5db89b2396¢%27%22%2
eriod%22%3A%7B%22from%22: 1734519990000%

68520581-8aee-4517-8ff2-
df4c0fc77171

DeviceProduct KUMA
CBsi3aHHble cobbITUS

DeviceTimeZone +03:00

= Bpews 4 Wndbopmauus o cobsrman TenanT DeviceVendor Kaspersky
DeviceCustomNumber3 100

v = 19.12.2024 10:22:58 DeviceCi 100, Devi «qwe.0077 x24hr.com:443 , DeviceCustomStringé: Main
- {first_seen":"22.06.2021 14:30","id":"51569005","last_seen™"13.12.2024 D CustomString5
16:00""mask"**.0077 x24hr.com""popularity""1","threat""CnC Win32 Generic","type™*19" "whois"" eviceCustomString!

{"NS""ns1 n: h 3.ch ns4.changeip.com,
ns5.changeip.com","city""miami","country""United "51569005","last_seen""13.12.2024
States”,"created™"29.06.2000°","domain™"x24hr.com","email":"noc@changeip.com’,"expires™29.06.2025","nan opularity™”1""threat""CnC Win32.Ge
operations", org""changeip.com”. registrar_email"-“abuse- neric, type""19","whois""('NS"ns1.changeip.com,
contact@publicdomainregistry.com","registrar_name":"PDR Ltd. d/b/a i

PublicDomainRegistry.com","updated"*24.04.2024°}, RequestUrl: qwe 0077 x24hr.com:443 , FileHash: -

DeviceCustomStringé

D D 1ab:7220/threat-h
search=%7B%22sql ELECT+FRO! OWHERE+ID%3D%27659141b9-d1d7-42d8-
a2ab-
7%22%2C 3A% 1734! 10%22%3A17
19.122024 10:22:58 EndTime: 18122024 14:09:34, D D lassID: 2, D Main 247}
CyberTrace , DeviceReceiptTime: 18.12.2024 14:08:30, DeviceTimeZone: +03:00,, DeviceVendor
Kaspersky , D: 4.4, DeviceCy 1, Devi 2Label: Popularity CorrelationRule DO016:CyberTrace:loC Matched By Retroscan
Service
Haiiru e cobermuax 1 Main Gorrslator
BaseEventCount 1

Mpn HaXaTUW Ha CCbIIKY OTKPOETCA OKHO C COBbITUSIMM C MOAFOTOBJIEHHbIM MOWCKOM U
BpeMeHHbIM OKHOM. 1519 oTobpa)keHns cobbiTus TpebyeTca TOJNIbKO Ha)KaTb Ha KHOMKY BbINOMHUTL
3anpoc. B pe3synbTaTe oTobpa3zntca cobbitme KUMA, B KOTOPOM C MOMOLLbIO peTpoCKaHa
CyberTrace 6b110 HaNOeHO COBMaAEHME NO NHONKATOPY.

COGblTVIﬂ He obrosnsts v 4w 1812.202414:06:30-18... v Storage (Main)

1 SELECT*FROM events WHERE ID='659141b9-d1d7-42d8-a2ab-a5db89b2396¢c"

HaxwmuTe Gtrl + Enter, 4To6bl BHINONHUTS 3anpoc T W
© TV
TenantID ~  Timestamp v Name v DeviceHostName ~  SourceAddress ~  RequestUrl ~
Main 18.12.2024 14:07:44:259 ICAP message processed kwts 10280 5 2. qwe.0077 x24hr.com:443
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