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Mitigator

OaHHbIn ckpunT gobasneH nonb3oBatenem KUMA Community n npegoctasnsetca AS IS 6e3
Kaknx-1mbo rapaHTUM N OTBETCTBEHHOCTMU.

e dadads

CKpUMNT NMo3BOJISIET OCYLLECTBUTb BPEMEHHY0 6/I0KMPOBKY Tpaduka ( tbl ) B NONUTUKE, KOTOopas
noanagaeT noA ykalaHHble napaMeTpbl ( src_ip, dst ip, src_port, dst port, protocol ) Wanm e B
YKa3aHHOW MoJInTUKe.

PPP007?7°707

--server YKa3blBaeM ip afpec cepBepa, MOXXHO 3aXapkKoauTb B cKpunTe B hostnames = ['X.x.X.X',
'y.y.y.y'l # BcTaBuTb CNMCOK XOCTOB

--user yKa3blBaeM MMS NOJIb30BaTENSA, MOXKHO 3aXapKoAUTb B CKpunTe B user = 'login' #
3aMeHNTb JIOrNH

--password yKa3blBaeM MMS MNOJIb30BaTENA, MOXKHO 3aXapKoAuUTb B cCKpunTe B passwd = '‘passwd' #
3aMeHnTb NnapoJib

--policy yKa3biBaeM policy id, ecnn n3BecTHO 3apaHee

-s, --ip_src IP agpec nctoyHmka anst 610KMPOBKU

-d, --ip_dst IP agpec Ha3HavyeHunsa ona 6J10KMPOBKMY

-t, --time BPEMS Ha KOTopoe byaeT 3abnoknpoBaH Tpaduk
-p, --port src MOpPT UCTOYHUKa ANa BNOKNPOBKN

-0, --port_dst [OpT Ha3Ha4YeHUsa oA 61OKNPOBKN

-P, --protocol lpoTokon ans 6;J10KMPOBKMK

P00V 0000000070707
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e ads

mitigator_block

Run script v

mitigator_block.py

-s {{ SourceAddress}} -t 300 -d {{ DestinationAddress}} -p
{{ DestinationPort}} -o {{ SourcePort}} -P {{ TransportProtocol}}

--server ykasbiBaem ip agpec cepeepa, MOXHO 3axapkoavTb B CKpunTe
B hostnames = ["%xx.x', 'yyyy'] # BcTaBuTb cnncok xocTos

--USer ykasbiBaem Mg Nofb30BaTens, MOXHO 3aXapkoanTb B CKpUNTe B
user = 'login’ # 3aMeHnTb NOrMH

--password yka3sbiBaem UMa NoNb30BaTENd, MOXHO 38XapKoanTb B
ckpunTe B passwd = 'passwd’ # 3ameHuTb Nnaponb

--policy ykassieaem policy_id, ecnu naeectHo 3apaHee

-5, —ip_src |P agpec ucTouxnka ana GrokMpoexu

-d, —-ip_dst IP agpec HazHaueHna ona Bnokvposkin

-t, —time Bpema Ha koTopoe byaeT 3abnokmposaH Tpadmk

-p, —port_src MNopT uctounmka ang 6o0KMposKkK

-0, —port_dst MNopT HazHaueHna ang GNoKMpoBKK

-P, --protocol MNpoTokon ana GnoknposkK

CKpunT Ha sA3blke python gocTyneH noa crionepom

mitigator_block.py

#!/bin/python3

import argparse
import json
import ssl

import sys




if sys.version info >= (3, ):
from urllib.request import Request, urlopen
from urllib.error import HTTPError

else:

from urllib2 import Request, urlopen, HTTPError

class RequestEx(Request):
def init (self, *args, **kwargs):
self. method = kwargs.pop('method’', None)

Request. init (self, *args, **kwargs)

# 'add data(str)' removed in Python 3.4 in favour of 'Request.data: bytes'
def add data(self, data):
if hasattr(self, 'data'):
self.data = data.encode('utf-8")
else:

Request.add data(self, data)

# Request.method was added in Python 3.3
def get method(self):
return self. method if self. method else Request.get method(self)

class MitigatorException(BaseException):
def init (self, message):

self.message = message

def str_(self):

return self.message

def parse args():
parser = argparse.ArgumentParser()
parser.add argument('--server', help='Mitigator host')
parser.add argument('--user', help='Mitigator login')
parser.add argument('--password', help='Mitigator password')
parser.add argument('--policy', help='policy ID (as shown in URL)"')
parser.add argument('--no-verify', help='disable TLS certificate validation'

action='store true')



parser.add argument('-s', '--ip_src', required=True, help='IP address to block')

type=int)

parser.add argument('-d', '--ip _dst', required=True, help='IP address to block')
parser.add argument('-t', '--time', required=True, help='block time in seconds',
parser.add argument('-p', '--port src', help='Port src to block', type=int)
parser.add argument('-o', '--port dst', help='Port dst to block', type=int)
parser.add argument('-P', '--protocol', help='Protocol to block')

return parser.parse_args()

def make request(hostname, uri, method=None, token=None, policy=None, data=None,

parameters=None) :

url = f'https://{hostname}/api/v4/{uri}’

if parameters is not None:

url f'https://{hostname}/api/v4/{uri}?{parameters}’
request = RequestEx(url, method=method)
if token is not None:
request.add header('X-Auth-Token', token)
if data is not None:

request.add data(json.dumps(data))

ctx = ssl.create default context()
ctx.check hostname = False
ctx.verify mode = ssl1.CERT_NONE
ctx = ctx
try:
response = urlopen(request, context=ctx)
except HTTPError as e:
try:
raise MitigatorException(e.fp.read())
except IOError:
raise e

return json.load(response)['data']

def block traffic(hostname, token, options, policy id):

#BHOCUM BO BpeMeHHyWw O/0KMPOBKY ip ampec



if policy id:
tbl install = make request(hostname,
f'tbl/items?policy={policy id}&no logs=false&source=1',
token=token,

method="'POST"',

data={
"items": [
{
"prefix": options.ip src,
"ttl": options.time
}
]
)

tbl install check = make request(hostname, f'tbl/list?policy={policy id}',
token=token, method='GET")

def search policy(hostname, token, options):
data request = "'
if options.ip src is not None:
data request += f'src address={options.ip src}'
if options.ip dst is not None:
data request += f'&dst address={options.ip dst}'
if options.port src is not None:
data request += f'&src_port={options.port src}'
else:
data request += '&src port=88' # ob6f3aTenbHblii napameTp npu 3anpoce policy id, Ho B
NMoMMTUKE MOXeT ObiTb He HaCTpOeH, MOACTaBfAEM MPOW3BOJIbHbIN
if options.port dst is not None:
data request += f'&dst port={options.port dst}"'
else:
data request += '&dst port=88' # ob6a3aTenbHblii napameTp npu 3anpoce policy id, Ho B
NonMTUKe MoOXeT ObiITb He HaCTpOeH, MOACTaBMAEM MPOW3BOJIbHbIN
if options.protocol is not None:
data request += f'&protocol={options.protocol}’
else:
data request += '&protocol=TCP' # ob6s3aTenbHbli NapamMeTp npu 3anpoce policy id, Ho
B NONUTUKE MOXeT ObiTb He HAacTpOeH, MOACTaBMISiEM MPOU3BOJIbHbLIN

policy request = make request(hostname, f'policies/by inbound packet', token=token,



method="'GET'
policy i

return p

if  name
options
if optio
host
else:
host
if optio
user
else:
user

if optio

passwd

else:

passwd

for host
url

try:

passwd})

exce

Revision #2

, parameters=data request)

d = policy request.get('policy id"')
olicy id

== "' main_ ':
= parse_args()

ns.server is not None:

names = [options.server]

names = ['x.x.x.x', 'y.y.y.y']l # 3aMeHUTb CNUCOK XOCTOB
ns.user is not None:

= options.user

= 'user' # 3aMeHUTb NOruH

ns.password is not None:

options.password

'passwd' # 3aMeHuTb nNaposb

in hostnames:

prefix = f"https://{host}/api/v4"

data = make request(host, 'users/session', data={'username':

token = data['token']
if options.policy is None:
policy id = search policy(host, token, options)
block traffic(host, token, options, policy id)
else:
block traffic(host, token, options, options.policy)
pt:

continue
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user,

'password’:



