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NHdopMaumns, npuBefeHHas Ha OaHHOW CTpaHuue, ABageTcsa pa3paboTkonm KoMaHAbl pre-
sales u/unmn community KUMA un HE aBnsieTcsa odunumanbHON peKoMeHaaumMen BeHO0pa.

?7??7°7?°?7?7?7? Telegram

1. B Telegram Haxogum 6oTa: https://t.me/BotFather

2. 3anyckaem KOMaHOon /start

What can this bot do?

BotFather is the one bot to rule them all. Use it to create new bot
accounts and manage your existing bots.

About Telegram bots:
https://core.telegram.org/bots

Bot APl manual:
https://core.telegram.org/bots/api

Contact @BotSupport if you have questions about the Bot API.
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3. Co3pnaeM HoBoro 60Tta KOMaHOOWM /newbot

4. BBooum »Kenaemoe mma U nornH 6oTa (Oos/KeH 3aKaH4YMBaTbCA CJIOBOM bot ). B gaHHOM
npumepe nma 6ota "KUMA DEMO" n noruH 6ota "kumademo_bot".


https://t.me/BotFather

/newbot

Alright, a new bot. How are we going to call it? Please choose a
name for your bot.

KUMADEMO g

Good. Now let's choose a username for your bot. It must end in
“bot . Like this, for example: TetrisBot or tetris_bot.

kumademo_bot

5. Mo 3aBepLUeHnM Nony4yaeMm ToKeH ans obpalleHns K 60Ty 1 CCbIIKY Ha Hero

Done! Congratulations on your new bot. You will find it at

t.rm ] T . You can now add a description, about
section and profile picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool
bot, ping our Bot Support if you want a better username for it. Just
make sure the bot is fully operational before you do this.

Use this token to access the HTTP API:

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a descripti he Bot AP, see this page:

6. Ecnn nnaHnpyeTcsa ncnonb3oBaTh 60Ta B rpynne, a He B JINYHbIX CO0OLLEHNAX, TO HEOBX0AMMO
N3MEeHUTb HAaCTPOMKW NpuUBATHOCTWU. [ns 3Toro BBOAWUM /mybots, BblbMpaem cBoero 6oTa u3
cnucka, Bblbupaem Bot Settings, Group Privacy v Bbibupaem Turn off. Nocne atoro 60T cMoXeT
oTNpaBnATb coobweHns B rpynnax.

7. Danee nepexoamm B cBoero 60Ta no ccbisike nosydyeHHoW oT BotFather v BbiNONHSIEM KOMaHOy
/start pnsa 3anycka 6oTa.

8. lna oTnpaBKu cooblleHns oTaesibHOMY MoJib30oBaTeslo HeobxoanMo HavyaTb Anasor ¢ 6oTom, a
Takxe y3HaTb chat_id aToro nonb3osaTtens. Ytobbl y3HaTh chat id nonb3oBaTens 3axogmm B 60Ta

https://t.me/getmyid bot n BBoagnmM KomaHAy /start . MNony4eHHoe 3Ha4veHue chat id noTpebyeTtcs
B OajibHenwem s oTnpaBku coobleHn 60Tom



https://kb.kuma-community.ru/uploads/images/gallery/2023-08/UI2image.png
https://t.me/getmyid_bot

Your user 1D;
Current chat ID: W=

9. Y106kl OTNpPaBNATbL coobweHne 60oToM B rpynny Heobxoammo y3HaTb chat_id aTon rpynnel. Ons

3TOro B Co3daHHYyto rpynny Heobxogmmo npurinacuTb 6oTa https://t.me/getmyid bot n oH BbiBEOET

chat_id rpynnbl (B none Current chat ID), koTopbin NnoTpebyeTca B AajibHenWweM OS19 OTrpaBKu
yBeagomnaeHun. NMocne nonyyeHuns id 60Ta HY)>KHO yaanuTb U3 rpynnbl.

10. Tenepb MOXHO OTMNPaBUTb TeCToBOe cooblieHne 60Ty HabpaB B CTpoke bpay3epa KOMaHAOYy:

https://api.telegram.org/bot<token>/sendMessage?chat id=<chat id>&text=test

MoncTtaBMB BMeCTO <token> U <chat id> 3Ha4YeHWs MoOsyyYeHHble paHee. B pe3ynbTaTe B JIMYHOM
yaTe unu rpynne (B 3aBUCUMOCTN OT BbibpaHHOro cnocoba) AO/HKHO MOSBUTLCSA YBEOOMJIEHME, a B
oTBeTe 6bpay3epa JSON He fos/mKeH cogep)xaTb ownboK.

11. NMocne npoBepkn paboToCcNoCoOHOCTM BOTa MOXKHO NMepPexoanTb K HACTPONKE OTNpPaBKM
yBe4OMJIEHUIA.
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1. Co3panTe CKpuUNT yBEAOMJIEHUS

B I'IpOCTeI7ILIJeM Bunae CKpuUnT OTrNMpaBKN yBeAOMJ1IEHUA BbIrNAONT CJIEAYHOLLNM o6pa30M:

#!/bin/bash

set -eu

CHAT ID=<chat id u3 n.8-9 npegbigywero paspena>

TG_TOKEN=<token u3 n.5 npepsigywero paspgena>

RULE=$1

TEXT="Mpon3sowna cpabotka npaBuna <b>$RULE</b>"

curl --data-urlencode "chat id=$CHAT ID" --data-urlencode "text=$TEXT" --data-urlencode
"parse mode=HTML" https://api.telegram.org/bot$TG TOKEN/sendMessage


https://t.me/getmyid_bot

B cnyyae, ecnu y cepBepa KoppenaTopa OTCYyTCTBYeT NpsAMON JOCTYN B IHTEPHET, CKPMAT MOXKHO
MoancdurumpoBaTh A06aBMB aapec NpoKcu-cepBepa A5 AocTyna B MHTepHeT

#!/bin/bash

set -eu

CHAT ID=<chat _id u3 n.8-9 npegbigywero paspgena>

TG _TOKEN=<token u3 n.5 npepgbinpywero pasgena>

RULE=$1

TEXT="Mpou3owna cpabotka npasuna <b>$RULE</b>"

PROXY=<appecC u nopT nNpoKCu-cepsBepa>

curl --proxy $PROXY --data-urlencode "chat id=$CHAT ID" --data-urlencode "text=$TEXT" --data-
urlencode "parse mode=HTML" https://api.telegram.org/bot$TG TOKEN/sendMessage

Ewe oguH BaApPUaHT CKpuUnTa

Ewe oavH BapmnaHT CKPpUNTa, KOr4a B Ka4YeCTBe aprymMeHTa nepenaem ciepytowve nons
“{{.Timestamp}} | {{.Name}} | {{.DeviceHostName}}":

#!/bin/bash
set -eu

CHAT ID=<chat id u3 n.8-9 npepbigywero pasgena>
TG _TOKEN=<token u3 n.5 npepgbigyuwero pa3sgena>

RULE=$1

# writing local log of arguments

echo $(date +"%d-%m-%Y %T.%3N") - $RULE >> /opt/kaspersky/kuma/correlator/0b9200ae-d5a9-
41ce-bf7b-c16814ed9524/scripts/bot.log

# escaping spec characters in argument except \s \|

RULE=$(echo $RULE | sed 's/[][\~ '@#$%"&*()=+{};:"'""'""'"<>/?-1/\\&/g")

#try to beautify alert if arg is like "{{.Timestamp}} | {{.Name}} | {{.DeviceHostName}}"
{

TIME=$(date -d @$(($(echo $RULE | cut -d "|" -f 1)/1000)))

NAME=$ (echo $RULE | cut -d "[|" -f 2)

HOST=$(echo $RULE | cut -d "|" -f 3)



TEXT="a[JAnept %0AMpasuno: <b>$NAME</b> %0ABpems: $TIME %0AXocT: $HOST"
FALA
#else if can't beautify

TEXT="a[JAnept %0AMNpasuno: <b>$NAME</b> %0"

curl -XPOST
"https://api.telegram.org/bot$TG_TOKEN/sendMessage?chat id=$CHAT ID&text=$TEXT&parse mode=

html"

I'IonyqaeM aJlepT Bnaa.

1 Anept

Mpasuno: [T,I] Data Compressed
Bpemsa: Thu Nov 30 01:00:13 MSK
2023
XocT: kb

2. MomecTuTe CKPUNT B Nanky KoppensTopa, yBeaoMaeHus o cpaboTkax KoToporo Heobxoammo
OTNpaBAATb Yepes Tenerpam-6oT

MyTb o4 pa3MeLlleHns ckpunTta
/opt/kaspersky/kuma/correlator/<id>/scripts/

<id> - NOEHTUPUKATOP KoppensTopa, MOXXHO HanTn B Beb-nHTepgence (ccbinka)

3. Ha3Ha4ybTe nonb3oBaTena kuma snagensuem gansia n gante anny npasa Ha BbINOJIHEHNE

chown kuma:kuma /opt/kaspersky/kuma/correlator/<id>/scripts/bot.sh

chmod +x /opt/kaspersky/kuma/correlator/<id>/scripts/bot.sh
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1. B Beb-uHTepgence KUMA nepengnte Ha BkNaaky Resources, BoibeprTe Response 11 HaXxmuTe
Ha KHornky Add Response.
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2. 3apanTe NnapaMeTpbl NpaBuia pearnpoBaHns

B nosie Name ykaxxute nmd npasusia pearmnpoBaHus.

YKaXXuTe TeHaHT.

B none kind BbibepuTe script.

3aganTte nMma ckpunTta B nosie Script name.

B kayecTBe aprymeHTa ykaxute {{.Name}} - TaKk B Ka4yecTBe apryMeHTa BbINOJIHEHUS
ckpunTa byneT nepefaBaTbCsa UMSA KOPPENALNOHHOIO cobbiTnS.

3. lanee nepengnte B HACTPOMKKN KOppensaTopa, KoTopbln 6yaeT BbINOHATL pearnposaHme Ha
Bkagke Response HaxxmnTe Add 1 13 BbiNagatowero cnmcka BoibepuTe co3gaHHOe paHee
npaBuJIo pearnpoBaHunS.

G L
@ onom Response

Global variables In response rules you can define what action should be taken if correlator finds a threat. For details see Online Help.

Correlation
*Response rule Bot alert v
Entichment
*Kind script v
) Response

Timeout
Routing

. *Script name
Setup validation

¢ o © © © o

Script arguments

Workers

Filter Create new v

Conditions

4. ObHOBMTE MapaMeTpbl CepBUCA KOppeNsTopa

5. Pe3ynbTaT paboTbl CKpunTa NMpeacTaB/IEH HMXKE

.90 1 KUMA DEMO
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MNpowzowna cpaboTka npaenna 4.4_HalgeH HOBLIM MCTOUYHWEK
cobbIThiA
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