
??????? (??????) ???? ???????? ??? ????????? ??????????? ????????? ??????? ?? ????????

???? ?? ????????? ?????? ? ?????????????? ????? ???????????????? Python3. Tracer.py

??????????? ??? ???????? ?????????? ?????????? CyberTrace, ? ???????????? ??????? ?????

???????? ??????? ?????????? Threat Intelligence. ??????? ????? ???????? ??? ?? Linux (

?????????????), ??? ? Windows ?????????? (??).

?????? ????? ????????? ?? ?????? ? ???????-???? ????????.

??????????? ?????????? ??? ?????? Tracer.py:

import socket

from select import select

from signal import signal

from sys import platform

from re import match

from datetime import datetime

from dateutil.relativedelta import relativedelta

??? ????????????? TCP_FASTOPEN (?????????????) ?? ?? Linux ????????? ??????? ????:

??????????????? ?????? ??? Tracer.py:

Обогащение произвольного поля с
утилитой Tracer

??????????, ??????????? ?? ?????? ????????, ???????? ??????????? ??????? pre-sales ?/???

community KUMA ? НЕ ???????? ??????????? ????????????? ???????.

Для продвинутых пользователей! ??? ?????? ? Tracer.py ????????? ??????

???????????????? Python3

echo 3 > /proc/sys/net/ipv4/tcp_fastopen
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SERVER = "127.0.0.1" (?????? ???? 14) - ??????? IP-????? ??? ?????????????

PORT = 16666 (?????? ???? 15) - ??????? ???? ??? ?????????????

?????????? ??????? ???????????? ? ??????? 72-74, ? ?????????? somedata ?????

???????? ???????????? ?????? ?????????? ????? ???????? (?? ?????, ??, GET ????????

? ?.?.), ???? ????? ???????????? ? ?????? ???? (?? ?????? 74 ???? -

extraInfo=KUMA_THE_BEST_SIEM) ? ???????????? "|"

?? ??????? KUMA ????? ????????? ????????? ??????????:

?? ???????? ????, ??????????? ???????? ???? Code ? ?????????????? ? ????? Tracer - url.

?????????????????? ??????? ?????????? ~ 50 EPS, ??? ????????????? ????????? Enrichment: 50

connections ? 100 RPS.

??? ?????????? ??????? ???????? ????????? ??????????? ??????:

???????? ???????????? ?????? ???? url ? ?????????????, ?? ???? ????? ?????????

???????????? ??????
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??? ??? ???????????? "???????????" ???????? ?????????? ? ????? ?????????? ??????? (

???????????? ????????) ?????? ?????????? ????:
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