Nessus 1 OWASP ZAP

B KUMA MOXXHO MMMNOPTMPOBaTb CBEAEHUS 00 akTMBaxX U3 OTHETOB O pe3yJibTaTaX CKaHWPOBaHUS
yCTponcTB ¢ nomoulbto Nessus, OWASPZAP, cnctemMbl KOHTPOAS 3alLULLEHHOCTY U COOTBETCTBMUSA
CcTaHgapTam. WMmnopT nponcxoaunT Yepe3 APl C MOMOLLbLIO YTUIINTBI import_asset Nessus_ OWASP.py

(ckpunT HaxoauTcsa B lNpecenn-MNak B nanke Assets [cCbi/IKa AOCTYyMNHa U3 Jucknenmepal).

NmnopTupoBaHHbIe akTUBbLI 0ToBpa)katoTcs B Beb-uHTepderice KUMA B pasgene AKTuBbI. [Npn
HEeobX0OMMOCTN Bbl MOXKETE pefaKTUPOBaTb NMapaMeTpbl aKTUBOB.

[lpenBapuTenbHble HacTponkn B KUMA

Co3panTte Nosib30BaTeNs C POJIbIO FaBHbIM aAMUHUCTPATOP CO C/eAyOWNMN NPaBaMm
poctyna pnsa API:

e GET /tenants
e GET /users/whoami
e POST /assets/import


https://kb.kuma-community.ru/

[lpaBa gocTtyna Yyepes API X

GET Jactivelists

GET falerts

GET Jassets

GET jdictionaries

GET feventsjclusters
GET Jresources

GET jresources/download)id
GET fservices

GET Jsettings/id/id

GET faystem/backup
GET jtenants

GET jusers/whoami
POST /activeListsfimport
POST jalerts/close

POST jassets/delete
POST fassets/import
POST jdictionariesjupdate
POST fevents

POST fresources/export
PQOST [resources/import
POST [rescurces/ioc

POST jresources/upload

O00000080008E80 000000000

POST [fsystem/restore

CoxpaHWTL

CoxpaHuTe HAaCTPOMNKWN, CreHepUpPYHUTe TOKEH 1 OTAE/NIbHO COXPAaHUTE ero, HanpuMmep, B KaKoM-
nmbo TekcToBOM pefakTope. Haxxmute COXpaHUTb.

[lobaBbTe MONOJIHUTENIbHEO NoJie C Ha3BaHueM «Description» B pa3aene MNapameTpbl - AKTUBbI
- Monb3oBaTenbCcKmue aTpubyThHI.


https://kb.kuma-community.ru/uploads/images/gallery/2023-12/FBZimage.png

AKTWUBBI

MpPM YGaneHWn HACTPENBaEMbIX NONEN TAKXE YAANAIOTCH COJEPHALMECH B HAX QaHHBIE.

MNMonb3oBaTensckue aTpubyThl

Macka (perynapHoe BsipakeHns,
HassaHne JHauSHWE MO YMONYEHWKD
RE2)

Description »

CoxpaHuTe N3MeHeHMS.

MIMnopT oT4yeTa OoT Nessus

Mpumep otyeTa oT Nessus B hopmaTe CSV:

Plugin ID,CVE,CVSS v2.0 Base Score,Risk,Host,Protocol,Port,Name,Synopsis,Description,Solution,See Also,Plugin
Output,STIG Severity,CVSS v3.0 Base Score,CVSS v2.0 Temporal Score,CVSS v3.0 Temporal Score,VPR
Score,Risk Factor,BID,XREF,MSKB,Plugin Publication Date,Plugin Modification Date,Metasploit,Core

Impact, CANVAS

"70658","CVE-2008-5161","2.6","Low","1.2.3.9","tcp","22","SSH Server CBC Mode Ciphers Enabled","The SSH
server is configured to use Cipher Block Chaining.","The SSH server is configured to support Cipher Block
Chaining (CBC)encryption. This may allow an attacker to recover the plaintext messagefrom the ciphertext.Note
that this plugin only checks for the options of the SSH server anddoes not check for vulnerable software
versions.","Contact the vendor or consult product documentation to disable CBC modecipher encryption, and
enable CTR or GCM cipher mode encryption.","","The following client-to-server Cipher Block Chaining (CBC)
algorithmsare supported:3des-cbcaes128-cbcaes192-cbcaes256-cbcblowfish-cbccast128-cbcThe following
server-to-client Cipher Block Chaining (CBC) algorithmsare supported:3des-cbcaes128-cbcaesl192-cbcaes256-
cbcblowfish-cbccast128-
cbc",",","1.9","","2.5","Low","32319","CERT:958563;CWE:200","","2013/10/28","2018/07/30","","",""

Hanee Heob6xoOMMO XanyCTUTb CKPUAT import_asset Nessus OWASP.py MO 3TOMY OTYeTY yKa3aB
HeobxoaVMble NapaMeTpbl OJ19 ero KOPPEKTHOIO 3anycka. BO3MOXXHbIe onuun CKpUnTa:

# python import_asset.py --help
usage: import_asset.py [-h] --kuma KUMA --token TOKEN --tenant TENANT --vendor {Nessus,OWASPZAP} --
filepath FILEPATH
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options:

-h, --help show this help message and exit
--kuma KUMA IP agpec cepsepa KUMA
--token TOKEN TokeH API

--tenant TENANT Nma TeHaHTa

--vendor {Nessus,OWASPZAP} HaunmeHoBaHWe BeHOOpa

--filepath FILEPATH MyTb 0o oT4yeTa

Mpumep 3anycka no oT4eTy Nessus:

python3 import_asset Nessus OWASP.py --kuma 10.68.85.126 --token 98417b064c2a5cdfdf6bd011126c6453 --

tenant Main --vendor Nessus --filepath C:\Users\ose\Downloads\nessus.csv

B KUMA akTuB byneT BbIrnaauT cnegyoowmm obpas3om:

NHdopmaumsa ob akTiee X

[ynanm ] [ thekm] [ Pearnpoeanne KEDR ]

Hazaakwe
1239

Teuaut

Main

McTounme axTnaa

Coaga Bpy4HYD

HnexTndmrarop
53dc3630-a855-4308-25e8-92eed8faf0dc

Coagano
12.12 2023 18:04:45

Mocnenxee ofkoenenne
12122023 18:18:09

IP-appec
1239

Bnaneneu
asset-api

Kareropus KU
MHOopMaumMoHLil pecype He AznAeTes ofuvexkTom KK

+ Hactpausaeusie nona

Description

CoanaHo Ha OCHOBE 0T4YETa cucTems Nessus.

> Kateropum

v [lpyrie yssaumocTi

= S55H Server CBC Mode Ciphers Enabled
CVE 1:CVE-2008-5161

NWmnopT oTt4yeTa oT OWASP ZAP

Mpumep otyeTa oT Nessus B hopmaTe CSV:
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"@programName": "OWASP ZAP",
"@version": "2.13.0",
"@generated": "Mon, 25 Sep 2023 11:43:20",
"site": [
{
"@name": "https://demo.lab",
"@host": "demo.lab",
"@port": "443",
"@ssl": "true",
"alerts": [
{
"pluginid": "10035",
"alertRef": "10035",
"alert": "Strict-Transport-Security Header Not Set",
"name": "Strict-Transport-Security Header Not Set",
"riskcode": "1",
"confidence": "3",
"riskdesc": "Low (High)",
{111 "reference": "https://ya.ru",
"desc": "<p>HTTP Strict Transport Security (HSTS)"

HDanee Heob6xoOMMO XanyCTUTb CKPUNT import_asset Nessus OWASP.py MO 3TOMY OTYETY yKa3aB
HeobxoaVMble NapaMeTpbl AJ19 ero KOPPEKTHOIO 3anycka. Bo3MOXXHble onuun CKpUnTa:

# python import_asset.py --help
usage: import_asset.py [-h] --kuma KUMA --token TOKEN --tenant TENANT --vendor {Nessus,OWASPZAP} --
filepath FILEPATH

options:
-h, --help show this help message and exit
--kuma KUMA IP agpec cepsepa KUMA
--token TOKEN TokeH API
--tenant TENANT Nma TeHaHTa

--vendor {Nessus,OWASPZAP} HaumeHoBaHue BeHOoOpa



--filepath FILEPATH MyTb 0O OoTYeTa

Mpumep 3anycka no ot4ety OWASP ZAP:

python3 import_asset Nessus OWASP.py --kuma 10.68.85.126 --token 98417b064c2a5cdfdf6bd011126c6453 --
tenant Main --vendor OWASPZAP --filepath C:\Users\ose\Downloads\owasp.json

B KUMA akTuB byneT BbIrnaanT cnegytowmm obpasom:

MHbopmaLng o6 akTuEe

[ Yoanute ] [ ManenuTs ] [ Pearvpoeasune KEDR ]

Hazgaune
demo.lab

Teuaut

Main

MeTounmk akTiea
CoanaH BRYHHYD

HnsxmudmkaTop
0f285393-8d26-4809-b33d-7857435d9dde

Coanano
12.12 2023 18:10:59

MNocnenqes ofkoeneqme
12.12 2023 18:18:09

Bnaneney
asset-apl

MoMHOE NOMEHHOE HMA
demo.lab

Kateropwa KA
MHgopMaLmonHil pecypc He senserce ofsextom KK

v HacTpansasmele nena
Description
Coanano Ha DCHOBE OTHETa cHCTemsl OWASP ZAP.

» Kareropum

w [pyrve yaasnmMocTH

= 10035 e Strict-Transport-Security Header Not Set [
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