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?????????????? ???????? ?????? ??? ?????? ??????. ???????  ??? ?????? ?????? ???? ??????? ?

???????? ??????.

?????? ?????????????? AD:

???????? ????? ???? - example.com

?????????? ?????? - dc-01.example.com

???????? ????? - subdomain.example.com

? ???????? ?????? ???????:

OU «KUMA subdomain»

Universal ?????? ????????????: «kuma_subdomain_analyst», «kuma_subdomain_admin»,

«kuma_subdomain_operators»

????????????: subdom_admin, subdom_analyst

???????????? ???????? ??????? ??????????????? ?????: 

Интеграция KUMA с Active Directory (AD)

??? ?????????? ? AD/ADFS ????? ????? ?????? ????? ?? ????????, ????????????

????????????? ????????? NTP

Get-ADUser -Identity subdom_analyst -Properties CN,memberOf,UserPrincipalName
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Base DN – ???????? ????? (не обязательно весь корневой домен , ??????? ?? ?????? AD)

URL – ??????????? ????????? ??????, ???? ??????????? ???????? (обязательно)

?????:

??? ?????? ??????? ?????? ???? UNIVERSAL

? ????????????? ? AD ?????? ???? ???????? ??????? email

Настройки KUMA 
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????? – ??? ??????? ??????? ?????????? DistinguishedName ?????, ??????????????? ??????

???????.

?????????? ?? ????? ? ?? ????????????: https://support.kaspersky.com/help/KUMA/2.1/ru-

RU/218031.htm 

?????? ??????:
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?????????????? ??????? ?????????? ?? ???????? «наименьших прав». ???? ??????

???????????? ???????????? ??????? ?????????? ? ??????? ?????? ???????.

????????: kuma-analysts ? kuma-admins, ?? ???????????? ??????? ????? ?????????.

???????, ??? ???????? ?????????? ?? ?????????? ? ????????? ??? ?????????? ? ??????,

?????????? ?? ?????? ???????? ???????????? ? ??????????????? ????? ??????, ?? ???

? ??????? ?? ?????? ??????.

??? ???????? ??????????????, ??? ??????? ?????? ? KUMA ?? ?????????. ????? ??? ?????????,

???????? ???????? ????? ? ?????? ? ? ???? ?????? KUMA ???????? ? LDAP.

??? ??????????????, ???????????? ?????? ? ??????? ???? ???????? ?????? ? ??????? UPN

(user@example.com) ?, ?? ????????? ???????? ???? ?????? ? ??? ??? ???? ??????, ????????????

??????????????? ?????? ? ?????? ???????? ? ?????????? ???????.

????????????? ??? ???????? ??????? subdom_analyst@subdomain.example.com

???????? ????? ???? analyst ? ??????? Main

?????? ????? ? KUMA ? ???????? ??????? ??????? (kuma-admin@sales.lab):

Результат
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???? 3268. ???? ???? ???????????? ??? ????????, ?????????? ??????????????? ???

??????????? ????????. ??????? LDAP, ???????????? ?? ???? 3268, ????? ????????????

??? ?????? ???????? ?? ???? ????. ?????? ????? ???? ?????????? ?????? ????????,

?????????? ??? ?????????? ? ?????????? ???????. ????????, ????? ???????????? ??

????? ???? ????????? ????? ???? 3268, ??? ??? ???? ??????? ?? ????????????? ?

?????????? ???????.

???? 389. ???? ???? ???????????? ??? ??????? ?????????? ? ?????????? ???????????

??????. ??????? LDAP, ???????????? ?? ???? 389, ????? ???????????? ??? ??????

???????? ?????? ? ???????? ?????? ??????????? ????????. ?????? ?????????????

?????????? ????? ???????? ??? ???????? ???? ????????. ????????, ?????? ?? ???? 389

????? ???? ??????????? ??? ????????? ?????? ????????????.

??? ?????????? ? SSL ?????????? ???????????? ?????????? Active Directory. ? KUMA

?????????????? ???????? ????? ??????????? X.509 ? Base64. ??????????? ???? LDAPS

- 636.

????? API ????? ???????? ?????? ??? ?????????? ?????????????, ?? ?? AD

Порты AD

Полезные команды
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