Cheat Sheet no
nHterpaunam KATA ¢ KUMA

BBenoeHue

B KATA Bepcun 7.0 NossBUNNCb HOBble BO3MOXXHOCTU U uMHTerpaumm ¢ KUMA. OaHHada cTaTbs
HanpasJ/leHa Ha YrnpoLleHne BOCMPUATUA LaHHbIX WHTErpauuin, a Tak>Xe arperauum Ha OOHOW
CTpaHnUe BCEX NHCTPYKLUNM MO B3aMMOAENCTBUIO AAHHbLIX CUCTEM.
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Y10 Takoe KATA Alerts?

Bknanka Alerts B Beb-uHTepgence KATA
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Y10 Takoe User activity?
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Bknagka Logs - User activity B nHtepcence KATA

If logging is enabled, information about all actions in the web interface is saved in user_actions.log files.

The files are kept for 20 days.

@ Enabled

Event logging

Download /

Kak HacTpouTb OTMNpPaBKy anepToB 1 genctenn rnosb3oBaTenen KATA B KUMA - cchlfiKa

Y10 Takoe EDR telemetry?

All events (10,000 events+)
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System event log
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Bknagka Threat hunting B Beb6-uHtepdence KATA
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Host name

WIN10_BN.evilcorp.local

'WIN10_BN evilcorp local

WIN10_BN evilcorp.local

testlena-virtual-machine

WIN10_BN evilcorp.local

Details

File: C:\Users\kscadmin\AppData\Local\Temp\aria-debug-11576.log

Operation type: File created Hash: SHA266 MD5

File: C:\Users\kscadmin\AppData\Local\Microsoft\OneDrive\19.043. 0304.0013\FileCoAuth.exe
lash: SHA256 MD5

File: C:\Users\kscadmin\AppData\Local\Microsoft\OneDrive\19.043.0304.0013\FileCoAuth.exe
Hash: SHA256 MD5

Event type: Service started

Operation result: Success

Key path: HKLM\SYSTEM\ControlSet00N\Services\W32Time\Config

Operation type: Registry modified Value name: LastKknownGoodTime Value data "Ox1dbéeb3858a3b1s”


https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kata

Kak HacTpouTb oTnpaBky TenemetTpumnm EDR B KUMA - ccbinika

Y10 Takoe NDR events?

Bknaaoka Network traffic events B Beb6-uHTepdence KATA

Lastseen|¥ V¥ Title Sco.. ¥ Source ¥ Destination ¥ Prot. V¥ Techn.. ¥ Totala.. ¥ D v Stat...
2025-02-11 14:44:50. o Cpaborano npauno us Habopa ndr (cuctembili Habop npasm 96 i i LY UbP 1os 18 20776 9
2025-02-11 14:42:39. « Cpa6otano npaeuno us Habopa ndr (cucTembiii Habop npasm 96 i b e L T ubP Ios 28 20769 9
2025-02-11 14:36:31.. o Cpaborano npaeuno us Habopa ndr (cucTemHbili Habop npasm 96 CCLERT B Y ubP 1os 5 20775 9
2025-02-11 14:22:30.. * CpaGorano npasuno us HaGopa ndr (cucTemHbiii Habop npasw. 96 [CCTERT L L Y UbP oS 5 20772 9
2025-02-11 14:16:14..  OBHapyxenb npuarakin ARP-ciydwkra 8 ARP-oTseTax 9 ARP oS 2 20788 é
2025-02-11 14:16:14..  OBHapyxenb npusHakit ARP-cyduhra 8 ARP-oTseTax 9 ARP oS 13 20782 =
2025-02-11 14:10:14. o OBHapyxenbi npuaaki ARP-cnyduhra 8 ARP-oTseTax 96 ARP oS 58 20786 =
2025-02-11 14:09:50.  OBHapyxenbi npuataki ARP-cnydwHra B ARP-oTaeTax 96 ARP Ios 38 20787 9
2025-02-11 13:45:36..  OBHapyxenbi npuaHaki ARP-cnydwhra B ARP-oTaeTax 9 ARP oS 145 20771 9

Y10 Takoe NDR Audit?

Bknagka Logs - Audit B Beb-nHTepdence KATA

Date and time |5 ¥V  Action V  Result vV User V  Usernode V  Description
2025-02-11 15:22:17 OTkpoiTUe Crincka 3amucedt ayanTa © Success e e =] (900003) OTipoIT criucox 3anucedt ayava. Konuectso aanuceit & crincke: 1699
2025-02-11 15:16:07 Monkniouenvte uepes se6-uHTepdelic © Success R = ( n NDR/dronov_adm y uepes seb i
2025-02-11 15:16:07 Monkniouenvte uepes se6-uHTepdelic © Success e =] ( n NDR/dronov_adm y uepes 86 i
2025-02-11 15:14:44 OTkpoITUe Crincka sanucedt ayanTa © Success PR =] (900003) OTipoiT crcox 3anucet ayanTa. Konuectso aanucet & crincke: 1696
2025-02-11 15:09:32 MoaKniovenve vepes Be6-nHTepdeiic © Success W e =] ( n NDR/dronov_admy uepes Beb i
2025-02-11 15:08:11 MoaKniovenmte vepes Be6-nHTepdeiic © Success L =] (2000001) Mons3osatens NDR/dronov_sso yCrewo Noakiouncs yepes seb-uaTepdeiic.
2025-02-11 15:06:49 Moaniovenvte vepes Be6-nHTepdeiic © Success [FE- =] ( n NDR/sso ycnewro P i
2025-02-11 15:06:32 Vsmenenme cratyca coboimus © Success b e s =] (1900001) CoBbiTuio npycaoer craTyc OBpaboraro. ID coBbrmvst 20745,

2025-02-11 15:06:32 Viamenenme cTatyca coboimus © Success [FERE TR =] (1900001) CoBbrTuio npycaoer craTyc OBpaboraro. ID cobbrvs 20744

Y10 Takoe NDR Application messages?

Bknapgka Logs - Application messages B Beb-uHTepdence KATA


https://kb.kuma-community.ru/books/podkliucenie-istocnikov/page/kedr-51-telemetriia-edr-po-api

Date and time |

2025-02-11 14:35:30

2025-02-11 14:35:29

2025-02-11 13:35:30

2025-02-11 13:35:29

2025-02-11 12:35:30

2025-02-11 12:35:29

2025-02-11 11:35:30

2025-02-11 11:35:29

2025-02-11 10:35:30

2025-02-11 10:35:29

v

Status

© Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

@ Normal operation

©® Normal operation

Node v

cd9d3244-3a04-4bae-86al-08166196c...

cd9d3244-3a04-4bae-86a1-08166196¢..

cd9d3244-3a04-4bae-86al-08166196¢...

cd9d3244-3a04-4bae-86a1-08166196¢C...

cd9d3244-3a04-4bae-86al-08166196c

cd9d3244-3a04-4bae-86al-08166196c..

cd9d3244-3a04-4bae-86al-08166196¢..

cd9d3244-3a04-4bae-86a1-08166196¢C...

cd9d3244-3a04-4bae-86al-08166196c .

cd9d3244-3a04-4bae-86al-08166196c...

System process

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

ProductServer

Message

(2000004) YcraHoeka 06HOBNEHWIT HE BeINONHEeHa, Tak kak 6a3bl MPorpaMMbl aKTyanbHb.

(2000001) YeTaHoska 06HOBNSHUI 3aNYlLEHa ABTOMATUUECKM (MO PACTIMCAHII)

(2000004) YcTaHoBKa 0GHOBNEHWIT He BbINONHEHa, Tak kak 6a3bl MPOrPaMMbl 8KTYasbHbI

(2000001) YcTaHoBKa 0GHOBNEHMI 3aMyLLEHa ABTOMATUYECKM (M0 PACTINCAHMIO).

(2000004) YcTaHoBka 06HOBNEHWIT HE BbINOMHEHa, Tak kak 6a3bl MparpamMmbl akTyanbHbl

( ) ¥4 3anywieHa asTomaTMuecky (o pacnicaniio)

(2000004) YcTaHoBKa OGHOBNEHWIT HE BbINONHEHE, TaK Kak 6a3bl MPOr paMMbl aKTyasbHbI

(2000001) YcTaHoBKa 0GHOBNEHMI 3aMyLLEHa ABTOMATUYECKM (M0 PACTINCAHMIO).

(2000004) Ycraroska 06HOBNEHWIT HE BbINOMHEeHa, Tak kak 6a3bl MporpamMmbl akTyasnbHbl

( ) i 3anylweHa asTomaTnyecku (Mo Pacnmcaxnio).

Kak HacTpouTb oTnpasBKy cobbiTuin, ayanta n coobeHnin NDR B KUMA - ccbljika

Y10 Takoe NDR Assets?

Name

) KSCDK sales lab
& dc.evilcorp.local
&) KSCM-14 evilcorp local
&) AdminTrokhin

CJ WINIO_BN_KEA sales
[J testlena-virtual-mac...
S WIN10_BN.evilcorp.l...
& WINI0_KES EDR BN

O kali

Kak HacTpouTb nepenayvyy akTuos, obHapyxeHHbIXx NDR B KUMA - ccbinika

Revision #7

Bknapka Assets B Beb-nHTepdence KATA

Sta... Y Address inform... Y

Authorized 00:50:56:a8:da:33; 1..
Authorized 00:50:56:a8:53:b1; 1...
Authorized 00:50:56:a8:dc:19; 1...
Authorized 00:50:56:89:f2:00; 10...
Authorized 00:50:56:89:73:73; 1..
Authorized 00:50:56:a8:52:3d; 1...
Authorized Several values
Authorized 00:50:56:a8:f5:b7; 10...
Unauthor... 00:50:56:a8:11:21; 1...
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Category ¥

Workstation

Server

Workstation

Workstation

Workstation

Workstation

Server

Server

Laptop

Security state Importance Lastseen V¥

B Critical Medium 2025-02-11 15:27:..
W Critical High 2025-02-11 15:28:...
W Critical Medium 2025-02-11 15:28:...
W Critical Medium 2025-02-11 15:28:...
oK Medium 2025-02-11 15:28:..
oK Medium 2025-02-11 15:28:...
M Critical High 2025-02-11 15:28:...
W Critical High 2025-02-11 15:28:...
OK Low 2025-02-11 15:27:...
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