3anpeT gocTtyna c Y3 root u
Cny>XebHble Y3

Mpexae 4em 3anpeTuTb AOCTyn Ans root co3gaanm OTAEbHOro NnoJsib3oBaTend admin C
OOMalUHEN ONPEKTOpUENn U ¢ 4OCTYNoM Mo SSH no k4y (K4 HeobxoaMMo NpeaBapuUTesibHO

CreHepupoBaTb CM. 3TY CTaTblO):

useradd -m admin

usermod -aG sudo admin

passwd admin

su admin

mkdir /home/admin/.ssh

cat ssh_key.pub >> /home/admin/.ssh/authorized keys
chown -R admin:admin /home/admin/.ssh

chmod 700 /home/admin/.ssh

chmod 600 /home/admin/.ssh/authorized_keys

I'IpOBepﬂeM BO3MOXXHOCTb BXO4a NoJjib3oBaTesieM admin.

3anpeTuMm Bxog no SSH nonb3oBaTento root, 414 3TOF0 HY)XHO MOMeHATb KOHGUI cepBuca sshd:

vi /etc/ssh/sshd_config

Haxogum nnn gobasnsem (ecnm Takom CTPOKN HET) cnefytolime CTPOKK:

PermitRootLogin no

Boixogum n3 penakTnpoBaHUA C COXpaHEHUNEM.

Mepe3anyckaem cnyx6by cepBuca SSH:

systemctl restart sshd.service

HDanee cbpacbiBaeM naposb Ansa Y3 root:

sudo passwd -1 root


https://kb.kuma-community.ru/books/hardening/page/vxod-po-kliucu-v-ssh

Cny>xebHble Y3

Y3 6e3 BO3MOXXHOCTWN BXO4a B CUCTEMY

Takune Y3 moryT notpeboBaTbCs Hanpumep anas npobpoca nopToB nam SSH TyHHenupoBaHus n T.4.
Hun>xe npnmep co3fnaHmns Takom Y3:

useradd -m portfwd
passwd portfwd

usermod -s /sbin/nologin portfwd

Co3pgaHune Y3 anga yganeHHbix 6ekanos no SCP

Ha ncxogHom Linux mawmnHe, oTkyaa 6yayT 3abupaTtbcs 6ekanbl, He06XoaMMo co3aaTb OTAENbHYIO
creuvianbHyto Y3 ¢ 4OCTYNOM B onpeaesieHHY0 Manky, B HalleM Ccsy4ae 3TO nmanka /backup Kynda
CKJ1adblBAlOTCA JIoKasibHble beKansbl:

adduser --home /backup user back; chown user back:user back /backup; chmod 744 /backup

Nanee HeobxoAMMO CO34aTh Napy Ko4ven Ans 6ecrnaposibHOro BXoaa no 3Ton Y3:

sudo -u user_back ssh-keygen
# [NobaBUTb 3HayeHWe U3 co3paHHoro ¢amna *pub B authorized keys B poMawHei AUpeKTOpuu
nonb3oBatens user back

nano /backup/.ssh/authorized keys

3akpbITbIN KoY (6e3 pacwmpeHnsa pub) HeobxoaMMO CKOMMPOBATb Ha YAaJEHHbIN XOCT, KOTOPbIN
OyneT ncnonb3oBaTbCa A8 AOCTYyNa K UCXOAHOW MalnHe. [anee Ana KONMPOBaHMA MOXKHO
MCNONb30BaTh CAEAYIOLLYI0 KOMaHAy (rae 2222 nopT SSH):

chmod 700 /root/.ssh/user back key

/usr/bin/scp -i /root/.ssh/user back key -P 2222 user back@source.server:/backup/local-

o

backup.tar.gz /source server backup/source-server-backup $(date +"%d%m%Y").tar.gz

Ons aBToMaTu3aumMm MOXXHO A06aBUTb 3Ty KOMaHAOy B MaHMpPoBLLKK 3adady CRON:

crontab -e



IOnsa 6ekana Kaxgoe BockpeceHbe B 00:00 Hy)KHO AobaBuTb cnenyoLLyto 3annucb B KoHew, hanna:
0 0 * * 0 /usr/bin/scp -i /root/.ssh/user back key -P 2222
user_back@source.server:/backup/local-backup.tar.gz /source server_backup/source-server-

backup $(date +"%d%m%Y").tar.gz

[na cobCcTeBHHOro pacnncaHnsa MOXXHO UCMOJIb30BaTb 3TOT pecypc https://crontab.guru/

YT106bl yOaNnsATb apXxuBbl cTaplue 30 AHEN, MOXXHO B MJAHMPOBLUMK Takxe 1o06aBuTb cleaytoLlyto
KOMaHay:

find /source server backup/*.gz -type f -mtime +30 -delete
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