3anpet poctyna c Y3 root n cny>xebHbie Y3

ATy ??77777):

useradd -m admin

usernod -aG sudo adm n

passwd adnin

su adnmin

nkdir /home/ adnmin/. ssh

cat ssh_key. pub >> /hone/adm n/.ssh/ aut hori zed_keys
chown -R admi n: admin /hone/ admi n/. ssh

chnmod 700 /hone/ admin/. ssh

chrmod 600 /hone/ adni n/ . ssh/ aut hori zed_keys

systentt|l restart sshd. service

sudo passwd -| root

Cny>xebHble Y3

Y3 6e3 BO3MO>XXHOCTMU BXOAa B CUCTEMY

useradd -m portfwd
passwd portfwd
usernod -s /sbin/nologin portfwd


https://kb.kuma-community.ru/books/hardening/page/vxod-po-kliucu-v-ssh

Co3paHue Y3 pna yaaneHHbix 6ekanoB no SCP

adduser --hone /backup user_back; chown user_back: user_back /backup; chnod 744 /backup

chnod 700 /root/.ssh/user_back_key
/usr/bin/scp -i /root/.ssh/user_back_key -P 2222 user_back@ource. server:/backup/l ocal - backup.tar. gz
/ sour ce_server _backup/ sour ce-server - backup_$(date +"%d% ") .tar.gz

crontab -e

0 0* * 0 /usr/bin/scp -i /root/.ssh/user_back_key -P 2222 user_back@ource. server:/backup/| ocal - backup. tar. gz
/ sour ce_server _backup/ sour ce-server - backup_$(date +"%d% ") .tar.gz

find /source_server_backup/*.gz -type f -ntine +30 -delete
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