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I'Ipemp,e yeMm 3anpeTuTb JO0CTYyn a4 root co3gagnm OTAEIbHOro noJsib3oBaTenia admin C
ooMallHen p,vlpeKTolee|7| n cCc aoCctyrnom no SSH no KoYy (koY Heobxoanmo npenBapunTesnbHO

CreHepumpoBaTb CM. 3TY CTaTblO):

useradd -m admin

usermod -aG sudo admin

passwd admin

su admin

mkdir /home/admin/.ssh

cat ssh _key.pub >> /home/admin/.ssh/authorized keys
chown -R admin:admin /home/admin/.ssh

chmod 700 /home/admin/.ssh

chmod 600 /home/admin/.ssh/authorized keys

MpoBepsieM BO3MOXKHOCTb BX04a Nosib3oBaTeneMm admin.
3anpeTuM BXxo4 rno SSH nosb3oBaTesto root, 4as 3TOro HY>XKHO NOMEHATb KOHpUr cepsuca sshd:
vi /etc/ssh/sshd config

Haxogum nnn gobasnsem (ecnm Takom CTPOKN HET) cnefyoline CTPOKU:

PermitRootLogin no

BbixoanM 13 pefakTUPOBaHUS C COXPaHEHMWEM.

Mepe3anyckaem cnyxby cepsuca SSH:

systemctl restart sshd.service

Hanee cbpacbiBaem naponb ansa Y3 root:

sudo passwd -1 root


https://kb.kuma-community.ru/books/hardening/page/vxod-po-kliucu-v-ssh
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Takue Y3 MmoryT notpeboBaTbCs HanpuMep a5 npobpoca nopToB nam SSH TyHHennpoBaHUa 1 T.4.
Hu>xe npumMep co3fnaHmsa Takom Y3:

useradd -m portfwd
passwd portfwd

usermod -s /sbin/nologin portfwd

Ha ncxonHom Linux MalwmvHe, oTKyaa 6yayT 3abmpaTbcs 6ekanbl, HeobxoAMMo co34aTb OTAENbHYIO
cneuwnanbHyo Y3 ¢ 4OCTynoM B onpeaesieHHyo nanky, B HalleM Csly4ae 3To nanka /backup Kyaa
CK/Nla[blBAlOTCA JIOKaIbHble 6ekanbl:

adduser --home /backup user back; chown user back:user back /backup; chmod 744 /backup

HDanee HeobxoOgMMo co3aaTh Napy Ka4den gna 6ecnaposbHOro Bxoda no atTonm Y3:

sudo -u user_back ssh-keygen
# [NobaBUTb 3HayeHwe n3 co3paHHoro danna *pub B authorized keys B pomawHeil pupekTopuu
nonb3oBatena user_back

nano /backup/.ssh/authorized keys
3aKpbITbIN KNtOY (6e3 pacwmpeHns pub) HeobxoanMMO CKONMMPOBATb Ha YAa/IEHHbIN XOCT, KOTOPbIN

6yneT ncnonb3oBaTbCA A8 AOCTYNa K UICXOOHOW MalinHe. [Janee Ans KONMPOBaHMA MOXKHO
NCMNoNb30BaTb C/eAyoLWYyo KoMaHay (rae 2222 nopT SSH):

chmod 700 /root/.ssh/user back key
/usr/bin/scp -i /root/.ssh/user _back key -P 2222 user back@source.server:/backup/local-

backup.tar.gz /source_server backup/source-server-backup $(date +"%d%m%Y").tar.gz

Ona aBToMaTu3aumMm MOXXHO Ao00aBUTb 3Ty KOMaHAy B NiaHMpoBLUKK 3a4ad4 CRON:

crontab -e

Ons 6ekana Kaxxgoe BockpeceHbe B 00:00 Hy>XHO f06aBMTL CNeayloLLyto 3annucb B KOHeL, hanna:



0 0 * * 0 /usr/bin/scp -i /root/.ssh/user back key -P 2222
user back@source.server:/backup/local-backup.tar.gz /source server backup/source-server-

backup $(date +"%d%m%Y").tar.gz

Ona cobCTeBHHOro pacnucaHns MOXXHO UCMNOoJIb30BaTb 3TOT pecypc https://crontab.guru/

YT106bl yOansTb apXxuBbl cTaplie 30 gHEN, MOXXHO B MJAHUPOBLUMK Takxe AobaBuTb cleaytoLlyto
KOMaHAy:

find /source server backup/*.gz -type f -mtime +30 -delete
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