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Iptables

YcTaHaB/MBaeM HeOOXOAMMbIe MAKETHI:

apt-get -y install iptables-persistent
apt-get -y install ipset

Onsa noctosiHHOCTU paboThl ipset HeobxoanMo co3maTh CNyx0y /etc/systemd/system/ipset-

persistent.service:

[Unit]
Description=ipset persistent configuration

Before=network.target

# ipset sets should be loaded before iptables
# Because creating iptables rules with names of non-existent sets is not possible
Before=netfilter-persistent.service

Before=ufw.service
ConditionFileNotEmpty=/etc/iptables/ipset

[Service]

Type=oneshot

RemainAfterExit=yes

ExecStart=/sbin/ipset restore -exist -file /etc/iptables/ipset
# Uncomment to save changed sets on reboot

# ExecStop=/sbin/ipset save -file /etc/iptables/ipset
ExecStop=/sbin/ipset flush

ExecStopPost=/sbin/ipset destroy

[Install]
WantedBy=multi-user.target
RequiredBy=netfilter-persistent.service

RequiredBy=ufw.service

BkitoyaeM Hawy cnyxby:



systemctl daemon-reload
systemctl enable ipset-persistent.service

systemctl restart ipset-persistent.service

Co31aeM HOBYIO 30HY COAEP Kalllylo POCCUMIACKME NMOACETH:

ipset create "RU zone" hash:net
for IP in $(wget -0 - https://www.ipdeny.com/ipblocks/data/countries/ru.zone); do ipset add
"RU_zone" $IP; done

MpoBepsem, 4To nobasmnncb nogceTun B 30HY:

ipset -L RU_zone | less

015 NepcUCTEHTHOCTY NOACETEN COXPaHSeM U NMOArpy>Xaem ux n3 ganna:

ipset save > /etc/iptables/ipset

ipset restore < /etc/iptables/ipset

CoxpaHseM Tekylme npasuna iptables:

iptables-save > /root/rules.v4

HobaBnsem paspelleHne B Hy>)KHOM MecCTe (onpegennte ero caMoCcToAaTesIbHO) AOCTyNa Mo reo B
coxpaHeHHOM panne /root/rules.v4:

-A INPUT -p tcp -m set --match-set RU zone src -m tcp --dport 22000 -j ACCEPT

[na NepcnucTeHTHOCTY NPaBUJT COXPaHAEM UX:

cp /root/rules.v4 /etc/iptables/rules.v4

MpumeHeHne HOBbLIX NpaBu iptables:

iptables-restore < /etc/iptables/rules.v4

lMone3sHasa yTunmTa ona MOHUTOpUHra paboTeol iptables - iptstate
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