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Fail2ban cny>x6a B Linux koTopas no log-thannam Nnpuao>XXeHnn Moxxet obHapyXu1Tb
3/10yMbILLNEHHNKA 1 3abnokupoBaTb ero IP agpec. NMporpamMmma ymeeT 60p0oTbCs C pa3INyHbIMUN
aTakaMu Ha Bce nonynsapHble *NIX-cepBuchl, Takne Kak Apache, Nginx, Guacamole, sshd, Exim,
Postfix n gpyrmne. B paHHOW cTaTbe Mbl BygeM 3awnwaTb cnyxby SSH.

YcTaHoOBKa:

apt-get -y install fail2ban

BkntoyaeM aBTO3anyck n 3anyckaem:

systemctl enable fail2ban
systemctl status fail2ban
systemctl start fail2ban

MpaBuM KOHUT ann:

cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
vi /etc/fail2ban/jail.local

Cooepxumoe panna jail.local:

[DEFAULT]

bantime 1d

findtime = 4h

]
N

maxretry

[sshd]

enabled = true

mode = aggressive

port = 2222

# incremental banning:

bantime.increment = true

# default factor (causes increment - 1h -> 1d 2d 4d 8d 16d 32d ...):

bantime.factor = 24



# max banning time = 6 week:

bantime.maxtime = 6w

logpath
backend

%(sshd log)s
%(sshd backend)s

B kKoHure Bbiwe fail2ban cmoTpuT nopT 2222 cnyxbbl ssh, byneTt 610kmpoBka Ha 1 aeHb
NCTOYHMKA NOOKJIIOYEHMSA B CllyHae 2 HEBEPHbIX NOMbITOK BBOAA B Te4yeHne 4 4yacos, 610KNpoOBKa
WHKpPEMEHTaJIbHas, B CJZly4ae eCc/in 3TOT )K€ UCTOYHUK NOBTOPUT HEBEPHbIE AeNCTBUS - 610K Ha 2
OHS N TaK 4O MaKCMMasibHOro cpoka 6,J10KMpOBKY A0 6 Hepenb.

Mepe3anyck cny»x6bl 418 MPUMEHEHNS HOBOW KOHMUIypaLInm:

systemctl restart fail2ban

MpoBepka xxypHana fail2ban:

less /var/log/fail2ban.log

MoacyeT KonmyecTBa 6JI0KMPOBOBK MO XKYypHasy:

cat /var/log/fail2ban.log | grep "\[sshd\] Ban" | wc -1

MpocMoTp 3abs10KMpoOBaHHLIX IP-agpecos:

fail2ban-client status | grep "Jail list" | sed -E 's/~[~:1+:[ \tl+//' | sed 's/,//q'

Pa3biokMpoBKa agpeca:

fail2ban-client set YOURJAILNAMEHERE unbanip IPADDRESSHERE
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