HacTtpouka fail2ban (3awuTta ot OpyTchopca)

apt-get -y install fail 2ban

PPV PPV?V?7?7?7°? ? P?7??7?7?777:

systentt|l enable fail 2ban
systentt|l status fail 2ban
systenttl start fail 2ban

cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.loca
vi /etc/fail2ban/jail.loca

[ DEFAULT]
bantinme = 1d
findtine = 4h
maxretry = 2

[ sshd]

enabl ed = true

node = aggressive

port = 2222

# incremental banning:
bantine.increnent = true

# default factor (causes increment - 1h -> 1d 2d 4d 8d 16d 32d ...):
bantine.factor = 24

# max banning time = 6 week:
banti me. maxti me = 6w

| ogpath = %{sshd_l og)s
backend = % sshd_backend)s

systentt!l restart fail 2ban



cat /var/log/fail2ban.log | grep "\[sshd\] Ban" | wc -I

fail 2ban-client status | grep "Jail list" | sed -E "s/*"*:]+:[ \t]+/ /" | sed 's/,//¢g

PPV 2?7777

fail 2ban-client set YOURJAI LNAMEHERE unbani p | PADDRESSHERE
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