bJ1OKNpOBKa NCTOYHNKOB
ONHAMUYeCKUM NUCTOM [P C
UFW

YcTaHaB/MBaeM HeobX0AMMble MAKEThI:

apt-get -y install ipset

Co3paem 670K NUCT:

ipset create "IP_ipsum4_block" hash:ip

HobaBnsem Tyga 3Ha4YeHUs oT obLenocTynHbiX oo IPsum (arperaumoHHbin upg level 4 - very
low false positives) n coxpaHaem B panin /etc/ipset.rules :

ipset flush "IP_ipsum4_block"; for IP in $(wget -O -
https://raw.githubusercontent.com/stamparm/ipsum/master/levels/4.txt); do ipset add "IP_ipsum4 _block" $IP;

done; ipset save > /etc/ipset.rules

Hobasnsem exxenHeBHoe obHoBNeHNE hunaoB ¢ crontab (4na pefakTUpPoBaHUSA NAAHMPOBLLMKA:

crontab -e ):

0 0 * * * jpset flush "IP_ipsum4_block"; for IP in $(wget -O -
https://raw.githubusercontent.com/stamparm/ipsum/master/levels/4.txt); do ipset add "IP_ipsum4_block" $IP;

done; ipset save > /etc/ipset.rules
Co3panTe CKpUMNT AN BOCCTaHOBJEHUS ipset npun nepesarpyske:

sudo nano /etc/network/if-pre-up.d/ipset_restore

J[lo6aBbTe cneaytollee CoaepxMMoe:

#!/bin/bash

ipset restore < /etc/ipset.rules



CoenanTe CKpUNT UCMOJIHAEMbIM:

sudo chmod +Xx /etc/network/if-pre-up.d/ipset_restore

HDanee pobasnm npasusao B UFW:

sudo nano /etc/ufw/before.rules

HNobasbTe cnepytouiee 3HavyeHne go COMMIT:

-A ufw-before-input -m set --match-set IP_ipsum4_block src -j DROP

{be sure the MULTICAST line a
# 1s uncommented

-A ufw—befare—inﬁut -p udp -d 239.255.255.250 --dport 1900 -j ACCEPT

k by ipsumd4 src IPs

ufw-before-input -m

Mepesanyctunte UFW:

sudo ufw reload

Ybenontechb, 4TO NpaBu/o NpuMeHseTcsa (gobaBneHHas 3anMcb A0JIXKHA NOSBUTLCA B CAUCKE
BbIBOAA):

sudo iptables -S ufw-before-input
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