BNIOKMPOBKa UCTOYHUKOB A MUHAMUYECKUM
nmctom IP ¢c UFW

PPV PP?7???7?7?77?7 2?77?77

apt-get -y install ipset

i pset flush "IP_i psumd_bl ock"; for IP in $(wget -O -
https://raw. gi thubusercontent. com stanparniipsum master/|levels/4.txt); do ipset add "IP_i psumi_bl ock" $IP;
done; ipset save > /etc/ipset.rules

-e )

00 * * * ipset flush "IP_i psum4_block"; for IPin $(wyet -O -
https://raw. gi t hubusercontent.com stanparniipsum master/|level s/4.txt); do ipset add "IP_i psumd_bl ock" $IP;
done; ipset save > /etc/ipset.rules

crontab -e

PPV P07 QD P77 2 P???777?7??77:

@ eboot ipset restore < /etc/ipset.rules; ufw rel oad

MepeyctanoBka UFW

sudo apt-get purge --auto-renove ufw
sudo apt-get install ufw

sudo ufw allow 22/tcp

sudo ufw enabl e

sudo ufw rel oad

sudo nano /etc/ufw before.rules



# bl ock by ipsun% src |IPs
-A ufwbefore-input -mset --match-set |P_i psumd_block src -j DROP

MULTICA ' very (be sure the MULTICAST line ab
# 1s uncommented)
-A ufw-before-input -p udp -d 239.255.255.250 --dport 19808 -]

# block by ipsumd4 src IPs
-A ufw-before-input -m set --match-set IP_ipsumd4 block src -3

on't delete the 'COMMIT' line or these rules won't be p
MIT

sudo i ptables -S ufw before-input

Mone3Hble KoMaHabl UFW

ufw status verbose

ufw allow in on ethO from 203.0.113. 102

ufw al |l ow from 203.0.113.103 proto tcp to any port 22
ufw all ow proto tcp fromany to any port 80, 443
ufw al l ow from 203.0.113.0/24 to any port 3306
sudo ufw all ow 13647: 13650/ tcp

ufw deny out 25

uf w st at us nunbered

ufw del ete 13

ufw --force delete 13

ufw reset
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