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Bxopn no kno4vy B SSH

cd ~
nkdir .ssh

ssh-copy-id -i /root/.ssh/nmy_key root @???? ?>

vi /etc/ssh/sshd_config



Passwor dAut henti cati on no
Per m t Enpt ypasswor ds no
Logi nGraceTine 0

# if ssh tunnels need
Al | owTcpForwar di ng yes
CGat ewayPorts yes

P77 2?77?7?77?777:

systentt|l restart ssh.service

ssh -i ny_key root @???? ?>
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3anpet poctyna c Y3 root n cny>xebHbie Y3

ATy ??77777):

useradd -m admin

usernod -aG sudo adm n

passwd adnin

su adnmin

nkdi r /hone/adm n/. ssh

cat ssh_key. pub >> /hone/adm n/.ssh/ aut hori zed_keys
chown -R admi n: adm n /hone/ admi n/ . ssh

chrmod 700 /hone/ admi n/. ssh

chrmod 600 /hone/ adni n/ . ssh/ aut hori zed_keys

systenttl restart sshd. service

sudo passwd -| root

Cny>xebHble Y3

Y3 6e3 BO3MO>XXHOCTMU BXOAa B CUCTEMY

useradd -m portfwd
passwd portfwd
usernod -s /sbin/nologin portfwd


https://kb.kuma-community.ru/books/hardening/page/vxod-po-kliucu-v-ssh

Co3paHue Y3 pna yaaneHHbix 6ekanoB no SCP

adduser --hone /backup user_back; chown user_back: user_back /backup; chnod 744 /backup

chnod 700 /root/.ssh/user_back_key
/usr/bin/scp -i /root/.ssh/user_back_key -P 2222 user_back@ource. server:/backup/l ocal - backup.tar. gz
/ sour ce_server _backup/ sour ce-server - backup_$(date +"%d% ") .tar.gz

crontab -e

0 0* * 0 /usr/bin/scp -i /root/.ssh/user_back_key -P 2222 user_back@ource. server:/backup/| ocal - backup. tar. gz
/ sour ce_server _backup/ sour ce-server - backup_$(date +"%d% ") .tar.gz

find /source_server_backup/*.gz -type f -ntine +30 -delete


https://crontab.guru/

HacTtpouka fail2ban (3awuTta ot OpyTchopca)

apt-get -y install fail2ban

PPV PPV?V?7?7?77? ? P?7?7?7?7?777:

systentt| enable fail 2ban
systentt|l status fail 2ban
systenttl start fail 2ban

cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
vi /etc/fail2ban/jail.loca

[ DEFAULT]
bantinme = 1d
findtime = 4h
maxretry = 2

[ sshd]

enabl ed = true

node = aggressive

port = 2222

# increnental banning:
bantine.increnent = true

# default factor (causes increment - 1h -> 1d 2d 4d 8d 16d 32d ...):
bantine.factor = 24

# max banning tinme = 6 week:
banti me. maxti me = 6w

| ogpath = %{sshd_l og)s
backend % sshd_backend) s

systentt!l restart fail 2ban



cat /var/log/fail2ban.log | grep "\[sshd\] Ban" | wc -I

fail 2ban-client status | grep "Jail list" | sed -E "s/*"*:]+:[ \t]+/ /" | sed 's/,//¢g

PPV 2?7777

fail 2ban-client set YOURJAI LNAMEHERE unbani p | PADDRESSHERE



Pa3speweHue gocrtyna no reo c iptables

PPV 27?7?7777 2?77?77

apt-get -y install iptables-persistent
apt-get -y install ipset

persi stent. service :

[Unit]
Descri pti on=i pset persistent configuration
Bef or e=net wor k. t ar get

# i pset sets should be | oaded before iptables

# Because creating iptables rules with nanmes of non-existent sets is not possible
Bef ore=netfilter-persistent.service

Bef or e=uf w. servi ce

Condi ti onFi | eNot Enpt y=/ etc/i ptabl es/i pset

[ Servi ce]

Type=oneshot

Renai nAf t er Exi t =yes

ExecStart=/sbin/ipset restore -exist -file /etc/iptables/ipset
# Unconmment to save changed sets on reboot

# ExecStop=/sbin/ipset save -file /etc/iptables/ipset

ExecSt op=/ shin/ipset flush

ExecSt opPost =/ shi n/i pset destroy

[Install]

Want edBy=nul ti - user. target

Requi redBy=netfil ter-persistent.service
Requi r edBy=uf w. servi ce

PPV P77 ??77?777:

systentt| daenon-rel oad
systentt| enabl e ipset-persistent.service
systentt|l restart ipset-persistent.service

PPV VPP 7?77 P77 P77 7?7?7777

i pset create "RU_zone" hash: net
for IPin $(wget -O - https://ww.ipdeny.conlipbl ocks/data/countries/ru.zone); do ipset add "RU zone" $IP; done

PPV, 2?7 V00?07 2707707707 2 2777

ipset -L RU zone | less

PP PPV P77 P07 ? ??77?7?7?7?7?7? ?7? ?7? ?7?777:

i pset save > /etc/iptables/ipset
i pset restore < /etc/iptables/ipset



-AINPUT -p tcp -mset --match-set RU zone src -mtcp --dport 22000 -j ACCEPT

iptabl es-restore < /etc/iptables/rules.v4



KoMmaHabl no Linux Hardening (XapaoeHuHr)

PPV P77 ?7?77? ??7?7?7?7 ??7??7?7?7?7??7? sudo

echo "Defaults tinmestanp_tinmeout=0" >> /etc/sudoers

sudo passwd -| root

chown root:root /etc/crontab
chrmod og-rwx /etc/crontab

chown root:root /etc/cron. hourly/
chnod og-rwx /etc/cron. hourly/
chown root:root /etc/cron.daily/
chnod og-rwx /etc/cron.daily/
chown root:root /etc/cron.weekly/
chnod og-rwx /etc/cron. weekly/
chown root:root /etc/cron.nonthly/
chrmod og-rwx /etc/cron. nmonthly/
chown root:root /etc/cron.d/
chnod og-rwx /etc/cron.d/

tmpfs /tnp tnpfs defaults, rw nosuid, nodev, noexec,relatime 0 0
tnpfs /dev/shm tnpfs defaults, noexec, nodev, nosui d, secl abel 0 0

sudo apt purge -y ubuntu-report popul arity-contest apport whoopsie
sudo apt autorenove -y
sudo apt-get autoclean



BNIOKMPOBKa UCTOYHUKOB A MUHAMUYECKUM
nmctom IP ¢c UFW

PPV P77 2?77?77

apt-get -y install ipset

ipset flush "IP_i psun4_bl ock"; for IPin $(wget -O -
https://raw. gi t hubusercontent.com stanparniipsum master/|level s/4.txt); do ipset add "IP_i psumi_bl ock" $IP;
done; ipset save > /etc/ipset.rules

-e )

00 * * * ipset flush "IP_ipsum_block"; for IPin $(wyet -O -
https://raw. gi t hubusercontent.conm stanparniipsum master/|level s/4.txt); do ipset add "IP_i psumt_bl ock" $IP;
done; ipset save > /etc/ipset.rules

crontab -e

PPV P77 QD P77 2 P???777?7??77:

@eboot ipset restore < /etc/ipset.rules; ufw rel oad

MepeyctaHoBka UFW

sudo apt-get purge --auto-renove ufw
sudo apt-get install ufw

sudo ufw allow 22/tcp

sudo ufw enabl e

sudo ufw rel oad

sudo nano /etc/ufw before.rules



# bl ock by ipsun% src |IPs
-A ufwbefore-input -mset --match-set |P_i psumd_block src -j DROP

DROP

d

sudo i ptables -S ufw before-input

Mone3Hble KoMaHabl UFW

ufw status verbose

ufw allow in on ethO from 203.0.113. 102

ufw al |l ow from 203.0.113.103 proto tcp to any port 22
ufw all ow proto tcp fromany to any port 80, 443
ufw al l ow from 203.0.113.0/24 to any port 3306
sudo ufw all ow 13647: 13650/ tcp

ufw deny out 25

uf w st at us nunbered

ufw del ete 13

ufw --force delete 13

ufw reset
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